Texas Instruments Bluetooth Low Energy 8@ ®
Denial of Service 3€S3,”3€> Remote Code
Execution e, tava+ae€8

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2018-
H igh 20181101-ap 16986

& @a...~é-<e—Y¥ :2018-11-01 15:00

aeceEge ae-"ae—¥ . 2019-01-23 22:50

df @afvaa, afsasf 1.4 : Find

CVSS3,4,%3,¢: 8.8

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvk44163

B Yoee-P73«d, " a,<ef...4 13@ A€Pete°7a9«a, a,«aZYR-13QPREGZA...~a11 a4
Al

£1 el@

2018 & 11 aad 1 se—Y&EQ@Armis 3@ d€@Texas Instrumentsila TIi%%ocu34e L V2af @affaf—

CC2640 3€53,"3€° CC2650 2@ e%%03€® Bluetooth Low Energyita"BLEi%4%03,"a,;affa, d@«

Remote Code Executioni’% RCEi%%03€3%3€Y3€ Denial of

Servicei’a"DoSi%%oe, 1a%+x2€83@E3 a0 3Q@™3 3@ 3@ 3,/ (M0 IQP—iQNIQP—IQPYIEI9"3O®

Vulnerabilities and Exposuresi% CVE%%oID 3@ d@—a3€  a€@CVE-2018-16986

5@ E8%0%5,587,"3€ | 8,%03, 3@ | 3€9,3Q%IQ™IE,

G "3@P®e,Ta+x€83@ I€QI,QrLiIQ32CA%@PIO® BLE

af-af-af1haf Q@31 c@Te™ FQ«™C"YIQ™IA"3O 39 EI,3,AfafCafC 2P QIQOB®CSY ... &
BLE

3f-af-af1af &, af-afaf1af%03,3f£3,'3f Q™33 Q"3@ 3€«3,"3,S3€ QIO 3P ®e, 13%+0€83,'4 @efs
of

Servicei’s*DoSi¥%%0a @ ®cSYee...<3,C"YIQP 39 36>3OY3,S30™35, 39 "3€ 3O TIQ efLa@P«a5, 4"

5O"IO®, TaVitRESI Q3 Ut FO™MI D IQ -39 50.3,550%3€3, 5E,

Q"3 ®3,Caf%oaf€a,ra,q éfaéQ_é€oaeﬂiéQ®éfaéf3é,_é,“é,§gC°éaQé0§éoééo%éé""é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181101-ap

€023l ef/a" €@


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181101-ap
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-16986
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-16986

&, T&/steE83@®a€,a,<e£%23" @

23O ®8| TP «IEQIP"IORCONCSYE +3S5Q«@ "E1%0I @ F, EIPYE, TaViteE8IQ®E+EY, 5, 8

efvd @ Cisco Bug Fixed Release
ID Availability
;S;(;f;;;:onet a-afafya’aranctata axal CSCvk44163 ||8.8.100.0
Cisco 1800i Aironet & ¢3, 8, »4,1 4f @4a,03F3af" CSCvk44163 ||8.8.100.0
Cisco 1810 Aironet & ¢4, 3, »3,1 af @3,0aF34f CSCvk44163 |[8.8.100.0
Cisco 1815i Aironet & ¢33, »4,* 4f 4,035 CSCvk44163 |[8.8.100.0
Cisco 1815m Aironet 3 ¢, & »3,1 af @3,2a53af" CSCvk44163 |(8.8.100.0
Cisco 1815w Aironet & ¢33 »3,! &4f @4a,233af" CSCvk44163 |(8.8.100.0
Cisco 4800 Aironet 3, ¢3, 48, »3,1 4f @3,2af3af" CSCvk44163 ||8.8.100.0
Meraki MR30H3, ¢4, 4, »3, 1af @3,2afaf" N/A MR 25.13 &»¥™¢
Meraki MR333, ¢4, 3 »3, 1af @4a,0353af" N/A MR 25.13 &»¥™¢
Meraki MR744, ¢4, 3, »3, 14f 43,0345 N/A MR 25.13 &»¥6™¢
Meraki MR42E3, ¢4, &, »3, 14 @3,23f3af" N/A MR 26.1 &™)
Meraki MR53EZ, ¢4, &, »3, 14f @4a,23f33f" N/A MR 26.1 &™)

Cisco Aironet &, ¢3, &, »3,! Af @a,raf*af a€ & BLE
a,/a,paf@afinaf a@—ae 30,829« 3909130« a9BCC°Q

Cisco Aironet 8, ¢3, 8, »8,1 4f @a,naf’af a@ a€@a,haf-af 3, | a,8a,¢ afafasa,’ 8.7

383" 93,93 | BLE

eOVYefl,d,'8,Naf@afhaf a@™a,3, 39 T3Q«39%3,55Q%IQO—3OYIE,30"3,Fa€ 3€€3,%%afaf 3,
5f25faf1a, 8.7.102.0 59%3€©Y3€ 8.7.106.0

3,'4®VYe|ES 39P8 3Q 3@« IQPRIP;IE€PF, (S, 3,»,

af@a,rafaf i@ Ee,1a%+39839,5,<39" 30 3,2, @3 3Q—3@3%IQ™NEE if1af@,05,"3@E

BLE

3,8,u3f@afhaf 3@ —i€@ | 39,339 3QO0IQPTIO A, (L QIQP™3, TPV, QICHP(RICOTEE..536
show controllersbleRadio O interface

8,38 7838 %03,  6EQPa; ;A P 8A O QA AQ ™AE, 5 38 783 %oa)) F &2 QL 53, FIQP T QI QLIQVYE,S
BLE 3@ a,paf@afnaf a@-a,Ei@|ae,ae3%ae»a, i%a"BLE not supperted on this
platformi%i%0a€©a® a®,aeta, afoaf


https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk44163
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Ja,paf@asaf ae—a :5®§§,%oé0§5€Qé,,Té%ié@ﬁé_ééaéénéé"é€.f§@"§,%o§,(£§0
<#root>
ap#

show controllers bleRadio O interface

% Unr ecogni zed conmand

<#root>

ap#
show controllers bleRadio O interface

BLE not supported on this platform

BLE 3,4, fif @afhaf a@—a€@ |a@,4a,< Cisco Aironet §,¢a, a,»3,"
af@a,naffaf a@Ee,t1a%ta9«39 039139« 3Q9BCCe G

Cisco Aironet 4¢3, 3 »4, 1 f 43,033 5€ & BLE

a/apaf@afhaf a@—ie | 36,3, 3@ 3€QBLE 3O ES,C3, afta £af-a€83€HBLE

a,'a,afeas

3fCafAEf%03 @ Ere%odS' 3@ «I QP IQLIQ | 5€,5,3 89 19 «IQPRIQPIEHIV"THO®S, (S, 3,3,
af@a,naffaf a€ e,tak+a@83@™iv aftaf-a,0af«af a€83€ BLE 3,'3,af£af

3fCAf1haf %03 ¢,i85"114%05€,c®ic1€...5€ show controllersbleRadio 0 interface

8, 3Af 7A[%f %od, EQH; ;A5 QIO NAQ™IE,6€HH;;AUEIHO®
[affafea,na,'a@®a,'aftafna, a, "1 Device Statusia%o] 3& E

[4, €3 ZiYa"Unknowni%%o] 4@ ®3 ‘8@ 3€€4,¢3, 4,73,

3f@a,nafaf 3@ e,13%+i839 3€,5,530%363,"a€,

<#root>
ap#

show controllers bleRadio O interface

Active BLE host interface : /dev/ttyMSM1



Devi ce Status : Unknown

Device resets 0
Heart beat status . Off

Cisco Aironet 8,¢3, 8,»3,1 3f @a,0afaf" 3@ 83€@ A€@BLE &,'3,af£af°

3fCAf14E %03 € affaf-3,03f«a3f 398¢,i85'39«3QAPLIQ | 39,59 UIQ™IE (RO TEE.36
show controllersbleRadio Otimers 3, é€@a; ;3 @83 @ Q@3 Q%G ™A€, €94 jaxuhEIH®
[a,'a,aF£aF%1a"Scania%o] 3@ ®4&,;8,0aF2aF% a,'aftaf1a,;a,"59 E [d@eaetaiva"Not
Runningi%a%o] 3@ ®a ‘3@ "3€€3,¢3, 3,»3,"

3f@a,nafar i@ e,td%+i€83@ 3€,5,550%363,"a€,

<#root>

ap#

show controllers bleRadio O tinmers

Scan timer status

Not Runni ng

8@ +3,%00 @ «IEQCRicOTe€...a@ € show controllersbleRadio 0 scan brief
5 Q3 TO—IOYIO QP PIQ«R (1°533,FS,3, 3FAf AFIQFIQQ,d 4@ I€95,CH, 35,
3f@a,nafiaf i@ ¢,ta%+iQ83€ 3€,3,53€3%43€3,"5€,

<#root>

ap#
show controllers bleRadio 0 scan bri ef

Profile MAC RSSI(-dBm) RSSI@lmeter(-dBm) Last-heard

WLC & 3f%f afafVAfOa€p<E, %o BLE &,'3f135%3,:3,15,'cC°° QA9 ™3, <

cRicO1e€..39 FEQWLC 3,25 afaf1hafo &,af2a53af%o0 show advanced ble summary
8,"c™Mog|(E&



©—3Q a€QWLC 3,2aFaF afafuafoOa€«a,%o0a,ca, a,»4," af@a,naf,af a€® BLE
a,'aftafa, a,'a,'a@-a%—ao™i«a9"ie "a,,a93390 Qa9 %aAG™aE,

<#root>

wlc#

show advanced bl e sunmary

Global BLE Mgmt Admin State: DOWN

BLE summary for all APs

AP Name Interface Admin State Operation State
apl800i-r2swl-te-1-0-11 Integrated DOWN Non Operational
ap3800i_r2-swl-Tel-0-5 USB dongle DOWN Non Operational

Cisco &f 3, 0afuif-4,1 LAN & 38f8f Af 4f VAfO & YAf-af 4 4, 84, ¢
Afeafoafy.A, 1A Bt

Cisco af & nafodf-3,1 LAN 3 3af3af af afvaf s WL Civod, Voif «af 4, 15, 83, ¢
afeafeafy.d 1a€ Eaftaf@a,nd, a€9830Ye|F5€+3,E3@ 50,3, 393 Q0O T3,/ (O QIHO™E, ¢
Web &,n3f4,;8f14af+3,88,08,'a@ %3 QY3 CLI3,8%/¢" 3935 QQaQ%UIO™EE,

Web &, 083, (AfYAf +8, 85,08, 18, /4C" AQ ™33 39 5@ 3€Q2-3, 30V E5O—3@HIQO™SE,

1. 3f-8f03, '3 149 83€@3,°a 3 afafafoa@® Web
3,035%3,;3f1455+3,83,03,' 3@ «3f3,°3,03 5@ —3@HhI@™AE,

2. [&f ¢&f <&, i/ MonitoriVidke] & caf—8,’ 8, af°affa, a@—a@%hae™acE,

3. 43@ aQ®afS3,paf @8 [, & @Y Summaryili%o] 4’ 8, af%5f f3, G€@—a@HI@™aE,

4. [433f3f afaf vafoa@®ae | & | @1% Controller Summaryi%%o] 8@ ® [8 Y28f«af "4, |8 84, ¢
af @afa, afsafiiva”Software Versioni%%o]
3f+3,£af1%3f«af%03 €@ FE€QAftaf@ 3,13, 3@ 8PN ARV |EIQ 3, FI@  5€,5,3,1Lafaf3,!

CLI & 8¥%:C" a@™a,«<d "a@ 3¢ a€@Telnet

8/8%C" A@—3 | 3,35PAf AfafhafO€«af5,°5,na 59 —5€ | 3€@show sysinfo

3,°3f73F3 5 %03, 4®Ye|E3 @ —3€@&1°8S cu@eZ02d@® Product Version
S\.f'é,£éf%éf«§.f%oé@®é€ﬂé,'é0,@...§é®—é@%éQTMé€,éQV§0"50A§®°§€0§fi§f05,05,1§0CE
Cisco WLC 3,%.af-af"a, | 3,8a,¢ affafasna," 8.7.106.0

5,80V 5O —3€ | 50,5,3 89 393 35f78P3 %03 @ BI85 39 23O, 59150 «30%3,556



<#root>

(wlc)>

show sysinfo

Manufacturer's Name............ ..o iiiieennnn. Cisco Systems Inc.
Product Name. .. ...t Cisco Controller
Product Version.......... ...,

8.7.106.0

Bootloader Version............c.ouiiiiiiiineinnn. 1.0.1

Field Recovery Image Version..................... 6.0.182.0

Firmware Version............ ... FPGA 1.3, Env 1.6, USB console 1.27

Build Type. ... e DATA + WPS

&, TaYrac€ss, 49 «a,"898389,39%36,,30"39 3G ECCR* QIO 3, EIHYELLI"O

3O '3P®3,Caf%0af@a,na, 33 Q®e, 18/ aE8aQ R Q.3 £ 13" @8, »3, 4, 8f83F 3@« "e1%od@ 4

5 8,15,%@ 3€QIQ 3O, Ta%t2E53QEir¥a GO, 5,303 Q3«3 3%16Y;3,5 750 56

* Aironet 1800s & ¢3, &f 18 £8f— & »af3a afYa

« Aironet 1815t & -3f%5fY.4,° 5 ¢4, 5 »4, 1 Af @&, 0afaf"

o Aironet 1830 3, -Af%5fY:4,° 3 ¢34 3 »4,! af @3, naf2af"

« Aironet 1850 &, -3f%fY.4,° 5,¢3, 8 »4 ! af @3,nafaf"

« Aironet 1560 &, -Af%8f V.8, %&+<80-¢" "8, ¢4, 3 »4, 1 4f @4a,0affaf”

« Aironet 2800 &, -3f%fY.5,° 8, ¢3, 8 »4,1 4f @a,nafaf”

« Aironet 3800 &, -Af%fY45,° 8 ¢8, 8 »4,1 4f @a,0afaf"

« Aironet & ¢4 3 »4  4f @3a,2af3af" - Cisco 10S &,%4f-3f°4,! 5,83,¢ 3@ ®a®Ye{ES,

D76 C-
3O "3Q®E,Ta1+2E8a@«3 Uit AQO™I D 76Qc-3Q 3€,5,530%3€>3,"3€,
as®afee a@éa,2af°af a, a,84a,¢

a;®aoefr 8@ a,2af-af"a, ! 4,83,¢Cafafaf1a,'a@®EO3* i@« QPri@, i@ 5@ a€@re-3,Caf%iaf@a,
Cisco Bug ID 3,'34€,¢..8309—3€@ | Q@@ 3€©°3€0,3€,

8, Yo8f+4f 4, 13, 83, CA@ ®3, CAffaf—&,°5f 3143 %08, 'encee " 73Q™3,«65 39«5 3€@[3,3,'5,°59®3,»3,4]



Security Advisories and Alertsi%%o]
af3a5%3, 3€8a.. Y% d@83Q945,<5,3,'3,3e£1,54" @@ ®F,Caf%0af @ 4,13, 953, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afha, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

4€,3€353, E3Q®A 394, 3€035,Caffaf—a,°af~af1haf%od @™a aftaf@a,nd,'a @« @ @A TaHafiafca
TAC 3,39 —30@ @30 ¥ ,30—3€ 3,3, afiafaftafsars,
af—3faf@a,nafeaf i Q%I Q83953 959,595,050 3000 §6°30,3€,

a}0&£é"©gn oo éo(é%(ég o é..."é1/40gTMoéi o

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p83 € A€ @20e-3,Caf%oaf@a,ra, Nafa@«e "%%od€ 3, Ed@ | 3@, 3,8, TaVte€

108,
3, 4,14,%€@ €QIO"IO®L,13%+2€85,(™e! FP—38 +355Q—3Q | 5QQIQ 39 IQLIOY
Armis ¢u343@®afa, paflaf@x«...a%2" VPa€@Ben Seri
&0050«é—|0&"05,'éi“50—50%50“"5€,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181101-ap

o' 1g", At ¥ee

af @afna, afsas -/

14 Merakia@®e£1-3"@a@@a@ af-d,jafkuaf &, 3,83, ca@®afeafia, afsaffa@ Eaes a

13 &t...6f Afeafeary.s 1afzaf faf” 4f°4 *a@ oy -39 +3, E3 Q%I —3QVIE,

Y WLC & 38f3af Af8f VAf OA€p<d, %o BLE 3, 3f4f%43,:3,3, 8@ -3%—3@™3,« WLC 3,357
' ble summarya€€a,'e; 1235 3¢,

1.1 Cisco Aironet 1560 3 -&f%f V8, %4t Bo—¢" 4 ¢4, 3, »3, 1 Af @3, 0352555, 8, T3Vt €55 93¢

1.0 & Q@aza..~é-affafaria,

éA@Q” "é:égln

a8, Caf%odf ©3,03,93f 39 8,98 %hiQP®], IQORIQP 19—31Q IO xQPPIWIO—3 | 553,55¢


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181101-ap

20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°3'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e8, Caf %odf € 3,13, 93P a@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ («IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYa 49 FE€QI ' (nUIYP TR
3Q"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



