Cisco |OS XE &, Yaf+4f 4, '3, 84, ¢4 ® HTTP
3,ua5%353,'4" " A®% 1" DoSi%%03 @ ®&, T a Vit

3, CAf %oaf @ 8,24, 9aF*aFID : cisco-sa- CVE-2018-
H Igh 20180926-webdos 0470

&@a...~é-«e—Y¥ : 2018-09-26 16:00

af @afva, afsas 1.0 : Find

CVSS3,14,3%3,¢: 8.6

726 ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCvb22618

Y- &73@«d, d,«ef...4 t3@ A€QecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~ a1 a ¢
o, e|e

Cisco |0S XE & Y48f+af"4, |8, 84, ¢a@® Web
af-af-afsaf af afud, 3@ ®e,T3%+e€83€«3,"3,S3€ QL@ %39 3, E3Q | 5€,39°3@,3FaFCafhaS
3,°afhaf@aruaf-afaflacSYee.. 3, 3% 3@ Qe -39 39 —3€Q3,naf143f'5,"8 ! "a®%14"DoSi%h%ocSY .. 5

39 "3Q®L,Ta1+2€33Q A€ QAfIafQE 05, 5@ «C€QH;ia9+3,EH 3 Q@RFIP8NCIUQPIHG®

HTTP

33, +3ffaf A EAEQ312+8Y: 5,89 —3€'3,<3, 153353, 5,83,C3086 Q908 13 «e8f 27 @363, EFQS:
HTTP

3f3,+3ffaf 3, €@ a1+EY 3,89 —3€'3,Af1af@ 5,05, 39«31 (OTIPPIPYI, QI P «C£HH;AO™E,F @
3,28 af@afuaf-afafacSYee...«38, 8% 3@ Qe 39 39 —3€@DoS

Sz, FQECCYIH™E, B Q &f1heE83Q9EI9,5,559%IO™IE,

&,-81836¢ @ 'a@®e,Tal+txe€’a@«ad 3t a@™45,4,%%afaf4, ) 4,838,Ca, caffaf—astasnasa, asrarasy

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaéé0§50050'%50""é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-webdos

3Q"39®3,Ca%0af 3,03, 955€ 3€92018 8" 9 20" 26 2—¥5@«d..~é-A3€+3,E3OY 13
»95@®e,Ta%h+tr€83@«E-C3@™a,« 12 4»93@®35,-3,'3,2 3,»3,af¥afaf1a,£
3,C8f%0af€ 3,03, 9453, 8€«3,€ Cisco I0S §,%af-af5,!5,83,¢5€53,3€° 10S XE

a,v.af-af"a, | a,83,¢ affafarka,'a@®a,»a af¥afasta

3,Caf%o0af@a,na, 9afa...~é—*fe-MIQ®A €6 AQ8IHP™EE, G, Caf%oaf €, 3, Nafa@ afafa, a@®a,
Cisco Event Response: September 2018 Semiannual Cisco 10S and 10S XE Software Security Advisory



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-webdos
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb22618
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0470
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0470

Bundled Publication&d€ €38, 3€.C..88 @—3€© | i Q QIO 5©°30,3€,

e028Y7" eEYA" @
&, T8Vt ocESaO ®E,8,<£123" @

HTTP
8, fif Vaf @eOYefha@ Ere%idS'd@«iQ 3QLfi@ | 5€,5,8 39 I€QI19"39®L, TaV+2E€85@ €€
10S XE

3,%afaf"3,15,83,C3@®e,T8%+eE83€@ T3 dce " 3@ ™4, <A aFaf14,"3, 4@V E5Q@—i3€ | 5€,5,<3, 3,
3f15f€3,03,3€«81+6Y:3,89559 %3O —39%IG™IE HTTP

3,af1haf @eOYefLa@®Aftaf3,03f«3f 4@®SY 2. 3@ FEQIFPafa, Af8a 4«3, APLIQ | o

&, T&/to£8a@ EA" a0 "a@ ™4 « Cisco I0OS XE §,%af-af"a, | a,83,¢
afafeafhd, i @«a@Pri@, i@ | i@ €QPIQ"'IO®A, Caf%af@a,n3 N33 @ RIE€EL; Rafer 5@, a8, 28

HTTP & ffvaf @&~ AR3aO®¢t°e*

HTTP

3 ff vaf @aeOYerha@ Eaftaf€a,n3, 49820 %0aS 4@ 3QO0IQPTIHE, (2 QIQP™IFP«IQ F€¢€
CLI 2€8 show running-config | include http

(secur elser ver )3, 3af 2838 %od,  dvacC" A@p—a €@ | A€ @3, cafafhaf@af«ad, 2afaf+a,£3,®af¥af-afaa, afsaf
http server 8 38f 78f3af %.2€@ %3 €©Y3€ ip http secure-

server 8,33 Zaf38f %.a€p (Ea" A0 " d@™35,«3 @« QO @Ta @<, '(C°°QPIQP—3QAIQP™AE,FQOaQ|a,%0d
3,1af143f @ rOYefra€ Ere%dS'a@83Q™IE,

a»¥a «a@«a€@show running-config | include http

(secur efser ver )3, 38f 2838 %o, C™™O& (EAQ — 3 @ %3 @ ™A€,

<#root>

Router#

show runni ng-config | include http (secure|server)

ip http server
ip http secure-server

Cisco |OS XE 8, %24f+af"4, 14, 83, ¢ af3af3afv.4, a€@®a " ra"¥

aftaf@a,03,'3 559 83@Ve|E5€+5,E3Q | 5€,3,< Cisco I0S XE &,%af55°3, 5,55,
3PafEfs, 3@ €@ RicOTRE. GO EAF1af@5 13, 50 «4f5,°5,0559 —3€ | 5€QCLI 39§


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-69981

show version &,33fZaf38f %08, aRY & (Ea@—a€@e; ¢u°a+a,(Ead,<a, a,'aftaf
af©afSasf1a,'a€,c..580™a, <39 3O 39 «d, 3,5¢C°° QPO VIO NIO™AE, A 15[ ©4,05,5Q
Cisco IOS XE &,%af-af4,!5,83,C5,8@Ye | E3@—3€ | 5€,5,<4 4@ 3€45,-3, aftaf
3f@arSaf143 € «5€ECisco |0S Software3E@ A€ @ 3EECisco |IOS XE

Software3€ @3 @ 3@ OIO®afta,3,'af 5@ TS| c°a 3, EIQUIG™IE,

&j3@«3€@Cisco [0S XR &,%afaf"3, | 4,83,¢ afafaska,’ 16.2.1

GQEIRYe |53, L3¢ |3€,59 | 3€95,13F3,"af afhaf«5€+3,Ea@ | 3€,3,3,0a5Ef1%3, Q@I
CAT3K_CAA-UNIVERSALK9-M

5€83€,3,Af1a3f €3, 3,383 ®3 2758 %0 3 @®ETES> 834, (I @—IQUIQP™EE,

<#root>

jos-xe-device#

show ver si on

Cisco I0S Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version Denali 16.2.1, REL
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 27-Mar-16 21:47 by mcpre

Cisco |0S XE 8 Ysaf+af 4, !4, 83, ¢
SfPEf2Ef Y5, 1@ IO QIO 5@ -i» 19 TORL ! 98%0tIQ«E-CIO™MI RO 5@ €@ FEZCisco
|OS and NX-OS Software Reference Guide3€€a,'3€,C..88@—3i€@ | Q@ Qi@ 3@ 3@ ,3€,

&, T4/ o588, 49 «8,"89839,80°80,30"59 "aQE(C°° QI Y4, EGH VLA O

Q" 3@ ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q A, 3,«ef 123"@3,»3, 8,-af83°3@«& "e%%0d @ 3

8,-8,143%5€¢ €QI9"aO®e, Ta%+x€83@E Cisco IOS §,%af-af"a,,a,83,¢a€@Cisco IOS XR
3,44 4,1 5,83,Ca€@3953,3@° Cisco NX-0S
550555, 5,55, CaQEO G1htEY,3/5 750 050,50 50 5/ 9IO—I0%IO—aQVIE,
76 éC-
5030 @8, 1aVi+eE55Q 8 Udt ! O™ DI6Q -30 30.5,530%33,"5€,

Web Ul 3 8¢ 50 —39°39, RO TeE...3Q 3€HI11EY,:5,/39—39'3,af1af 95,13, 50®
HTTP


https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

3,af1haf@eOYefa,c, i8S 4@ «39™E, QP i@ IPLICPIQP"IO®E,TEaN+xE8S, COIEI QIO VI

38 noip http server 4¢S3,”a€° no ip http secure-server
a,2afzafaf%od, avzi¢" " aQ—a@HAQO™AEE,

as®afee a@éa,2af°af a, a,84a,¢
54,1839 39 3@ ®F, Caf%0af 95,15 055« "e1%0a@ 3, EFOVE, 131+ peE5Q@«d %iT O™ C, i
3f@afha, 3f85F5€ " af-3,£afhaf @ AfE

a»affaf a@«d Hhi@P—a@ é@@é@g_é@"é035550%50“"5650050@5,“50%Oaé,Vzéﬁéfé, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O UIPYICPIOSA® 8 5O ES,1Laf5f 3, 8,85,¢5,af€3, | 3F33faf143f%03 @83 Q Q3 A ORI F€Q3,
8,Caffaf—3&,°af~af1haf%03 @83 Q™AE,C,i8,YaO®A,»3, AFYAfEf T £ &,1,3f4f 4,1 5,83,¢
5,Caffaf—aftafuaf 3«3, dQLIQ | FEQIOSAPC 28 3P -39 —3€,5,.3f4f5,15,83,¢
3f03,08,»3133, 36 @&, 1,38 &,13f-5f "4, 4,85,¢ af+3,£afuaf@afE

3»affaf 3€QIONIGYIQ afia, AfFAf afaf"a, AF8af
5,Caffaf—a,°af-aflafthod@«d %IQ™i e O™PIPES»"573€+3,F5,5Q"39 30 3€,3,530%3@

8, 158f+af 4,15, 88, CA@ ®3, CAffaf—3&,°8f 8435 %03, enced " 73Q@™E <653 Q«3@ F€[4,°5,'3,2€9 ®F,»3,3
Security Advisories and Alertsi%%o]

3355143, 3€83.. . ¥e%0 3 @839 93,<3,-3,'3,22£ 113" @I Q®3, Caf%oaf@ 3,123,935, a®52eY (s, 59 «3€.C
3,%.afafYafa, af8afa, (e’ Q9i9—i@ | 9V 39°3,3€,

50,3953, F3@®3 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi¥%%od, i @—3 @ @3€ ¥, 59— | é0,,é,<éfiéf3éf’réf§éf3é,1é.f—éféf@é,néﬁéf%é@e

3, fifvaf  418¥ ¢, 4, 49" 0¢" " 49839*39,39Sa®CxE"

3413, 3é0<é,%og>'ae2¥é3%é...¥50—50V50(]E Cisco Service Contract

3,/39"3°0¢" 39,50Y3@ 39,30 39,305,339 3€QIQOAUIQYIEQI, Uaf1%haf%odf Ef1haFTE,£3F™
POS 3€<3,%03...¥2%0<3 @83 @ Q303,32 30 3@ 3€@Cisco TAC

AQ«EELC|GQO—3@ | 3,Caffaf—a,°af~af1haf%08,'a...¥e % i @P—i@ | QPO 3O 3 ,3E,
https:.//www.cisco.com/c/en/us/support/web/tsd-ci sco-worldwide-contacts.html

G.i8, Y4, Caf faf—a, *af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 39 "3 3,8 e /39—3€ 36,59V
URL 3,/3@"¢" ®,0i090@309 3039, 3,

Cisco |0S 5€Sa,”a€° 10S XE &,%.af+3F°3,'4,83,¢

5€9Sa®Cx8 3@ Cisco I0S &,%af-4f 4,1 4,85,¢553,"3€° 10S XE
3,%af 34,1 4,83,C3@®e, 13%+0€85€«3,"3,E%UER’IQBEQ &f/r2€85,/8 ne-3Q ™3, 3O V3, QI€H S,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco IOS Software Checker

af,afhaf«d, 2 @ @a3niP—iQ | 3,3 QNIG™VAE Q" dQ®AS,af1haf«3,'aV2i (" AQP™3E,< 3@ AEQC%0'AC
3fiafafa,'a@«e0% 3" 3@ ™5,<3,-3,"3,2 3,»3,af¥afarta,£

5,Caf%0af 4,13, 3 3€ 93953, 39°39,3,Caf%03f 35,05, 95158 - /3¢5, E3€ | 5€,3,¢@,18%+
Fixed3€@1%%03,'¢c%0'a®33 @8I QP @I QAIQ™I€,3Q9%UIQYEO%AL"39™E 8 49 € PIQPQIHBIFASF
First Fixed3€€1%%03,'c%0'a®33 Q@83 Q@ Q3313 ™AE,

50" 3Q®Af,afh3F«E, 81" GP—i@ | 2-id@®E,:3, 5, 5 40V |EIQ55QQIQUIQMIE,

* af%oafaffaf—af€a, afs
af8, 18" a€p <3, Y%oaf a8 148, 1 entae 8@ %%, 6 @ 2S7AQ™E, P AEQS TRI P %o+ e
5,-3,aftaf 3€p<8,%0af+3,(8, 085 «a,'8, CAffaf—afaf1haf%oa @ —a€ | € @arencec ¢a, 638 AQ™E ¢

« show version &, 38f74f3af %8¢ ®a1°aS»a,'af,, afhaf«3P8esfe7 QA ™a ¢

. 8«8 18 ¢Af 78,08 5@ —3 @ Yaeroe( il 6 @Z7»3@«A...~é- 393, FIQPYIO™IQ '3 | 5O ®3, 5,4,
3,»3,afYaf5f14,£
8,C8f%0af € 3,03, 9458, cence €3 %4e+{3€9«3.. ¥a, E3Q Y3, S3E€Q %' 4R35 @ ®F, Caf%oaf 3,15, 93

afeafeafy.a, 5@ EA€@a..~é—3@+3, 3@ | 5€,3,<3,3,"3,%3,»3,af¥afaf13,£3,Caf%oaf 3,135,935 @BRI@
|OS Software Checkerd,’ 8v2,C" "a@™a,«d @«3€ @2 a@®afa,£aflaaf«af%oa € «Cisco

10S3,%:af+af3,! 5,83,¢593%43€Y3€ Cisco I0S

XE&,V2af-3f"3,!3,83,¢af 833, (5QYi@ 39 39°3€915.1(4M25,,3.13.89)3,'4... ¥8S 4@ —3@AUIQ ™2

Check

&f18f3 Oaf«&f 59556 €@ Cisco I0S
a,%af+af"3,14,83,C3@RAfQ3,83ffa, A@«I@ IEQPCUOXRIRIQ A€QE« A »a,af¥afaf18,£3€,3@B®AY:
EMERA)

FQNIQPYIQ ¢1QPan8i@e,1al+x€ i@« IQPPRIQP IQPTFIQP«IQPI,FiQ | 3€,39%IQ™IEFEES é-
SIR &,13%+x€83Q@®cU@PRZ0ed,'dQ«3, @3, 3@ «3€ 3€@Cisco.com 3@® Cisco IOS

a,%.af+af 3, a,8a,¢C af@a,8affa,«afla,’'ali " a@—a€  a€@[Impact Rating]

Af%oAfaf fAf—Af€A, \Af? af%4, 'af 2@ ® [4,6-"i% " Mediumi¥a%o]

Af€4a,8affa, afcedffa, 4,'3,3,2 5@ «3@—a@%aP™AE,

Cisco |OS XE 3, Yaf+af "4, '3, 83, ¢ af2Afafv.4,1a€ ~ Cisco I0S 3,%af-af"a,!a,83,¢
afafara,'a@®afzaffaf afs, i@ «39nie, i€ 3€ a€@Cisco I0S XE
3,%af-3f"3,!3,83,¢3@®af 513113, 39«3, 0039 3€ | 3€ECisco 10S XE 2 Release
Notes3€ 5€ @ 3€ECisco |0S XE 3S Release Notesi @ 3€ @ 39439 Y39 3€ECisco |0S XE 3SG
Release Notes3 €€ 3,3€,C..839—3@ | 39 Q3@ 59°39,3€,

5, @RE£A"OC" " 8%a¥<a@ "a...~av@Pc™Moe;”



https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%odaf€@a,nd, afa@«e "e1%%od @3, E3Q | 3,3, TaVtr€85€¢

R108. ..

aa0e-6, T&/+oec85€) a€€3,°3,'3,%at1...6f A @83 @®A,»3,af¥afafta
aft3,'af 39«3, d@LIQ | (Mo | 593, EIQPNIQ—IQVYAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20180926-webdos

o' 1g", at¥ee

af@af1ua, 3F5af Eayi 53,3, AfSAf3| & AfTafvA A  ee—var
on om0 vo Yy mpne fae g . 2018 & 9 a6
1.0 Q@7a...~é—affafrafa, | - Fina
26 ;e—¥

d'C¢" eO¢ .,

a4, Caf%0af @ 3,03, 3P5€ ¢4 98 %iO®], i9Ri0 10—3i0 10 0 QiwiIo—i6 3653 55¢
20e-a,caf%oaf@a,na faffde®xf...a ié@éé,Aé03éfa§f3é,_§0®é1/zg_g""éQ«é—Cé@“‘"é,(éz—-émﬁ@@éﬁ
5QUIOYIEDS,3,"3,°5€ 0e-df%0d,af¥afiafaf 3@ ®AT...4®"5,8°°4'SA 5@ —3 @ «8dn%hoa> 3P —Aa€
aee-3, CAf %ol 3,23, 5P @@ "8;°81.. 405 @«6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQIQ («IP®e»(2%%0d,, 2,9 33, 2-1IQP—3QYa 39 F€QI ' (nUIYP TR
3Q"3aQ®af%oa,af¥afiafPaf d@®xf...d ta@ 3€@4,3,"3°eL13"QAQ®A, afaf%oaf | 3f143,93,'3 34+


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-webdos

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



