Cisco Packaged Contact Center Enterprise
d@®acsét¢ e, tavatc,’

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2018-

M ediu n¥0180905-pcce 0444
&a...~é-«e—Y¥ : 2018-09-05 16:00 CVE-2018-
af @afva, afsasf 1.0 : Fina 0445

CVSS4,14,%34,¢: 6.1
&76€¢¢- : No workarounds available
Cisco af @4a,° ID : CSCvi88426

se—Yooe-E7AQ«d, a,cef...a 3@ A€Qe 23 9«A, a,<AZYr-1aQPREPZA...~ a1 P4
&, €O

Cisco Packaged Contact Center Enterprise

a@®3, | 3,8af-af™af1a,'a@®c®ic@1a,nafa, af1haf-a,83,03,'a@B®anséi@

e,1a%+c,'a@ é@ze*@e hac@afiafcafhaf e "»x'fe€..a@Ea, afa,"'a,pa,naf"

a,'a, affaf—afta,£afa, %11 " XSSita%oxe"»2e'fa,'d,naf?a,; af1haf+3,83,03,'a@®af | 3f14a, 3@ «3 %HaQP—i

53€"3,(E3,%03Q@®e,Ta1+r€83@«E-CaQ9™35, 0 5@« iPriQ, i@ 3@ €QPiQ"i0o®
Security Advisory 3@ ®€03¢ ° 4 »3, 4, -af84f%4," 2€,¢...80@—3€@ | 8«3 @39 ,3E,

5€"3,E3, %03 @@, 131+ R€T3P«d %t AQ™E, D76 Q -3 50,3,550%3>3, 3¢,

é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€0&ﬂiéQ®§.faé~l.f3§,_5f§,§(;¢°éaééQ§§0050%50“"5@,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180905-pcce

E0285" SEYA ©
8, TaV-eE83@®a@,a,<e£%23" @
59"a,E3, %03 Q@ ®e,Ta%+e€8312+6Y,; Cisco Packaged Contact Center Enterprisea€,
e©%a%"a@™a,<a,%af+af 3, 4,83,¢

3FaFafAE, 59«39, 30  5OORS. .8 15QE-CIO—iO 5O EHIO IO, Caf%0af 4, n3, 5
Cisco 3f€3,°ID 3,89,C.. 530 —30 ' 5. 36+30,3€,

e, Talitoe€8d, 4@ «a,"a 983 €,39%3€,30"39 aQEC( QIO

Q"3 Q@®3,Caf%0af @3, 13,055 Q@®e,TaYi+r€83 QRIQ.8,«e£ 13" Q4,»8, &,-3f8afa@«e” "€%%0a @



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180905-pcce
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi88426
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0444
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0444
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0445
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0445

eo3¢™®

Cisco Packaged Contact Center Enterprise

3@ ®3, | 3,8af-af™af1a,'a@®c®ic@Ta,naf’a,;af1haf+4,85,03,"4€©® 2

e, Tal%+e€83@ @@ LacPafafcafaf e »x'fe€.. . a@Ea, afa,'a pa, naf"

5,3, afaf—afta,£35°8,°1% " XSSila%oae" " »a'f4,'8,08°3,; 3F 14af+5,83,03, 4@ ®4f | 35143, 959 «3 %IQ—3Q

&, T&/ok§59 8939, i@« %P IO—30 59, 50%I3," &, 131%+t2€559® 1

5905 QxfEOC 5O Edr-59®8,15Vit€85, 3 @2LIOC 5™, GOV, 939«3;..0 | 95O 593,
50°3,%03Q«FEQS, TaYite€EIQ® 1 503, %0aVs16Y 3, 8@ —39'3Q™3 <8, :3F55 3, 5,85,¢
5FafEf%E,3€ d»-39®8, 18Vite€85 9, %08121EY 5,89 —3Q' 3O —30°59,30<5,50—3, E59 %36

539"3,E3,%03Q@®e,Ta1+r€83Q9REO (°GP«IQPri@, i@ 3@ IEQOX-GHORIG 3€53,53983@™aE,
Cisco Packaged Contact Center Enterprise 8, af4&,14, f, 0af" §,24, aféaf—af1a £af33, °g, tavatae€s

Cisco Packaged Contact Center Enterprise
G@®3,|3,8af-afMafua,'a@®c®ic@13,0afa,,af14af+5,83,03,'a@®¢e,Ta1+e€85€¢ afPafcaflaf e »a'
XSS &"»e'f3, e F3€ 313, 3@ 159 «3O™3, 3@ &fx€85€9 E3€,3,530%IH™AE,

e, T&/t-aeE85@ 3, 8,8af-af™afua,'a@®c®ice13,0333,;af1haf+5,83,03,'a@«3,"3@L£3@ | 4f | 55143,95€(
x&"»x'fe€..a@ a,rafa afhafasa,na,'a@®af af1a,q 5O®3,«3,'3,;3f75,15,°5€3, E3@YAEE, 3,3
®£3 3€°3,73, a,'af—afa,naf a€@ ="»x'fe€..a@Ear»»x,@4a,'a, affaf—af”
3,°3f%af%03,'a,nafa,;afhaf-a,83,03,'a€@ 39,31, 150«505@10,,50 EIQCHGE M REL YE X L =VF
af™Maflaa,'a@®aef...a +t3@«a,¢a, 3,»3,'30™3,«39"3@ 3,/3@ efLie«IO™M5 Q@ efxrt8ieEie,a,

4@ "a@®e,Ta%+x€83€9® CVE IDi%S CVE-2018-0444

5O 3Q®e,Ta%+2€839®IQPYI, 93O ® Security Impact
Ratingi% SIRi%4%03€@ *-i3@®3€ 3€53,53€983™i%s 3 6-"

Cisco Packaged Contact Center Enterprise 8, af4,13, fi, vaf el @ aet,a@2a'%0ee, talite€s

Cisco Packaged Contact Center Enterprise

a@®3, ! 3,83f-af™af1a,'a@®c®ic@13d,0afa,;af14af8,83,03,'3@®e,131%+e€83Q Qe @& 1hI€QAS
CSRF

®"»x'fa,/ e FIQ°3€,3€Q812+E6Y:3/89—3@'3QYiftaf€3,03,' 3@ ®irre, @r"Qi10ed, & EQ 15"

&, TaV/taeE88@ 3%4+6Y:3,49—3€'3@Yaftaf€3,03,'3€® ,83f-af™af1a,'a@®c®ic@13d,0af3,;af %
CSRF 4; ©@&-3€EAZYS> 3©83@™aAE,

®"»x'fe€.. 3@ 3,paf3,0af%af3,83,03,'3Q@®4f ! 3f43,93€@®4,«3,'3,;5f23,05,°5€ 3, F3QYaf a3, a@
EQASYIO—3€Y3, 3,73,'af—af3,n3f 3@ x"»x'feE.. AQESf af13,930@B®x " ©E™M@a,'a"O¢" " d@—



GO "a@®e,1a%+r€83€9® CVE IDi%S CVE-2018-0445

43O ®e,Ta%+e€83@® SIRIYS 8,6-"

&H76@ ¢

R

©"3,E3,%039®, 13%+e€85Q«d %t | 5QO™E, D 7E@:c-3€ 3€,3,5503%36>3,"5E,
& ®axfxa@¢a,2afeaf a,,a,84a,¢

a®akm 563, :3F35°5,15,85,¢
3FaFE 13, 3Q®OC °IP«IPnIP, IO | 5O FEQR0eF,Caf%0afOF, 13, 155 Séf 59® Cisco
Bug ID 5,39.C..530 036 30:39,3€,

8 V58faf 4,4 84, A ®F, CAffaf—3a,°af~af14af%oa, enced /3@ ™35,«E53€ «3€ 3€€ Cisco Security
Advisories and Alerts

BfSAf YA A€84.. ¥ %03 P8iQ 93,3, 3,"5,30£113"@IQP®3,Caf%oaf@ 3,13, 955, a®3xexeY(S,iQ«39,C
3,%.afaf¥afa, af8af3,¢(°°QiQ9—i@ | PV 39°3,3€,

59,5933, QR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,<aftaf@a,03,' 3@« @ @3 Ta@af;af¢a
392739 39«59r3€,59 36 3€Cisco Technical Assistance
Centeri’a"TACi%%o03, 3@ —3Q@ @3 a¥'(,30—3€ | 36,3,afarafTar55,5,"
3f—afaf@a,nafeafhi@«3€953° 959,303, 930>30 03O 50°30,5€,

4, @e£A"OC¢""a%a%<a@ "a...~anhegMoe|”

Cisco Product Security Incident Response
TeamiVs PSIRT1Y%0.3€p83 € 3€@20e-3,Caf%0af@a,na, Nafd@«e "%%oae 3, Ei@ | 3@, 3,8, TaVite€

&8,

are-8, 1Yt aE83Q 5€9 5, 5,158,351, &F 5953O®3,»3, AF¥aFEf14 £
5Ft3, 5 59«3, AQLIQ | (Vo8 33, EIQUIO—IVEE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180905-pcce

o' e, at¥ee

a€a)

Version Description Section Status e—¥a»”

1.0 EQdza...~é-afaf2af1a," Final 2018-September-05



https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180905-pcce

aog "eec,,

ae0ed, Caf %odf ©3,03,95°3@ ¢,i8; 98 %hIQP®I, IQOPIQ IQO—iQ IO 2O QIWIO—3€  3653,55¢
e0e-3,Caf%0af 3,03, 033 ®ef...8 +3€55, 43338, aQ®a1i (" Q@ «é-CAP™E @2 I YB3 €
3ONIQOVIEHE, 3,350 20e-df%03,Af¥afaFAf GQ®AT..AR'E,'8°"8'SA 3@ —a @ «an%oe> 3P —a€
203, CAf %odf @ 3,03, 053 @@ "8;°81.. 8@ 5@ «E-CAP—3 | 2f..4 +6..€4;i3€® URL

3,/ CRQPCYiQ—ifQIP («IP®E»(2Y%0d,, 2, 33, - 1IQP—3QYa 39 QI (nUIYP TR
3O "3Q®Af%03,Af¥aF3Faf 3@ ®eSf..3 +t3@ 3€94,3,'3,6f 15" QIO B, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



