Cisco Unified Contact Center
Expressi@®ernixre’d@®e, talstae€s

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2018-

M Edi u n¥0180718-uccx 0403
8 @4...n6-<a@—Y¥ : 2018-07-18 16:00 CVE-2018-

df @afa, afsasf 1.0 : Find 0400
CVSS4,14,%,¢ : 6.3 CVE-2018-

0401

&76€¢¢- : No workarounds available
Cisco af@a,° ID : CSCvg70904 CSCvg71040
CSCvqg70967 CSCvg70921

CVE-2018-
0402

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@

Cisco Unified Contact Center Express(Unified
CCX)a@®Webaf™af1ia, c®ic13,0835,;3f1haf5,85,03,'4@ ®entr " 3@ ®8, T8 1+2€83€«5,°5,55€ 8

56"5,E3, %059 ®8, 131+ 2E55 9RO’ 5P« IPuiP, 3@ | 5O 20e~3 Caf%0af@a 15 155 DFEELC
56"5,E3, %03 ®8, 131+ 2EE5@«d %it 5O™I D769 -3 30,3,550%59>3,"5€,

510"50@5,Céf%oéf@é,ﬁé,ﬂéf350_5€00‘eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§OO§O%é@“"éﬁ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180718-uccx

e023Y%" efvLd" €@
e TaVtaE8a@®a@,a,«e£%-a"©
a€"3,E3, %03 @®e,Tal+xe€83€ a€@Cisco Unified Contact Center Express(Unified
CCX)éQ«éVziéVJ_é,’éié@%@%é@“‘"éﬁé©251/2“50“"§,<§,1/25f'é.fAé, | é,§é,Céfaéfaéf%§,1§0®é©3g'°é€
Bug ID3,/39.C..550—30 | 50930 363,35,
8, TaV/at €88, 49«4, 6985 9,30%30,50"30 GO ECC°2° 9594, EIHYLf13"Q

d@"3O®3,Caf%oaf@a, 3 Jaf'ae@®
&, 18/t £ 850 ®E@,3,<e£123"@48,»3, 3,,8f833@«e " "e¥%0i @3, Ed @ | 8.3, f13"QIORIQP;5&



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-uccx
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg70904
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg71040
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg70967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg70921
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0403
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0403
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0400
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0400
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0401
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0401
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0402
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0402

eo3¢ °

Cisco Unified

CCXa@®A3QPri@®e,T8%+2E85€«5,5,55€9e° Q8 14hi9+3,Fi@  56,59°3€,3P5fCafkif 3@ ®x"
59"3,E3,%03Q®e,T8%+2€83@ 5°39,iQ«5%QI IO —319°59,50Y3, QIEQI £x-39®, TaVatreE
5€"3,E3,%03@®8,T3%+2£€859 RO °IQ«IPriQ, i@ 5@ €QPx-iQRIQ 39535369839 ™AE,

Cisco Unified Contact Center
Expr%sé@@é,‘é.f"é,¢5.f%o§,_§.f§,‘5,p§,n§.f“§,‘5,_é.faé.f—é.f’r§,£§.f3§,°50®é,,’ré%iae€§

Cisco Unified Contact Center Express(Unified
CCX)a@®Webaf™aflia, c®ic@13,08°5,;3f14af5,83,03,'3@®8, T8 1+e€83€«3,°5,55€ QL2 @& 1433

3Q"3Q®,T8%+2E83Q €QI12+46Y:3,/ a9 —3€'3,<a,Caf—Aaf5,+a1a, 383 3€@®Webaf™afsd, 3,04

d@"3@®e,Ta%+tr€83€@®Common Vulnerabilities and Exposures(CVE)IDd€ CVE-2018-
04003 @83@™ac,

4@ "3@®e,TaV%+tr€83€@®Common Vulnerability Scoring System(CVSS)Base
scorei€@ S€@6.15@83@™a€,

d@"a@®e,Ta%+r€83€9®Cisco Bug IDa€ CSCvgr70904

Cisco Unified Contact Center
Expressi@®a@@x” 50-5,&50?5,_555,‘5,pé,né.f"é,‘5,_é.faé.f—é.ff§,£§.f3§,°50®é,,1'5%iae€§

Cisco Unified
CCXé@@WebéfMéf%éﬂg®ig0’ré,uéf-”é,géf%éf-ééépéﬂéé@é,,Té%iae@éQ«é,“éSé(%QéaQé"%é@-é,

3O "AQ®,Ta%+2E85Q €P311+8Y:3,/ 49 —3€'3,3,CAF—af5,+3f14, 3833 ®Webaf™afs3, 5,04
4Q"3@®e,Ta%+e€83@®CVE IDa€@ CVE-2018-04013€@83@™aE,

4O "3O®e, T4%+e€839B®CVSSAY°re-5,"5,%3,Ci436.1

4@ "3@®e,TaV+r€83€®Cisco Bug IDad€ CSCvg70967

Cisco Unified Contact Center
Expr %sé@@é,_é‘fé,‘é,pé,né.f“é.faé,_é,"5,‘é.f“é.f-é,@é.f%é,,é,§§.f350®é,,1‘é%iae€§

Cisco Unified
CCXé@@WebéﬁMéf%éﬂg®ig0T€1,néFé,géf%éf-ééé,néﬂé@@é,,Té%J_rae€§é0<<é,“é,§é€0é30é"%50-5,


https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg70904
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg70967

5Q"3Q®,Ta%+2€85@ €90 4f1af€4,05,'4 S5€® Web
af™asaa, c®ic@ta,naf’a,cafuas5,83,03,'a€® CSRF
€723%;3Q E3, 93993 13983€,5,<39"3Q 3Q@«Y-d 3Q9—39 |3€,3Q%IQP™I€,x"»x'fe€..3€ 3,18

5 55,18 B 0Af Af%, 3, "8 18 af <& O8fY4, 4 SAfACSRF)a »a8 f4@ " ®1e0ed0e (%, 5 %er Ve s> 5O @®EC
5O"3@®e,T1a%+e€83@®CVE IDG€@ CVE-2018-04025€@853@™a€,

5Q"3Q®e, Ta%+e€83@B®CVSSaY°xme-3,"5,%3,¢i1436.3

4@ "3@®e,TaV+x€83€®Cisco Bug IDa€ CSCvg70921

Cisco Unified Contact Center Expressi@®aef...a te%@a@ 3¢, i@ ®e, Talte€s

Cisco Unified
CCXéQ@WebéfMéf%éﬂg®ig0’ré,néﬁé,&éf%éf-éﬁé,n“,1é@@é,,’ré%iae€§éQ«é,‘é,§5€0éaéé "33,

dQ"3Q@®e,Ta%+e€83€ A€QA,Caf—afa,+af A, af8afa@Eat...&f "affaf1aa,;af™afa," a€«3, %oa»¥a'
4@ "a@®e,Ta%+x€83€@®CVE ID4d€ CVE-2018-04033€83@™3€,

59" 3@ ®e,13%+e€83Q9®CVSSaY°eme-3,"3,%d,Ci%35.3

d@"3@®e,Ta%+r€83@®Cisco Bug IDad€ CSCvg71040

DZEQP G-

5€"3,E3,%03@®, 131+ 2€83€«d %at 4Q™E,D7EQ;-3@ 3€,3,559%3>3,"3E,

ac®xfx a@éa,2afeaf aq, a,84a,¢

aPafax 8@ a,/2af+af"a, | a,83,¢

3f8f25f13,'5@®eO°C i@ «IPrie, i@ 3@ d€Qxce-3,Caf%af@a,na, 955 56f 5@® Cisco

Bug ID §,3€,¢...80 9 ©@3© 3©°3€,3€,

8, Yo8f+Af 4, 18, 85, CA@ ®3F, CAffaf—&,°5f~af 148 %03, encee " Z3Q ™35 59«5 3€9[4,3,'5,°59®3,»3,4]
Security Advisories and Alertsi%%o]

3,%:38f°af¥afa, af8af*a, ¢ QI P—3@ | GO OIY 3639 ,3€,

59,3033, E3Q®A 3073, 3€043,Caffaf—a,°af~afhaf%od @™a,aftaf@a,nd, d @« @ @I Ta@afiafca

Technical Assistance
Centeri%"TACi%%03, i@ —3@ @3¢ AY'(,i@—a3@ 3€,3,afiafastarsasrs, af—afaf€a,nafeaf4a €«


https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg70921
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg71040

4 @@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%oaf€@a,nd aff @« "e%%id@ 3, Ei€¢ | 39,3, Taltet

8108,

5,-5,15,35@ 3€©30"3,E3, %@ ®e, Ta%+e€83,3 +3'S39—3€ '3,39Y3@ 3€,39@YNCI
Agency Cyber Securitya @®Filip Waeytensae°0§0«ae,,\"(é—|050,,50\?50—50%50“"5&

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-uccx

o 1, kYo

af@afua, afsaf YA 8,3, 3, Af8af3| 8 1af taf VA, cA L]  ee—¥ar
o m 8 xo s o am a4 . 2018 & 7 a0
1.0 Q7a...~6-afafearna, | - Final
18 ;e—¥

HCHOF

ae0end, Caf %odf ©3,03,95°3@ ¢,i8, 98 %hIQP®S, IQORIQ IQ—iQ iQ 2QQIWIO—3€  36535,55¢
e0e-3,Caf%0af 3,03, 35 ®eS...8 +t3€53, 393338, aQ®aiC" Q@ «é-CAP™E @2 IQPBE €
FONIPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3®5,8°" 4S5 QT O —3 @ «an%oe> TP —a€
a0e-d, Caf%odf @ 4,08, 3P 5@ ®e "8;°8T.. AR 3P «é-CA9—3@ | 2f..& +6..95;i5€9® URL

3,'CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPTECRcO
3O "3Q®af%03,af¥aF3FAf 3@®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Wbl


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-uccx

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



