Cisco SD-WAN 3, VoAfearyary.a, -4f8afa€® VPN
a,uaf-3,-3,"aftaf 39 «a9539'3,a,35F255°53%o0

a,nafa, a,sa, a, afsaffa@®e, tatate€s

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2018-
H igh 20180718-sdwan-cmdinj 0350

& @a..~é-«e—Y¥ : 2018-07-18 16:00

df @afvaa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 7.2

&76€¢¢- : No workarounds available

Cisco af €4a,° ID : CSCvi69808 CSCvi69828

CSCvi69827 CSCvi69814 CSCvi69836

CSCvi69822 CSCvi69810

B Yo &3@«a, a,«ef..a 13 A€OQecte23Q«a,"a,<aZYe-139REGQZ
&, el @

Cisco SD-WAN & YAAfeafyary.4, -4fsaf:5€® VPN

a...ma%@Pad

5,uaf-3,8,'aftaf & 4@35@®e,T81+2€85€«5,°5,55€Q @& 13 +3, EIQYAFAfCAfhIf 4@ ®x"»x'f

EOE™MPAPEARYL|EIQP™E,arre, @IQ®E,2aF78P85%0d, 2 E: .. ¥a QB3 Q 93,4 3@

& F5€,3,55€

5O"IO®e, T4Vt 2ES3Q FED3. Y3530« UIO™I 3,930V TiO RnRe IO U-D FO—FO%S
&2 fO€..4Q 3€QIFIafPa 15, 59« Qe Vi@ 5, EI€QI-58 MIP«( °a¥aP 3 E5HVE..¥855,

Web

afsaf1a, a@®e©aV,"af afOafjaf1ha, A @ «E€@a; | Q™3 IO i@ IQP8IE€PIQTO®E, TN+ R€EE], "

8025 af BfOAf jaf VA, (A€p«3,Ca, 4,»3,'a@™A 3 @«3Q AEQ@R»X'fe€.. .39 Qe 1%hi@-3,Ed3;...6| ¢

5,78,73,'3f—af3, 03 3@« QaSYAQ™I GO FEQr">E' feE.. .59 root

B O™ EQPES 2575555 %03, SOV EI Q559 035,39 &1x€535Q9 50,5559 %IO™3E,
50 3O, T8%teE8aQ«d %iT 5O™A, A, 1haf a3, 5,85,

5,CAffaf—aftafUaf 3@ € Q3O™IPEIO <A, 3,5, 35 98, %oi 5 af %, 505, E5 | 56
5O"3O®L,T3%t2ESIQ 3 3T 3O™I D7 Qi -3O 5,5,550%5 93, 3E,

,AQHIQ™IE,

5.0"50@5,Céf%oéf@é,ﬁé,ﬂé.faé0_5({06’6-']5Q®E§fa§f3§,_§,A§,§gC°éaQ§0§50050%5OTM§€,
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-sdwan-cmdini



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-sdwan-cmdinj
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi69808
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi69828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi69827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi69814
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi69836
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi69822
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi69810
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0350
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0350

SO SEVA" €
8, TaVi-ec83@®a@,a,<e£%23" @

3O"3O®e,T3%+r€83@ F€HAfAfAfAA," 18.3.0 8,°5,58%0 € 3€® Cisco SD-WAN
3,32 5f¥af 13, 3855, AQYe|EIQ@—3@ | 5€,5,8,@ "3Q®E, 5,3, 2013 @@ «a12+éY;3,/8S3 ]

« vBond Orchestrator & Y28f4f4, !4 84, ¢

. VEdge 100 & -&f%f Y44, &f Af YA, ¢,

« VEdge 1000 & &34, &f «Af YA, ¢,

. VEdge 2000 & -&f%f Y44, &f «Af YA, ¢,

« VEdge 5000 & -&f3f Y44, &f «Af YA, ¢,

« VEdge Cloud &f «&fYi, ¢, Af—Af©Af faf &f 3, OAf VS

« vManage af @affaf"af aflad, ¢®jc@Tc" a,%.af-af a,!a,83,¢
. vSmart & 33f°af AfAfVAf© 3 VAf-af 4 A 84 ¢

e, Talstae€8s, 4@ «a,"a 983 €,39%30,30"39 aQEC( QIO

Q"3 Q@®3,Caf%0af @3, 18,055 Q@®e, 141+ €83 QRIQ,8,<e£ 13" @4,»8, 8,-3f8afa@«e” "€%%0a @

&H76@ ¢
5O "3Q®e,T81+2€83Q«d %3t AO™E D76 Qic-3Q 3€,5,550%33,"3€,
a®xfxa@¢sa,2afeaf a,,a,8a,¢

8,-8,14,%@ 3@ 3Q®3,Caf%0af@5,05, N3 5@« "e1%oa 3, EAPYe,Ta1+2€83@«d %at AQ™E,C, i
3,Caffaf—aftafuaf 3, 2@ @aiwio—i@  5€,59%IQ™aE,

3OSA®CxE 39T, 0af3, af afhaf«3 @ —a3@VY3,53,1af@af4If 3, 8 Q—3€9'3OV3, 55985993, AH®:
af@afina, 3f8af’a€ af-a,£afuaf@art

»AffAf 3«3 %IP—3Q  AORIQP ;IO 319°5,539%UIO™IE,

©VIOBI, 39133, 1,35 5,15,83,¢

3,Caffaf—a,caf-afhaftoad, 3,043, af af 4af«3€ @AFES, | A afaf1haf%oa @ ™A, € QIPUIPVIO G
3f©3,05,>33,' 4@ P2 @ié .39 3%"IQTIO"5O 10 3O0E2, Qi0—i0YVi0 30 560«319%5,536%

an  an

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

BQNIQPYIEHIQPSI®C2E 3 ES,1afaF 3, 4,85,¢5,aF€5, | 3Pafaf 143 %03 @83 @3, AOPPIQY 3€Q3,
6€33 3€Q39"3,EIQ 3»¥a% @& %a. ¥3@—3@V3,af 3 4, 5,83,Ca@®afafartarsars,
3,Caffaf—a, af-af1haf%oa @83 @™aE, ¢,id, Ya@®a,»3,af¥afafta £ a,%af-af "4, 3,83,¢
3,Caffaf—aftafuaf 3«3, dQLiQ | FEQIQSEB®C 2§ 3P «e-"39—3€,5,%3f4f5,15,835,¢


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3f©a,08,»3133,'3€ 981,35 8,335 8, 5,83,¢ a3, £3F%AF@ASE
8,»3ffaf 3€QAQNIQYEQ 3f3, AFEAF1 5RAFS, 355
8,CAFfaf—3,°af~3faf%0a 9«3 HIO ™A 2 OE™MYPIOEi» 3 75€+3,E5,3O"5O 50 30.5,530%5€

8, V:8f+af 4,4 88, A ®F, CAffaf—3a,°af~af14af%oa, enced 5@ ™3F,«é53€ «3€ 3€€ Cisco Security
Advisories and Alerts

BfSAf YA a€84.. Y% I P8iQ 93,4, 3,"5,30£113" @I ®3,Caf%oaf@ 3,13, 955, a®3xexeY(S, 59 «39,C
3,%.8f%af¥afa, af8af3,(C°°QiQ9—i@ | PV 39°3,3€,

59,5933, 3@ 8973, 3€@43,Caffaf—3,°af-~af 1435 %03 @™5,<aft5f@a,03,' 3@« @ @3 ta@2af;af¢a
392739 39«59r3,59 36 3€Cisco Technical Assistance
Centerita"TACi%%o03, 3 @—3Q@ Q3@ a¥'(,30—3€ | 36,3,afarafTar55,3,"
3f—afaf@a,pafeafhi@«3€953° 959,303,930 3003O 50°30,5€,

BfYAf 5,8% ¢, 4 49"8 O¢" 50550°36,30530¢ 2"

fo

8, 8,18, %5€)<3,%00 27¥2% 1. Y9 —3@ Vi@ E5,-3,'3,°5@®3,pafkafa, ' a¥c ,5,/49"8°0¢" 59,39V
fMEFEfESf A3 €08, %0144, Y3 QP —3@YIQ Ed; ®efe, 3€: 3,235 43,1 4,83,C5,2%143...¥4..." 393, %o
TAC 3@ «E€£cja@—a3€ | 8,Caffaf—a,°af-af1haf%od, a...¥e%od@—i@ | A QP Ii@ 3@ 3@ ,3€,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worldwide-contacts.html

G.i8, Y3, Caf faf—a, *af -af VA %oa@ ®3 Hhe+ef L8 @3 83€,3, 39 "3 3,8 e /39—3€ ' 3,59V
URLG/a@"¢" ", 9i0@i@ i€-30,3€

4 ®axfexe a@safrafrasaa,’

QP 3QP®e,Ta%+x€83¢9 a€@Cisco SD-WAN 3,32 5f¥af1a, af83 3@ ®afarafa," 18.3.0
iQ83;Rxfi@ 3, Fi@ 5€,5QNIQ™E,

d@"3@®3,%afaf4,4,85,¢3€ Cisco. Com 3€@® Software Center
5€<3,%03f€3, | a7afaf4af%0d @83 @ QI QHIQ™EE [GO™IQ'a@ | 39,¢...811% Browse alli%%o]
a,/a, affaffa, a@—a€@x-ja@P®x%oé 13€83,¢3, 4,»3,'a@—aQ@%IY™aE,

vBonda€@VEdge Clouda€©a€Sa,”aé° vSmart

1. [af «8f Va8, (Y4 RoutersiVa%o] > [Software-Defined WAN (SD-WAN)] > [SD-
WANB, Voaf-af "3, |4 83 ¢4 Caf faf—af tafvaf iva SD-WAN Software Updateit/6o]
5€«3,Ca, 5,»3,'a9—3@%IiQO™

2. 34130 3OQRIfAfOIf«<AOQ® [refr-"dQ®AfEfEf1AE," 14" Latest Releaseits%o]
dO®a«3@® [18.3.014,3, af*affd, a@—3@%iO™

3. [vSmart3€€@vEdge Clouda€53,"3€>vBond
18.3.03,caffaf—a,°af-afas%od, nafiaflsd, i%a"vSmart, vEdge Cloud and vBond 18.3.0



https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://software.cisco.com/download/home
https://software.cisco.com/download/home/286320995/type/286321394/release/18.3.0
https://software.cisco.com/download/home/286320995/type/286321394/release/18.3.0
https://software.cisco.com/download/home/286320995/type/286321394/release/18.3.0

upgrade imagei%%o] 3,6 2573 —3Q%hIG™
vEdge 1003€€10003€ 36 53,"3€° 2000 3,-3F°aF%4a,° af«afa, ¢

1. [&f «&f Y48, (1% Routersi¥/46o] > [Software-Defined WAN (SD-WAN)] > [vEdgeaf «afv4a, ¢iva vEdge
RouteriV60] > [VEdgeaf«afy.a, (Af ¢af taf «iva vEdge Router Model1%/2%o]
3 6@ 25759 —39%IO™

2. 2130 3Q®IfAf@If«IO® [roetr-"a@®IfFIfaf%a, V4 Latest Releaseia%o]
dO®a«3O®[18.3.0] 4,4, afaffa, G@—3@%kIO™

3. [vEdge 100b&€@VvEdge 100ma€€@vEdge 1000a€€@VvEdge 2000 af«aflsa,;¢" a@®vEdge
18.3.03,Caffaf—a,°af-~aflasftod, nafiaflaa, % vedge 18.3.0 Upgrade Image for vEdge
100b, vEdge 100m, vEdge 1000, vEdge 2000 Routersi¥a%.o] é,’éo,aegiéé—éé%éém

vManage Af @ 3FFaF a8 aF%a, c®icOTc" 8, 1aFaF°5,15,54,¢

1. [&f «Bf VA8, (V4 RoutersiV%o] > [Software-Defined WAN (SD-WAN)] > [SD-
WANGE Yoafaf 4, '3 83, ¢4, ¢af faf—aftafy.af iva SD-WAN Software Updateiy/6o]
5€«3,C3, 8,»3,'90@—a3@%ie™

2. 3150 3@®AfAf@Af«IO® [refr-"a@®afafaf1a, 14 Latest Releaseil%o]
dO®a«3@® [18.3.014,3, af*affd, a@—3@%iO™

3. [vManage 18.3.04, ¢af faf—a, °af ~af Vaaf %oa, vaf jaf v, ,i%¥a vManage 18.3.0 upgrade imageiy/ eo]
5, 6@ xS5739—39%IO™

ae": Cisco VEdge 5000 4, -Af35fY.4,° &f «Af Vi, ;A9 '3 3@ ®3,13f-35°3, 5,55,C53€ 3€@Viptela
B «A 18 JAf7AfYa B Bf @ AFAAF AF Q@ AT, 3F«a€p<E,%03FES, | APAFAF 143 %03 55O QIO UIO™IE,

4 QBEAOC"" 8%EYA O " 3.~ 81 P08}

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,nd aff @« "e%%id@ 3, Ei€ | 39,3, ¢,Taltet

&8,

oe-8, T/t a8 5693, 3,'3,251...6F 39 5IO®A,»3,af¥5FAFTE.£
5Ft3, 85 5«3, 3QLIQ (M08 G5, EIOUIO—IQVIE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-sdwan-cmdinj

o' g, at¥ae

%’


https://software.cisco.com/download/home/286320990/type/286321106/release/18.3.0
https://software.cisco.com/download/home/286320990/type/286321106/release/18.3.0
https://software.cisco.com/download/home/286320990/type/286321106/release/18.3.0
https://software.cisco.com/download/home/286320995/type/286321394/release/18.3.0
https://software.cisco.com/download/home/286320995/type/286321394/release/18.3.0
https://software.cisco.com/download/home/286320995/type/286321394/release/18.3.0
http://viptela.com/support/
http://viptela.com/support/
http://viptela.com/support/
http://viptela.com/support/
http://viptela.com/support/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-sdwan-cmdinj

Version Description Section | Status B—¥a»

1.0 L @Dza...~é-afafaf%a," Final 2018 & 7 aed 18 ;2—¥

dO¢" ee¢ .

ae0ed, Caf %odf € 3,03, 95°5@ ¢,i8; 98 %hIQP®I, IQOPIQ I9O—iQ IO 2QQIWIO—3€ | 3653,55¢
20e-a,caf%oaf@a,nad faffae®xf...a iéOgé,'ﬁ03é\fa§f3§,_§®®é1/z('_g""é@«é—Cé@TM§,<é2—-é»>>§0®éﬁ
3OUIOVIEPS, 3,533 e-af%03,af¥afaFP A 3@ ®AET...8®"5,5°78'ST Q3@ —3 @ «dn%oa> 3Q—a€
aee-3, Cf%0af 93,03, 53 @®8 " "8,°8T.. 4@ 5 «6-CIO—3@ | f..& +6..95;i5€® URL

3,/ CRQPCYIQ—IfQIO («IP®E»(2Y%0d,, 2, 33, 2-1IQP—3QYa 39 QI (nUIYP TR
3O "3@®If%oa, af¥afiafaf d@®axf..a +t3d@ A€@45,3,"3,°eL£13"@IO®E, " afaf%oaf| 45143,93,'a 344



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



