Cisco Policy Suite 4@ ® OSGi
5,né.f"‘é,,;é.f%é.f~§,§§,n§,‘50«50§50’5,<5,0ae£5

3, CAf %oaf @ 8,24, 9aF*aFID : cisco-sa- CVE-2018-
20180718-ps-0sgi-unauth-access 0377

& €¢a...~é-c<e—Y¥ : 2018-07-18 16:00

af @afa, afsas 1.0 : Fina

CVSsa,*a,%4,¢: 9.8

726 ¢¢- : No workarounds available

Cisco af€a,° ID : CSCvh18017

Y- &73@«d, d,«ef...4 t3@ A€QecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~ a1 a ¢
o, e|e

Cisco Policy Suite 8 ® Open Systems Gateway
Initiativeil4"OSGii%%o3,2a5%3,; 3f4af+3,83,08, 3@ «39 5363, Ta1+e€85€«3,°5,53€9&° @2 1433,
OSGi

5,08f°8,;8f14355,83,03,' 3@ «C> 07Y¥4,C4, 8,»3,'59839 95,3 30 39 T39,5,559%IO™IE,

G "3@P®e,Ta+xr€83@ I€QL°QE %IQPBRE- 3!, 3Q«eUd IQP—IQPNIQP™IE, X" »x'fEE.5€ €GO
é,ﬁ§f3§,g§f%§f'é,§§,ﬁ§,1§Q<<(;>'&2¥§,Cé,_§,>>§,1é~]QTM§,<§Q"§Q"§Q§§€Q§Q"§Q®é,,1'é%io‘?€§§,'&~l,"5,_2
OSGi

3f—afa,»3,'3€83,C3, 3,73,'3@ &fLa@ar»re, @I@®If3,i3,03f«3@«3,Ca, 3,»3,'a@—a€@an%oe> 34

8,-8,8%€ J@"'dO®e,1a%+xrc8aQ«d %at|aQ™4,a,%afaf4,)4,83,Ca, caffaf—aftafnas a,afrasrasry
5O "3 ®3,C3f%05f 3,058,951 3@ 3€Qx-aQ®IFEFE, 5,5,5¢C°QIP8IQOVIONIG™IE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20180718-ps-0sgi -
unauth-access

e028Y7" e£YA" @
&, 18Vt ecESaO ®E,8,<@£128" @

39"3@®e,1a%+2€85@ a€QAFAFarKA," 18.1.0 §,°5,58%0 € 3€® Cisco Policy Suite
é@«éVziéVf_é@—éQ%é@méﬁ

icOTeE...39 3€QAftaf 93,13, 59® CLI 36§ about.sh


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-ps-osgi-unauth-access
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-ps-osgi-unauth-access
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh18017
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0377
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0377

8,8 2Af38 %08, BV C" AO™E A O IO AQ«E, AQEIQ | GEQAFIAFOA, 1A, AOSAOVREIO A, ES¢
Cisco Policy Suite 3@ ®afaf235%3,"3,c¢°2° 930539 930 %30 ™3€,Cisco Policy Suite
Afeafeafy.4,1 18.0.0

5 0V &EAO—39 | 50,5, 3f1af 95,13, 50 B8 39 3€95,23F2 55 %I @ ®E1°855%4E O 23O ®:

<#root>
[root@installer ~]# about.sh
Cisco Policy Suite - Copyright (c) 2015. All rights reserved.

CPS Multi-Node Environment

CPS Installer Version - 18.0.0

CPS Core Versions

No patches have been applied

&, T8Y/croeE8a, 49 «8,"89839,80°30,50 50 a9 EC°" 93, EaHYRELA"§
Q"3 Q®3,Caf%0af @3, 13, 33 @B®e. 18/t aE8aQ ®E).3,<£ 13" @48,»3, 4, 8f83F 3@« "eYi%0d @ 4
DH76€p¢C-

5O"3O®L, 131+ 2EI 9«3 %aT GO™E B2E Q-5 50,5,550%5€3,"3E,

ac®xfx"a@éa,%2afaf aq, a,s84a,c

5 45,50 30"30®3,Caf%afQ5, 13, 1559« "% 3, E5QVe, 14Vitr€s5Q«d %at! O™ C.i
3f@afha, f8af 56 af-3,£afhaf @AfE

3»aff3f 39«3 %h3O—39 5ORIP:IQ 3075,550Y%IOMIE 5O Q3003 301563, 13faF 5, 5,55,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

BONIQPYVIEHIOSA®C2E 3 ES,1af3F 3, 4,85,¢5,4F€3, | 5Pafaf 143 %03 @83 @3, AOPPIQ 3€93,
3,Caffaf—a, af-~af1uaf%o3 @83 @™aE,c,ia, YaQ®a,»3,af¥afafta £ &,%.af-af3,!4,83,¢
3,Caffaf—aftafuaf 3«3, 3QLiQ  IEQIOSIRC 2T 3P «2-°39—39,3,1,3f55,15,83,¢
3f03,n3,»33, A€ @ ;58S &,1,3f-3f°5,15,83,¢ af+3, £aFhafQAfE


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

d»affaf € Qa@NIQYIQ afia, afEafs afeafa, afsar

Security Advisories and Alertsi%%o]
333143, 38a.. ¥ %3 QP83@95,<3,3,"3,°£1,58" @3 @ ®3,Caf%oaf 3,03, 9553, a®3eeY (s, 39 «3€,C
3,%8faf¥afa, af8af3,(C°°QiQ9—i@Q | PV 30°3,3€,

59,5933, QR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,<aft5f@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance
Centeri%a"TACi%%od, i @—3 Q@ @3€ A¥'(C, 39— | é0,,é,<éfiéf3éf’réf§éf3é,1éf—éféf@é,néﬁéf%éée

8, ffvaf  a418¥ ¢, 4, 49" 0¢" " 49839*39,a9Sa®Cxs"

3 -3,13, 3é0<é,%og>'ae2¥é3%é...¥é@—éQVéQCE Cisco Service Contract

3,/89"8°0¢" " 39,39V3i@ 39,30 39,39°39,3 3@ I€QIONIQPYIEHPA, Uaf1LAT%0af af1hAFTE, £5F™
POS 3€+<3,%04a...¥2 %03 @83 @ @39°3€,3 3@ 3@ €@Cisco TAC

AQ«EELCUia@—a@ | a,Caffaf—a,°af-af1haf%od, d..¥e%dQP—i@ | QP QPIQ 3©°39,3€,
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

C.i8, Y8 CAf faf—&, °Bf ~8f Vif %od@ B3 %2+ e 13" @I985 0,5, 30 3,8 e l39—i¢ ' 56,305
URL 3,/3@"¢" ", 9i0@i® i€ 3,3,

acPate 5 afafafva,’

4@ "a@®e,1a%+x€83€ Cisco Policy Suite af*af*afa," 18.1.0

Y¥EMQPIQPRIRRLIQ 3, EiQ | 3@, aQNIO™IE€IO"IQ®S, 12384, 5,83,Ca€ Cisco.com

a€@® Software Center 8€p<d,%o0af€a, | 3f5faf1%af%0 3 @83 @ QI HIGP™AE,

1. [2@™3@'a€@ | 3€,c..81% Browse alli%a%o] 3,3, af*affa, @ —a@3%4ie™

2. [8f 3, oafodf -3 NiYa Wirelessivbo] > [af Caf € 3,05f«3,0535,;3f%af @ affaf %" Mobile
Interneti%%o] > [3,paf%af a,'af—afaf@a,nafeafha@'a@ 'Policy Suiteila"Policy Suite for
Service Providersi%%o] > [afCaf€a,naf«a€@'a€'Policy Suitei%a”Policy Suite for
Mobilei%%o] 3€«3,¢3, 3,»3,'3@—30%3ie™

3. [af ¢af @ a,naf«a€@'a€'Policy Suiteita”Policy Suite for Mobilei%4%o]
afsaf1ad, d@®a | d@ 3@RAfaAf@af«i@«3€,a,afafaf1ha, a€«3,Ca, 3,»3,'3@—3@%Ie™

ébQ&EéA@)g""é%é%(éQ"é,,.-é"ﬁ@gwoéi o

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p € @ee—a,caf%odf@a,nd affa@«e "e%h%od @3, E3Q | 3,3, TaVtr€85€¢


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://software.cisco.com/download/home
https://software.cisco.com/download/home

8108

aee-8, T8/ eES5@ 5695, 5,'5,28T...6F 5559 @3, »3, af¥aFEf 14 £
313,53 5«3, 3QLIQ | (Ve 3@+3,E5QUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180718-ps-0sgi -
unauth-access

o' 1g", At ¥ee

af@afua, afsas YA 8,3, 8, -AfSaf3| 4 1af taf VA, cA L]  ee—¥ar
o m 8 o s s e s . 2018 & 7 a0
1.0 Q74...~6—afaf2arna,’ | - Final
18 ;e—¥

adO¢"ElO¢ .,

aee-3, CAf%odf 93,103,933 ¢,i8, 98 hiQPB], IQPRIQP 19—iQ iQ9 ' QP PIWIO—31@  553,55¢
e0e-3,0af%0af 93,13, 1539 ®xS...4 +3€55," 30358, 3@®a ¢ @ «6-CAQ™3, @2 -EmIQP B
3ONIQVIEHE, 3,350 0e-3f%03,3f¥afaFEf GQ®AT..AR'E,8°° 4S9 3@ —a€ «an%o> 3P —a€
a8, CAf %oaf @4,18, 93P 5@ ®e "8;°8T.. 4R '3 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,CeQCYiQO—ICQIQ -IPB®E»CeU%0a,, 2,9 33, 'e-1,39—39Y3 3@ FE€PI " (vHhIQPECRcO
3O "3Q®3f%03,3f¥af3Faf 5@®xSf...4 +t3@ 3€4,3,'3,° £ 13"@FO®E, 3P af%0af | 3F143, 93,8 %4


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-ps-osgi-unauth-access
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-ps-osgi-unauth-access

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



