Cisco FXOS 2€¢Sa,”3€3 NX-0S

a,%2afeaf a, a,8a,Ca©® Cisco Fabric

Services

39 «aOS3O'a arnae, @AO®A,3aFaF%0aR®Ye;C

&, Caf%.af €a,na,faFsasnlD : cisco-sa CVE-2018-
20180620-fx-os-cli-execution 0312

& @a...~é-c«e—Y¥ : 2018-06-20 16:00

3e0eECLBe 3e-"ae—¥ : 2018-07-05 21:11

af @afva, afsasf 1.1: Find

CVSsa,'a,%a,¢: 9.8

&76@¢¢- : No workarounds available

Cisco af @4a,° ID : CSCve02808 CSCve02819
CSCve02822 CSCve02812 CSCve04859

CSCve02831 CSCvd69962 CSCve02810

B Yore-&75€«ad,"a cef...a t3@ a€Hete?Z3P«a, a,«aZYe-faOPREQZA..., a1 a4
Al
£1 el@

Cisco FXOS 8 v28f+af 4,18 88, ¢a@ = Cisco NX-OS §,%2af+af"a, | a,83,¢a€@® Cisco Fabric Services
33 af@afhafr@arara@®e,18%+2€85€«5, 53,5569 Qe 4393, Fi@ | 53,5939, afCafuaf

ae-6, TaY/-oE88€p € @afa raffaf” aftafna, a@®at! c@tae™, 3@ «a€@Cisco Fabric Services

A@®ara taffaf”

afaffafeafni@EIQ@@a ta@«rnce hi@d, i@ 5€,00"3€@ dQ«yd iQ9—3@ i€, 30%IQ™

Cisco Fabric Services

é@®§f’é,4_réfféf§0(£é©2°1/z“”fiaf0a n3,'3Q«b€Qa;i5@3,(ES,G@ dEQ@re-2,Taltrt8iQES, 5,
a,2afaafe@asflaase afaf%gS!]ae <«39«3€%3,S3€Qarre, @IOB®I 23fhif%oi @ EARYEE3€ 3, EIQYE,S

gS!]ae..xaQCEa%-aQer-a0”a0-a,CEa0Ya,SaQTMa,<a0 “of1he€83€ E3€,3,53€93%3Q9™3E,

8,-81836¢ @ 'a@®e,Tal+txe€’a@«d 3t a@™45,4,%afaf4,)4,838,¢Ca, caffaf—astasnasa, asrearasy

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§50050%50""é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180620-fx-os-cli-

execution


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-fx-os-cli-execution
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-fx-os-cli-execution
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve02808
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve02819
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve02822
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve02812
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve04859
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve02831
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd69962
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve02810
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0312
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0312

4O "3O®A,Caf%0af@ 3,135,933 3€92018 3" 6 20" 3@ «A...~é—3€+3,E3@Y Cisco FXOS

R

353,303 NX-0S 3,%3f+3f "3, 13,83,Ca@®a,»a,af¥affarta,£ a,caf%oaf€a,a, fas

3,°af-3, 4,-af83fa@®4 €4f G @RIAQP™I€, QORI IQP«IQ FE924
a»ﬂ]aQ®e,,Ta%J_rae€§a0«e—Ca0""a,< 24 5»93€9®3,-3,"3,° 3,»3,af¥afaf14,£
3,Caf%0af@a,n3,93f° 3@ Ea@«3@%a,EIQ | 3,3 Qi@ ™E,3,Caf%0af 3,13, 95fa@ afafa, d@®
Response: June 2018 Cisco FXOS and NX-OS Software Security Advisory
Collectiond€€3,'3€,¢...809—3€© | QO QIO 33,3,

€028 e£Y23" @

8, &/t €83 @ ®a@,a,<e£%23" @

aee-e, T8Y/+a£85€@ 3€@Cisco FXOS 3,%afaf"3,!4,83,C5€9%3€Ya€ Cisco NX-OS
3,%af-3°4a,!3,83,C3@®¢e,13%+2€85Q E3€,5,<3fafaf143,'3, a®Ve| 3@ —3€ @33 Qn

Cisco Fabric Services

3,8%C" aQ™3,3, 3@ TIP«2 4R35 3, FiQ | 59,5, 3EQX-iFO®S, 3,3, E13" QA «EV21EY; 5,5

« FirePOWER 4100 & -Afeaf1/, eni & —&wEAf 4, 8 08, ¢4, '8 OAf VAf S8 €
« Firepower 9300 & »4, Af¥4f24f 15 £ & ¢af—af OF o, C5f4 !

« MDS 9000 &, -&f%f Y4 ° &f 24f «Af @ &f-3,08fa 5,4, 04FF3F

« Nexus 2000 &, -Afeaf 14,0 &f +3, iAf—Af°8f f3 4 3 3 A Tafoare

» Nexus 3000 & -af%afv.a,° & 14 caf faf &

* Nexus 3500 af —afOaf faf afa ©afv.af a4 oaffafe
* Nexus 5500 &f—af©af faf af-a ©afv.af &4 oaffafe
* Nexus 5600 af —af©af faf af-a ©afv.af &4 oaffaf e

» Nexus 6000 &, -af%afv.a,° & 14, caf faf &
» Nexus 7000 &, -af%afv.a,° 3,18 caf faf &
» Nexus 7700 &, -af%afv.a,° & 18, oaf faf &

o 3,18 ¢Af38f %03, CAfaf3 NX-OS &f ¢afV4af %.a€® Nexus 9000 &,-3f2af%4a,° 4,'a,naffaf@
« Nexus 9500 R 3, -8f%if 43, © 8f ©3, naf35, «Af Vaf %oa€p 53, 3 @343, jaf-afaffa,~

EHEJENVERTEAT

- UCS 6100 & -af°fY:4,° &f3, |af-af*5f 3,4 0af%4, AfVA, & €3, af
- UCS 6200 & &f°f:8,° &3, |8f&f°5f 3,4 naf*4, AfVA, 4 €3, af
« UCS 6300 & -af°fY4,° &f3, |af-af*5f 3,4 0af%4, AfYA, 4 €3, af

&, T/ craeE8a€ & a0 " 5@™4,« Cisco FXOS 3,1:3f+4f°4, 15,835,353, 3€° NX-0S
a,%,af+af"a,3,83,Ca@®afafrafd,'a@«a9rie, i@ | i@ €QPIV '3O®3,Caf%afQa,ra, N3 a9®.

Cisco Fabric Services
a,’ dsic’"a@™a«d,”da@ta@«aftafea,ra

JIQEE AR5 @3, Ei@ 89,339 3Q0IQTaQE,'d nae-,



cO¥ace”"a@® Cisco FXOS a,%2afaf 4, a,sa,¢
afPafeasnaa,’a, ccoe’@ae™a, ¢

RicOTe£...539 a€Qaftafea ns,'a€@® CLI

G 8x-ia@®3,33f2a 81 %08,'a12,¢"  dQ™3E <A Q< FEQCRcOTEE..." af@af1aa,;af«AQ®

[Overview] 8, Af—8@«(8»3¢3@—3€ | 5€QAftaf€4,n3,'3 S 83RYe|E5€+3,E3Q | 5€,3,¢

Cisco FXOS
a,%.af-af"3,|a,83,ca@®afafrasia,"a'afea,8affa, @8 @ QIQNIQO™IE€,x-ja@«a€@Cisco
FXOS &,%af-af"a,!a,83,¢ afafasiaa, 2.2(2.14)

3,3®Ye|EI@—i@ | 5€,3,3f13f 93,135,383 ® show version CLI

8,%8f 78 f38f %2 @ ®a$°88>4%:3,' ¢’ A QP —a P %AP ™A€, 49", EIQ A€, aF2aFF%0a1°85>59®
Package-Vers af+a,£af1af«af%od @8¢C°e°Qa P33 @ QaQhaO™aE,
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FPRM:
Running-Vers: 4.2(2.15)
Package-Vers:
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Activate-Status: Ready
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<#root>

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html
Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/1gpl-2.1.php

Software
BIOS: version 2.12.0
kickstart: version 7.3(2)D1(1)
system: version
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&, TaYrac€ss, 49 «a,"898389,39%36,,30"39 3G ECCR* QIO 3, EIHYELLI"O

3O '3P®3,Caf%oaf @3, na, a3 Q®e, 18/ aE8aQ Q.3 £ 13" @8,»3, 4, 8f83F 3@« "e1%od@ 4

5 8,15,%@ 3€QIQ 3O, Ta%t2E53QEir¥a GO, 5,303 Q3«3 3%16Y;3,5 750 56

- FirePOWER 2100 & -afeafY.8,° f 4, i, 08, ¢4, 15 O Vadf«

- Nexus 1000V & -&f2&fY4,° 14 oaf fAf @

« Nexus 1100 &, -4faf Y4, & &fOF 5 %o & ff vAf 8 1 Af—af OAf faf &+ O&fVAf

« Nexus 3600 &f—&fOAf faf ‘af 5 OAfVAf 8 14 oaf fEf @

« Nexus 9000 & -Afeaf1.8,° & 14 oaf fAf @114 "8, Caf—af5,+3f%a,-3f8aF° a,»aFaf afafsa,~
5,03f35f-3f03,'af 303, 3F @ AFEiI% ACTiYA%03 ¢ 3F 143 %0i%4%o

Cisco 4@ 83€@ €@x0e-e,Taltr€83€E Cisco Nexus 4000 3,-53f25f%4a,°

3,'3,0affaf@a€€@Cisco Nexus 5010 §,'3,raffaf€@a€€Cisco Nexus 5020

3,3,p3ffaf @3 «8121éY; 3O™M3 3P AQO0IQTIHE, 8% xY»IQ9—3® | 0©,39%ae»3,"3€,a9"3,ES,
BladeCenter ¢" 5@ ® Cisco Nexus 4000 &,-3f°af%43,° 4,'3,0affaf &

afCa, 3rYa1haf«aQ@®20AL2¢,8°Ta @58, a@°8,uaf @ 1hAf ¢, 8°TE€5CY Y€ Q55,8 FEECisco
Nexus 5010 5653, 3€> Nexus 5020
3,'3,05ff3f@3©®E20A£ 2,415 53, 3938, Uaf @ AF AT Cl,a°TEE€5CYYAEQE, 39,0800 —30 | 3O



https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html

eo3¢ °

Cisco Fabric Services 4@ 3€@3€ Ea €3f@Affaf af afud, 3,55€«3€,3,53»@xfaf@afas
SfQAFEAf @A« VPCiYi%03, dY5:C" " 3@™4,<4,-3,"4,3

Sf1af€a,na, "3 Q8aE Qe AR3AfIA14E,03,6.. . @83 a Q@ FEreYiQ™I, APV, @I ®4... £6€35, 0555
Fabric Services

59 ORI 2P >rEIPFi9,5,55€QiQQIQO®I (" IO Er%0dS'5Q 39 QLI 5€,3,4,CAf-
5,73,0af5,¢4," a,uafkasra, a€@Network Time

Protocoli%a"NTPi%%a€€@af | af14a,93€ (®jc@Te€..a@®afaflhaf«d,'eE™I@'3d« @ 3@ @ EIPBIE

éfiéfl/a(',é,’é...Qégié0§é,“éé3éQCEaeoeVéQTMé,éQVé,QéQ«%QCisco Fabric Services
3@ x-jaQ®E..94,i3,:3,paf—3@QRIQ,3Q33,EG@<A,'aVC" aQP™E 3, i@ TIQ«E ARSIQZIQ VIO

» Cisco Fabric Services over Fibre Channeliva CFSoFCiY601v.S8»®aef38, 1af af -afva4a, , 8, af%a, ¢
af@affaf af afvad, 1% VSANI%%0d @3 @ Ca@B®afa,ia,naf€@
afQAFEAFQ@aF«iVa"FCiv%a%od Sa@8aFEaF1d, ;3. 'é...04;i8Q—a@%a™a€,CFSOFC
6. 93,3 aftaf3,03f«3f 3€820%0dS'3Q 3P 3QLIQ | 3€,3QUIQ™IE,

 Cisco Fabric Services over Ether netiva CFSOEiY001Y/54, vafvaa, if @affas”
af@arfafasf afna, 3S5a@8aFFasf1a,:a,6...948;iaQ—a9%aAG™a€,vPC
8’4 pf @afhif a@™Ma,«aQ@«i@ IEQPIQP"IQPRE.. Q8,3 naf—a,aV¢¢" aQ™E,A,"AQTI@«
Cisco Fabric Services &, " 3®33@™3,<3;...8 | @3QE3€,3,559 %39 ™3€,CFSOE
é.. 93,3 aftaf3,0af«3f 38,3530 «3Q3PLIO | 3,53QAUIQ™IE,

» Cisco Fabric Services over
| P(CFSoI P):IPv45@ %3 Y3 IPV6af@affaf af afld, 4 S3@8aftafha ca,é.. @3, 3@—39%hi@’
é.. 93,3 aftaf3,03f«3f 38,3530 «3Q3PLIQ | 39,53QUIQ™IE,

Q"9 ®3,Caf%03f 3,03, 53«2 "eU%oa @3, FIQYe, Tali+€83€ AE€QLO%511"5,1,af-3f"5,!4,83,
Cisco Fabric Services

3O®EFA,+3ffaf 5,81 cOTIO™I IO TP VIO«I VIOV 1398, ¥8S enoee UIQECC"YIH™S,
Cisco Fabric Services

5,a%C" 39839 93,3, 3QTIP P IQLIQ 1 59,5,3;..8 QIO 3€,3,530%36>3,"3€,5»£3,935,559
Fabric Services

dORIQOIQPRE..94;(3,:a,naf—3@Eaffaf@a,nd, 'a@«d %hIiQ9—3i@ | AR33Q 3, E3@ | 39,353,399

« CFSoFCiv&aftaf€pa,=a,'a€® FC
afQasfnuaf a@Ee " aR3IG4,(Ei@ |3€,3,<a 29 3¢ a€eFibre Channel over
Ethernetia”FCoEi%%0a©3%a€©Ya€® Fibre Channel over
IPi"a"FCIPi%%oCuEC "+t 8" »R'FAQEC™MC"YaO ™A «a @ &f22€839 EA,3,539%aHP™AE
FC af@afhaf a@®astasla,¢
af—af-afuafa@sa " @aSYa@™i, @ &f1hxtiie Eie,3,550%IQ™IE,af15f@5,03,'30®



FC
3fQafhaf 3@ EFe 4R35, Fi@ 59,595,833 I€QI9"5O®E.. 943, 3,naf—4,81¢""
« CFSOEiV&vPC af" 4, ¢339 %aeYa® VvPC af'a,c
afPafia, ae«a,ca, 3,73,'398309 94, " »2'FEE...a03, %039 RAH;A€QPR"»2' FIQPRIQ &Ff
Bf7a51a5%08, a1 C" A —a@ ' &,18%+0€83,3,73,” 4, af—4f3,naf 3O™E, AP IO 3@ 19830 €
« CFSol Pivaftaf €4,08,'a@®¢®ijc@1a,0a5%4,;aF1%aF+5,83,04,"a@« IP
af@affafaf afnua, 2eZ¥cN3aO™a,<3O™IQ '3 ' AQPAFLaF AT %0a <A, %0dEP X" »R'Fi
3f—af-3f%hafP 363, %039 Pr"»2' fa T " @aSYIQO™3, 4@ &fLhxr€83€ 3€,5,550%36>3,"3€,

aftaf€a,nd,'a@8ente -3 Q®E.. . 94:i3,:8,naf—3@B®El (" Q@ Fre%dS'iQ«I Q5 QL3191 5€,5,4

CRicOTEE..3@ FEQr-d@PBRINMNIP«r°IQP™E, aQTaQ«I€Qaffaf®a,nd,'a@® CLI 398
show cfs status

5,38 7Aff %ol BVocC" AP —a | GEQR " ABERS...4 13,8 (R3O —3€HIFIaFOI, 53, '5H®
Cisco Fabric Services 3@ ®é...€4;;d,'aftafa,:a,'a, af@a,8aff3, 3983 Q QIO %HAG™AE,

<#root>

switch#

show cfs status

Distribution : Enabled

Distribution over IP : Disabled

IPv4 multicast address : 239.255.70.83
IPv6 multicast address : ff15::efff:4653
Distribution over Ethernet : Disabled
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