Cisco Unified IP PhoneY 7 N T 7 ®DoSHEES
T

T RINA 1) —ID : cisco-sa-20180606-ip- CVE-2018-
Mediu hone-dos 0332

J/2F B : 2018-06-06 16:00

R EHH : 2018-06-06 18:02

/N—>32 1.1 : Final

CVSSA7 :53

[E138 %K : No workarounds available

Cisco /X% ID : CSCve10064 CSCve14683

CSCve20926 CSCve14617 CSCve14638

CSCve20945 CSCve20812

BARBCLBEHE. KBCLDRLOFAREBRTSY . KBERLEOMTH
BOMEBT 52 BAE, RERXSBELET,

BE

Cisco Unified IP PhoneV 7 R I 70y aVRABZTORNIINSIPAINTY NREBIZE TS
RESBMEICRY), RSN TVEVWIE—NOKREEN Y —E R EDoS)REEZS|E T A8
EFHYET,

COMSEMEE. VI RNIITIC7O0-EEXANZALFBVCEICERLEY, REEZE, K&
DOSIPINVITERZ 74V D& Z—TY RTFINAAICREFETAHIET, COMBEHEEFENATS
AN BT, FEFMAICKIITRE, REEZZ—T Y NOIPEFETY—EADHK%Z 5|
ERCTIENTEFT,

COMBECHLIZIERREHY XA,

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20180606-ip-phone-dos

ST
RSN &2 HMm

— DRfEEEHEE. Cisco Unified IP PhoneV 7 NI T ICHEBEEXEF T, ZYITDVYIRNIIT
JU—AORMIZONTR, SOF K/NA 41 OEE 55 Cisco Bug IDEBRL T £ L1

[¢]


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-ip-phone-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-ip-phone-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve10064
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve14683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve20926
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve14617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve14638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve20945
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve20812
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0332
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0332

feBtEEATVAVW EfEFEEh-REA

COTRNAFUDOELEOHZREEIIVICEHENATVRIREOAKN ., COMEMD
HEEZ R EN DA 2TVET,

o] 5 3R
COESEEICNTBIERKEHYEEA,
BEZFHARVYTITNDIDIT

BEZFEXRYTRNTIT VD)—AOFMZDOWVWTE, &7 RN/ 41 L&D Cisco Bug ID 25 R
<EZW,

V7IRDITOTY7TIL—RERETZIBRICE. ZAOAOEFIVFA T RNAFUSROT
< — N ( Cisco Security Advisories and Alerts ) | R— TAFTED S AOHBOT R/INAH
ZEHNICZRLT, REZZTH UM ER2ATY7IJL—RVYV1—-—23 0 28R LTL
EEW,

WIFhoBEaE, 7YTIL—RIBFNSAALLTDBXEIN BB E, BLUOREND/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BEEL T EEV, FHAERICDOWTI, Cisco Technical Assistance Center (TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICEBLEbELSEE L,

FTEMAEH E KRR

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ F VIR TVS
RSN ERASEHFRTOLNKEEIEL TVEEA,

) B8
C OSSR AIRABTHREENKRL I

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20180606-ip-phone-dos

oG] 8

N—>3> B7LS o3y | AT—2A =ER)

1.1 Cisco Bug CSCve21144 % Hl . — Final 2018 6 A 6 H
1.0 AEAED U—A — Final 2018 £ 6 A6 H



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-ip-phone-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-ip-phone-dos

AR

BT RNAFVIERILEDEDELTIRELTHY, WABRIBEORILEERELIZDENDTI
HYUERBA, ETRNABVOBHBBICVIVOERICETZIEEO IR TNhSOERELC
HBDENELERT, T, DAORBRAERFIXNOABRZFERLICEELLEY, EFLLEY
THREMNEBLET,

AT RNAF)ORRABICEL TEREE O URL ZEBEL ., BiOEHPBERZRL 1255,
HSHAEEBELIEEREGREENETEA, TS LLEEHRIE, BRR[Fzs(eRILEY, EELR
BHARZBLTVWEY ITRAREMEA BN ET. CORFIXDMOBERE., SATHMOIV R
A—HZXHRELTVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



