Cisco é@©az0eaz«d,»a, af¥afasrta
a,caf—afoa,nd, cafa,"ia" ASAiY%%o0a @ ®
Web 3,paf1uafa,'ae «aeS53e a < Denial of

Serviceia"DoSi%%o0a @ ®e, talstae€s

&, Caf%oaf @4a,na,faFraFualD : cisco-sa CVE-2018-
20180606-asaftd 0296
&a...~é-«e—Y¥ : 2018-06-06 16:00

0L se—"ae—¥ : 2019-09-24 17:49

af @af1aa,afsas 1.4 : Fina

CVSsa1a,%,¢: 8.6

&76@¢¢- : No workarounds available

Cisco af€4a,° ID : CSCvi1l6029

Yoo e%5@«d, aef..4 ta@ A€H1e?7a9«a, 3,<aZYR-13HPPEQZA...~a11 A ¢
), 69

Cisco é@©3a;003a7¢3,»3,af¥afafta,£ §,¢af—af©3,23,¢a33,"1%4"ASA14%03€@® Web
é,néﬁé,géf%éf-ééé,uéﬂé@@é,,’ré%iae@éQ«é,“é,éééjoéaéé"%é@-é,CEéQ 13©,d0° 3@, arafcasasf
Denial of

Serviceil"DoSi%%ocSYz..«39 393, 8@ 39 E3€,3,530%IQ™IE %0 AR3FQY®E, 1,354, 4,84,
affafearsa,'a€83€ ASA
éQCEéfaéféf%éf%oé0-é,CEéQaéé,,éQ_éﬁ/zae€§é,,é@,éSé@%éQ“‘é0(Eé€0ae”»ae’fé€...éo_éfié,féf
af"afoafeasia,paf«
éf’ré,_éﬁéﬁé,_é,'é‘@g""éQTMé,éQ“éQ"éo§é€0éaéé"%é@aéé—éo%e@\?é_’ré0®é,-é,1éf’réf xf...q

59 "3@®e,T4%+2€839 3€QHTTP URL
GO QIOES... 5€%5..¥85 @ncee AP «p-d AQP—IQUIG™MIE, x> fRE. 5@ FEQLO 8L aftAS
HTTP
& @et,d, 6€QH;iAO™I QIO 39« 5, SIEQIQTO®, TaVi+eE85,'d @RI OC" FO™E 3@ &fV
DoS
¢S9ee...d,/C"YaQ 39 330 VE,S5€ 9@ 1hie 3, FIQ33Q«rf..8 +3,/6-(iQ 33,3 5@ 56
5€53,°39° IPV6 3€®35 j=-'3€® HTTP
af"3f0af+3,£affa, 3«33 | 5@ 3%, 55O NIQ™AE,


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi16029
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0296
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0296

84,8183 J@"'a@®e,Tal+txe€’a@«a 3t a@™a,4,%afaf4,)4,838,Ca, caffaf—astasnas a, asrarasy

o 1Y/45, 5, 18,259 859 FEQI™MYECE, 5@« (" OO ! 5959 ER|ES, 95, EiQ ' 50,5, EOVE, @€
ASA3,V:af-353,! 8,83, CaF 58143, 5«3, CAffaf—3,°af~3f%af%03 @ —3@ | 39 3O ®8, T4t e85, ®:

é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€06eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§00§O%é@“"éﬂ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180606-asaf td

SOP8Y5" SEYAA" €
8, TaV-e€83@®aQ,a,<e£%23" @

39"3QBe,13%+2€83Q 3€Q2-i3O®E, 5,3 e£13"94 55@83@®Ye{E5€+3,ES < Cisco ASA
a,%af+af a, | 53,83,C3€53,73€°3 Cisco Firepower Threat
Defenseila FTDi%4%o03,23f*3f "3, 4,83,C3€«812+6Y:3,8@S5Q@ 1@ —39%HIO™AE,

- 3000 & -Af38f Y8, 00 £oC" 8, »3, Af YAfAf 14 £ & CAf—AfOA, 0d, CAf34 14| SATY%o

« ASA 1000V 3 Bf©3, '8f%o &f+3, 3 04, ¢4 '8, OV«

o ASA 5500 & -Af3fY8, 06 ©3; cea¥E »3, AfYaFEfT 5 £ &, CAf—afO3,03, ¢4,

« Cisco ASA 5500-X 3 -&f%if .8, Oceni 8 —8wEAf+3, 8 08, ¢4, 15, OAf VAf «eEYs" @ Cn

- Cisco Catalyst 6500 & -&f%fv.4,° 8, 18, 0af faf @ 3 53,"3€° Cisco 7600 3,-3f255143,°
5f«a5143,:C" 3@ ® ASA 3,uafuafa, afcs, arvafnaf«

. 693,087, »8,3F¥EFEf15,£8» @8, C3f—afO3, 08, CaF3, 1A ASAVIVi%o

« FirePOWER 2100 & -8f38f V44, ° 3 »& Af¥Afoaf 15 £ & CAf—AfOF 08, CAf34 1

« Firepower 4100 & -&f38f Y40 3 »4 Af¥Afoaf 15 £ & CAf—AfOF 08, CAf35 1

« FirePOWER 9300 ASA & »3, 4f YA 14 £ 4f ¢4, Af¥afvaf«

« FTD Virtuai¥s FTDViY4%o

ASA & 5afaf 3,13 84, ¢

& GQPRe| QPRI | dQP APRI—3@«I€Qe, TaN+iP 3@ efx€83Q9®AQ,3,« Cisco ASA
2OYef1d, (i QP —3Q%IQP™MI€IQ9%UIQOYIP IQ9BRE" —I 9«3 €€ show running-config

CLI

8,38 7838 %088 " ne-2@ &fLIQ3€PIQ"aHORROYefLIGPBAY R e~E" A®S5]E, ¢H°AHP—3 Q%

Cisco ASA &0OY éfYe

Adaptive Security Device ManagerivsASDMiY.960

AnyConnect |KEv2 Remote AccessiVs 8, 3f©4 od, Caf3af” & fif VAaf" & ‘asodStae™, 1Y/%o



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-asaftd

Cisco ASA &0V éfYe

AnyConnect |IKEv2 Remote AccessiVi d, af ©4, oa, Caf3af" & fif Vaf" 8 g, j&Stee™, 1%/9%o

AnyConnect SSL VPN

Cisco Security Manager 2

8, Af©O4, ud, Cafaf af -8, SSL VPN

& «af faf a,'af «afYa
af—afa 4 v 4@ 3@ af@afhif 3@85»-3@®e,18%+3€9 2OVl 1L3€ Y, 399935, Q36>3€ |4

BfAfYA «Af «PQe A€ CAI V%o

Mobile Device Manageri¥s M DMiY6odf—&f 4, 4, -3

afcaf@a,naf« af | af%a, g a,»a,af¥afrasta, £iva” MUSI %o

Proxy Bypass

REST API4

1ASDM &@ €@ nttp 5 35f 28(35f %288 " A®33 @+, E3QYC , 3259 ® IP
3,C8f%03f-3, 3@ «8 hIP—3©  3OPIG: 2, Ta1+tIH8IQ™SE,

2 Cisco Security Manager 8@ €@http 5 35f 78735 %488 a®33€ 3, E3QYC , 3239 ® IP
3,C8f%03f-3,'3@«8 hIP—3©  3OPIH:,Ta1+tIHEIQ™SE,

3MDM &f—3&f4,5,-a€ a€€Cisco ASA &,%.af-af"3,]3,83,¢ affafasfa, 9.3.1

3€<3,%0d, paf@afhuaf a8, 3@ | 3,3 Q%IG™IE,

4 REST API 3¢ a€@Cisco ASA 3,%af-af"3,4,83,¢ afafasaa, 9.3.2

A€<a,%o0d, paf@asruas ae-a,E3Q | é@,,é@%é@wéahttp

8,38f 78f38f %0258 " A®33 -3, E3OVY( ,825O® IP



8,C35%0af-3,'a@«3 %hIQP—i@ | 3ORIY &, TAN+IHP’IQ™IE,

8, AVt 5989 &f2€839RAQ,3,«e0YefLaQEL AR35Q4,EFQ 30,4, ASA
a9 Ee,Ta%+ta9«aQ0IQT1aP«aQP«IPriQ,a@ | cCo2QaH™a <

a1aftaffaf—1:¢®ijc@te€...3€ show asp table socket | include

SSL|DTL SA,38f 2838 %od, 8voiC" 8@ —3€ | 3EQ@arr e, @IQBTCPAFQAfLAf & ST ®E,»3,5f¥4, 5,143,
Transport Layer

Security(DTL S)af34f f4, 14138, Y48, +4f faf 4, ecnoe; ¢EQ@ —a3 @I Q™AEE,3, 23733 %03 @ ®A®Ye|Ec @ e
3f13f€3,03,'3€8558 "3Q®&; 3@ ® ASA 2OYefHaQE 1

3@ri»¥3 S AR339+3,Fi@ | 3€,5,8 39 € QIQOQIORIfTAfQPE, 13, '5Q«3Q &, TaV+€83@ &
3@ DTLS a@®afa,'af<afa,° a,1a,+raffaf a@Ee " a®sa@+3,E3€@ | 39,3, ASA
aftaf€a,na,'a/ (i @—a3@ | 3,3 Q%IY™ME,

<#root>

ciscoasa#

show asp tabl e socket | include SSL|DTLS

SSL 00185038 LISTEN 172.16.0.250:443 0.0.0.0:*
SSL 00188638 LISTEN 10.0.0.250:443 0.0.0.0:*
DTLS 0018f7a8 LISTEN 10.0.0.250:443 0.0.0.0:*

8,28ftaf faf—2:c®ic@Te€...3€ show processes|include

Unicor na, 38f Zaf3af %od,” a4 a@—a@ | d€@e,Tal+x€839RI@,4,<af—afd,»3," 3@ Eaffaf@a,na, ¢
1 3@ra@«ad, " aQLAG | AT...f Web

3,3 143f@aO®E,naf],"5,:5F5, 4@ Ealcee @393, EIQYIQ "3€ 3€QIQOr39%3 58, T8+ S
Unicorn af—a&ara, a, -

8,'8f-af faf% 3@ EA"ae " d@—a€|39,3,<a A9 i€QIQOVIQORIFIafHA, A3 &,Ta%ta@8E

<#root>

ciscoasa#

show processes | include Unicorn

<#root>
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a8 1Y84, Sa€ ®534<3 €9 ® Unicorn Proxy Thread IDa€p

218510§<§Q,é,§é€0§'°ééaé,<é 30 3O E3€,3,55Q%IO™IEARVE53Q B3, af~aFFaf%0 ID

@ 3@«E-C4;, Q3@ Q3€Q Unicorn af—4f4,4, -

8, 18f ~Af [af %A@ ®Af—afd,»0, 6 EG®VEEG GO®G G GE@IFtafed,nd, a@ &, 16Y+i@5i€,d, G

ARYe|Ea@—a@ |3, a,« ASA 4,%23F+aF4,4,84,¢ afafafua,'a@B®ccoe’ 9

Af1af€93,03,'3983RVe|FI@—3€ | 3€,3,« Cisco ASA
a,%.af-af"a,a,83,Ca@Ee,1a%+a@afafafa, i@ 3 QOIQP 13 @« 3P« QPri®, i@ 5@ IEHCRICO
CLI a€8& show version | include Version

3,38f 28f38f %08,” ARV & EA@P ™A« @ 3@  a98cC e’ Qi PO VaPNIH™AEE, |include

Versiond, 3af Zaf3af %od,” Vo’ @ —a @i @™a€,aftaf@a,n3,'3€ E Cisco ASA

a,%.af-af"a, | a,83,¢ afafasa, 9.2(1)

3/8@Ye|E3Q—3€@  3€,5,3 30 3@ 3€95,%af75 3 %0a@®31°85>3@ 2-i3P®i%IQP®E, 5O Ta

<#root>

ciscoasa#

show version | include Version

<#root>

Cisco Adaptive Security Appliance Software Version

9.2(1)

Device Manager Version 7.4(1)

Cisco Adaptive Security Device

Manageris ASDM1Y%08," 8/2:C" 8€p—a€p | aftaf€d,03,'a, (Ric@T1a@—3@ | 3€,3,<3 3@ 3@ A€QAaf:
3,!8,£35355 %03, 3@ «& (n°3@+3,F3,«® 3€QIQ%IQY3€ Cisco ASDM

3,'8,£3F33f%03, A@®3- !5 Sa@«FE€Q3,1afaf 5, !5,83,¢

afeafeafa,'a@Ee; (i@ -3, Ed@4aQP™aE,

FTD & %:8f+af"a,1a,84,¢



G "iO®e,TaN+tx€83@ 3€@e,Ta%+i@83@ 3@°3€,3fafEfna," 6.2.0
3,/6"uiQPPIicQPIO™IO'aQ | 3O® Cisco FTD 3,1Laf-af"3, ! 5,83,¢

3fafaf1ha, a€«3% 3@ | 3@ 3%, 5343 ™A€, Cisco FTD

a,%af-af"3,!3,83,Ca@®a;, Refe, @ afafafa,'a@«i@Prie, i@ | i€ QAT

&/Rafee 3@, af*afaf1a,'a€@a,»3, 3,-4f83%3,30.C..880—30 |30QIO 30©°30.5€,59"3Q®
Cisco FTD &,%af-af"a,!3,83,¢ afafafa,'a@«3€ a€@Firepower 3@ ®3,%af143f%03€ ~ ASA
G@®3,°3f 1435 %03 @ Ea je-'3@«aQ9%3,EIQ | 39,3 @9%haQP™I€, 0 °iQP«IQPri®, i@ | i@ IEHPIE
Cisco Firepower Compatibility Guideiva Cisco Firepower

& e@>2€83,73,235 %01 %4 %03€ @3 @ ®AEEFirepower Threat Defense Devicesi% Firepower

Threat Defense af1af€3,04,"1%%03€ @3, 3€.C..80 0—3@ | Q@ QIO 3030 ,3€,

2aQ®e| IQPRI | AQP AQPRI—3Q«3€Qe,TaN+iP 3@ ef1rx€8a9®IY,a,« Cisco FTD
2OYefsd, (i QP —3@%IQP™I€I9%IQPYVIQ IR —I 9«5 €€ show running-config

CLI

8,38 2838 %088 " ne-2@ &f1L3Q3€PIQ"aORROYefLIGPB®AY Re~& " A®S5E, CH°AHP—IQ %

Cisco FTD a0Y éfY% 8, taYtoeE83@®a~ace " a@™a,«a,’af af+a,£a,®@af¥af-afvaa, af!

http server enable <port #>

HTTP & fif VAf“ 8 lead608St 1 _ .
http <remote_ip_address> <remote_subnet_mask> <interface_name>

AnyConnect IKEv2 Remote crypto ikev2 enable <interface_name> client-services port <port #>
AccessiVs 8, af©a, od, ¢afsaf” webvpn

8, if VA" & lesodboaSiee™ , 19602 @3|| anyconnect enable

AnyConnect IKEv2 Remote crypto ikev2 enable <interface_name>

AccessiVs d, af©4a g, ¢afsaf” webvpn

8, ffvaf 8 1c, |AStee™, iV902%€@3 || anyconnect enable

webvpn

AnyConnect SSL VPN25@3 _
enable <interface_name>

1HTTP a0V ef-4€p a€@Firepower Management Consolei’4"FMCi%%03 €@ ® [Firepower Threat
Defensedf—af©af faf af-a ©afvaf & a®sivuiFirepower Threat Defense Platform Settingsiy/do] >
[HTTP] 49 83200%035'49 «3 Q539 ©AO%AO™

2 Af3afCafYVAaf" 8 658 8 »81 VPN a0V efva@ a€@Cisco FMC 38 [éf:téf@é,né,"l'%"Devices'l'%%o] S
[VPN] > [affafcaFnasf a, ca, a,»a,"i"a"Remote Accessiva%o]a€Q3&%4aeYa€ a€oCisco
Firepower Device Manageria"FDMi%1%o0a @ ® [aftaf@a,=a,"i%"Devicesi¥a%o] >
[aFraFcaFaasf a,ca, a,»a,"VPNi%a"Remote Access VPNi%%o]

39822%0a5'39«3O8IQOQIONAO™IE,
3 afeafcarvar 464 a»41 VPN soY ef 4@ a€@Cisco FTD &,1.4f+4f°5,!5,85,¢ afafafa, 6.2.2


https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_070E1908889545BDB6CC564676202628
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_070E1908889545BDB6CC564676202628
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_070E1908889545BDB6CC564676202628
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_070E1908889545BDB6CC564676202628

3€<3,%0d,paf@ashaf 3@+3,E3Q 3,3 QNUIO™IE,

8, A/ 5929 &f2€839RAQ,4,«e0YefLaQEL AR35Q4,EF0 50,4, Cisco FTD
A9 Ee,Ta%+ta9«aQ0IQTaP«aQP«IPrIQ,a@ | cCo2QAH™a <

aaftaffaf—1l:c®jc@Te€...3€ show asp table socket | include SSL|DTLS

8, 38f 28f38f %od, &G AP —a €@ | 3EQ@arr e, @IQOTCPIFQ IS 3@8SSLIPHI@Y@ DTLSAFEffa
Aftaf€a,n3, 398558 "IQ®E| 39«af3,af 55, FI9 | 5€,3,20YefLIO® 1
3Qui»¥a SIQTe AR3394,Fi@  5€,5,3 30 i€ QIO QIGPPIfTAfQE,nd, 39«3 &, TalteES:
3@ DTLS 3@®afa,'afafa,° a,%a,taffaf a@Ee " a®3a@+3,E3@ | 3€,3,« FTD
aftaf€a,nd,'a /i@ —3@ | 3@, QNIG™MIE,

<#root>

firepower#

show asp tabl e socket | include SSL|DTLS

SSL 01ffb648 LISTEN 1.1.1.1:443 0.0.0.0:%
DTLS 00009438 LISTEN 1.1.1.1:443 0.0.0.0:%

a'aftaf faf—2:c®jc@Te€...5€ show processes|include

Unicorn&, 3afZaf3af %08, &g a@—a€p | €@ e, Ta%+r €839 ®I@,3,<af—afd,»a3,'a@ Eaftaf€a,na, a4«
1 3@ri@«a, QLA | AT...f Web

3,afhaf @@ ®E,nEFE,"5,:5F5, 4@ Edlee @393, FIQOYIO 1€ 3€HIQPraQPAI,Se,T814+38
Unicorn af—ara, a, -

<#root>

firepower#

show processes | include Unicorn

<#root>
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&NYS

o 4S8 5/x5€853€® Unicorn Af—Af4, 48, - & Af-Af faf%E A Yo @€ 218
G 5i€,0,SG€ QT 0, EOQ G2%0l, @0, ef/20e€80€) EG€p,0, S0 %hOY™HE,ARDY S ®3,4f
ID ¢*?3@-3@«é-C3;,3 Q3@ @I€QUnicorn af—4f4, 4, -
8,'8f ~&f faf %o3€ ®Af—afa,»0, '@ EG®Ye;Ed, @ ®F ‘(€ GEQAStaf€a,nd, G &, 1d%+0€9804€
« IKEV2 3@ ®c%0'a®33@®x0VYef1a,»affaf 5985€ aEQ@af™Mafa,'a@® SSLTCP
afea,'afafa,°
3,%3,+3ffaf 3@ Eee%dS 3@ «3Q 3 QLI€ | 39,5030 939 15,8, T3%+2E83QES 800 39
show running-config crypto ikev2 CLI
&, 38fZaf3af %08, dv2: ¢’ a@—a@ | a€@a e  "avae@®a,"a@ta@« crypto ikev2 enable
aafafa, £a,0af¥af-afna, afsasfr
3,2af2af55 %03 @ Ee " aR5aQ«A" A 4Q9—a9|3€,3,<39«39039139<3,'¢C°°9aQ5aO

<#root>

firepower#

show runni ng-config crypto ikev2 | include enable

<#root>

crypto i kev2 enable Qutside

80V &{(E3, 313 +4 £4 @Af¥Af-Af Y4, -Af SAf*5€« crypto ikev2 enable

8,3 2835 %o @ E " A®3a@+a,EAQ | 3953,5a€@anyconnect enable
a,2afzafaf%oa @ Ea,cafafnaf@af« webvpn

atafafa £a,@af¥af-afna, afsaffaQ«a9«aQ9%a,Ei@|i@,a,<d 39 i€QIiOSIO®
Cisco FTD

aftafea,ra,'a@«a, e, tal+te€83QEA A" 4Q™a,<3Q e€FfAQ " a,%0d, EaQHIQ™AE,

aRY e Ea@—a@ |36, a,« Cisco FTD &,%2afaf"4a, | 4,84,¢ afafasfua,'a9o®cce’ 9

cRic@Te€..a€@ CLI 3€<3,%0 show version

8,98 7Af38 %o, B O ™E,«A Q"3 3 «a, d,55€@Cisco FTD

affafeafaa,'a, cC°e’QaPli O Qa9 IO ™aE aftaf@a,na, ' a@8afararia,’ 6.2.2
FOTARVYeE36+3, 3 | 3€,5,8 39 €O x-3QRIHEPP], 39 TIP«3€93,55QUIQ™IE,



<#root>

>

show versi on

<#root>

Model : Cisco ASA5525-X Threat Defense (75) Version

6.2.2

(Build 362)
UUID : 2849ba3c-ecb8-11e6-98ca-b9fc2975893c
Rules update version : 2017-03-15-001-vrt
VDB version : 279

&, tal/coc88,' 49«8, "8 9839, 80°80,30"59 "aQE(C°° QI Y4, EGO VLA §

R

Q" "3O®3,Caf%0af@a,na, N33 Q®E, 18/aeES5Q R, 3,0 123" @8,»3, 8,-af83°3@«& "e%%0d@ 3

-3,18,35€¢ a€@Cisco AnyConnect 3,»3,af¥3,¢ afcaf'afafta,t
, af©a,n3,caffaf a@«a@ e,tal%tx€8i@Ea e i@ —39%39,39"3@ 3,/((°°Qx," 3¢ i0834¢

D76 C-

3O "3Q®E,Ta1+2E83@«3 Uit AQ™I D76 Q(-3@ 3€,5,550%3€>3,"3€,

an Qe

d,®acfxa@¢a,2af°af " q,,4,8a,¢

5,-4,14,%6@ 3€"3Q®3,C3f%0af€a,13, 93 5@« "2%%0a@ 3, EIQPYe, 1aVte€85@«a hat! TQ™E (i
af@afna, af8afa€  af-a,£afuaf@are

a»affaf a@«d %HhiQ@P—a@ FORIG; 3O 39%3,55QUIO™MIEIQOQIOBI, IO T, haf 33, 13,83,
https.//www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O NIPYICPIOSA® 8 5@ ES,1Laf5f 3, 8,85,¢5,af€3, | aF35faf143f%03 @83 Q Q3 A ORI F€Q3,
3,Caffaf—a, af-af1haf%oa @83 Q™A€ c,id, Ya@®a,»3,af¥afafta £ a,1.af+af°4,'4,83,¢
3,Caffaf—aftafuaf 3€«3, " 3QLiQ  A€QIOSI®C RS 3P«r-"3Q9—3€,3, 1,33 5,1 5,83,¢
3f03,08,»3133, 36 @&, 138 &,1.3f5f "4, 4,85,¢ af+3,£afuaf@afE

3, »>3ffaf € Q3O NIPYIO afia, AfLafY af2afa, AF8af
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