Cisco 10S 5€S3,"a€ 3 10S XE
a,%2af*af " Qq,a,8a,Cae@® QoS
39«39539,3a a@ | afrafcasnas a€8a,’afvaaf%eo.

&, ¢af%oaf @a,na,flaFrasulD : cisco-sa CVE-2018-
20180328-qos 0151

& @a...~é-<e—Y¥ : 2018-03-28 16:00

eeEg e se-"ae—¥ : 2018-04-27 21:15

df @afvaa, afsasf 1.4 : Find

CVSS3,4,%3,¢: 9.8

&76@ic-:VYes

Cisco af@a,° ID : CSCvf73881

~r

Yo7 8@«d, a,«ef...3 +t3@ €O+ 739 «a, 3,«aZYe-t3Q9REPZA...maYa P A4
Al
£1e|0

Cisco |0S & V48f+4f "4, '3, 84, ¢a€€ Cisco 10S XE &,%.3f-3f°4,! 4,85,¢3€® Quality of
Serviceils*QoSil4%od,uaf-4, 3,'aftaf 3«3 @S54 @, T81+eE83«3,"5,55€ QL@ 1433, EFQ | 5¢

aene-@, T8/t aeE85€@) a€@aV2+éY;3,39—39'3,<3f1af93,15,'3€9® UDP af@afhaf” 18999

3,/8@3... 3@ 3@ ™a,af3,+3ffaf A «39SiQ, 30 | FEP %' ARIIPPIEnIP«d HIQ™A,ACFCEAf O
R»R'fe€..39 3€Qx, R, QIQ9RIQ,5,af5,+3ffaf 3,00 31,"5f1af 5,08, 5@ «C€QE;;3Q™E,<3Q 3@
afa,+affaf"a’at c@Ta@™a, 53 @«ac@af@affafa,
a,fafnaf@asnaf-afafhi@Ex"»x'fa@«d"O¢" i@83Q@ @3, <gSﬂ]ae <a0§gTM°g"YaQTMa R W IGER
3 Q>FAOC 3QTr QASYIOP™E, QP IEQR"»RFEE. .39 0 81"aft15f€4,03,'59«3953€,3 | &€
ee-@, T3%+ae€85€«3,°3,5af1af€3,03,'3@ EAfafaf14af %05 €3, E€Qaf1af @ 5,03, A @ ®AFEFAf 4SSO
DoS ¢S9z....3 @ E3V 3@ @ep-39 363, F3, 39 &f1rxE83QEi16,3,559%3QO™AE,

593 9SI €O *r QN30 3H— 3@ | 3€Qx°2, QIQOPRIY A a3, raffaf a@EO’ 3, "aftaf€4a,03,'a®
3ftaf€a,na,'a, e€56 9239 ™3 A afOaf+3,£5ff3, 3@83€@ 3€Q@xe-e,1a%+r€83¢ g"Ya@”éQ’%aQ>

R

8,-8153%6¢ J@"'a@®e,Tal+txe€8i@«a 3%at|a@™a,3,kafaf" 3, 4,83,¢
3, Ca.ffaf—a.fiaf%af” ’”faa.faaf% 50—50%50—50\?%


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf73881
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0151
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0151

Q"3 ®3,Caf%oaf€a,ra,q éfaé0_é€oaeﬂié0®éfaéf3é,_é,“é,§g<;°éa®é0§é®050%é0""é€,
https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-qos

4O 3O ®3,Caf%03f@a,13,93°3€ 3€€2018 3" 3 0" 28 2—Y3@«4...~é-3+3,EFQY 22
»93@®e,Tal+tr€85@«E6-C30@™a < 20 5»939®45,-3,'4, 4,»3,af¥af°af13,£

a,Caf%o0af@a,na, 9afa,'ae«a,€ Cisco I0S &,%afaf"a, | 5,83,¢5€53,3€3 10S XE

a,v.af-af"a, | a,83,¢ affafrafna,'a@®a,»a,af¥asrasta £ a,caf%oaf€a,na, gas

af@afar%oaf«a@®a cEf a@8aQ™MAE,

3€9"3,E3,%03@®3,Caf%af@a,03, 95 5¢ afafa, d@B®I£€L!83Q«IPri@, i@ 3@ FEQa»Y¥ad, aé€
Cisco I0S 3€53,°3€° 10S XE 3,153f3f°5,!3,85,C3@«é-CAQ™4,<A,»3,4f ¥4 af 15 £

3,635 %0af @4,73,9558...~é—@>F -1 8@S58""3°S5€€2018 3" 3 aece"14%0

e©23Y4" efvd" €@
&, TaVaaE83@®a@,a,«e£%-3" @
i@ aQ®e,Tal+x€83€ €@Cisco IOS a,%af+af"a, | 5,83,0393%3€Y3€ Cisco IOS XE
a,%.afaf"a, | 3,85,C3@®e,Ta%+2€85@ PRI, 4,35 513,54V ;3@ —3€ ' 3€,3,<3,3,'3,2
AFE5€3, 08,15 «8V:16Y:8,5 759 3O UIQMIE,
8, T4/ +a£85€ E3"ace " 3@ ™3a,« Cisco IOS §,%af*af" 3§, | é,§é,¢§®§§f§03 I0S XE
a,%af-af"3,|a,83,Ca@®afafrafa,'a@«39rie, i@ 39 IEQPIQ "aQ®3,Caf%af@a,ra 9330 ®.
dftaf€a,na,'a@®cce’ @
Cisco |0S 8, Y58f+4f 3, '3, 84, ¢ 343€Ya€ Cisco I0S XE
5,%:35-35°5,14,85,C3, 50V C3@—3€@ | 5€,3,3f13fQ5,53,'39 Frce-8,T8Vtre55@®3116Y;3, 56
CLI 398 show udp 3,23f23f*af%0d,'a%2;¢" " d@—a€@3%4a@™a€, show udp
3,°4f7aaf%03,'a,yaf@afnaf a@—i@ | 3@,i€°39,3f1af@a3,03,'3@3@ I€QarLfr ;i@ aQ—ad
show ip sockets 3,23fZaf*af%03,'a12;¢" 4@ ef1ha@8a@™aE,

show udp
8, 38f 78 %8f %oa€p 8e |3 QP Pa%AP®F, 3@ TaH31°853 9 Fe;"5€+3,Fi 3 39 39 «3@Q 3€QAfIif&

<#root>

Router>

show udp

Proto Remote  Port Local Port In Out Stat TTY OutputIF


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-qos
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682

17 0.0.0.0 0 --any-- 18999 @ 0 11 0

Cisco 10S &, V48f+4f 4, 14, 83, ¢a€S3,"3€> Cisco I0S XE 3,%af+af°4,! 5,83, 2@ «39 533 <

Dynamic Multipoint VPNi% DMVPNi%%o0ae©Yefls¢" " 3@ ®éQ@O4a; 0edz« QoS

3983@ 3€QUDP af@af1af" 18999

3OETaC" 393, F3€ | 3€53,53€QI9 TrOYefLi@ESL+6Y:8,8Q—39'3€%3€,3f—afOAFfaf
18888 3@ E3,°3fhaf—af 3«39 QLI | 5€,3,4 3@ 39 T36,3,539%3O™3E, UDP
af@afasf 18999 2 Eaftafea nd,'a@®ars, afara,°

AfQafhaf A€ «af @3, nafa %3, EiQ | 36,5, 4@ 39 3€€Cisco I0S Software

Checker

3,81C" 4@ —3@  AEQAFTAfQE,nE, A Ee, 13%+E€83 QB dce " 3Q™4,d, 1,454, 4,85,¢
afaf2af1a,'3, 8@V Ea@—3@ ' 56,3, A« QIO —3OUIQ™AE,

Cisco |0S &, Yaaf+af 4, 15, §5, ¢ a7 A5, A@®a " nd ¥

aftaf€a,na,'a Sa983®Ye|E3€+3,E3€ | 5€,3,« Cisco I0S 3,443, 5,83,¢

afeafeafad,'a@ €@ CRicOTe€.. 3@ Eiftaf@a,na,"a€«af3,°5,03a@—3€@ | G€QCLI 3OS

show version & 3af2af3af %08, d/oC" a@p—a€@e| cr°a€+3,(Ea, 4, 3,'aftaf

af@afSafhd, 3€),C..880™3, GO 3O 39«3,58,5¢(°° QI O8IO QIO UIO™IE,

3ftafed,03,'a€ € Cisco I10S

3,%,3faf°3,14,84,¢3,4®Y¢|FiQ@—3€ | 5,33 4@ 3€945,-3,"aftaf

5f€afSaf4a€«3€ECisco | nternetwork Operating System Software3€€3,,3€ECisco 10S

Software3€ @3 @23 @O @®afta,a,'af a@ Ee| ¢n°a@a, E3 QI ™aE,

fQArSafha@«3@ a,pafa,'af afkaf«3€p+a, E3Q YA, nafiaf1ha, 3@ €43,,5,«3ff3,28T..39«@] (x°a e
I0S

3,%.af-af"a,!3,83,Ca@®afafrasaa,'c-2a¢-a@ afrafafia, ' d@@ae Ee| (r°i¢a, EFPANIQ9™AE,
a€6f 3@®a, 3,3, affaf@a,n3,'a@83€ a€@show version

8, 38f 78f38f %o, & if @ AF KA 3@ —3€ | 59,3030 FQLIOVISIEHIYIQBEIESIQES| (a3
2-ia@«a€@Cisco I0S 3,%%af-af"3, | 4,83,¢ affafasna, 15.52)T1

GO EIRVeFI9+3,Fi@ | 39,50 | 3€93,035,af afhaf«3+3,F3Q | 3€,5,<3,03f3f143, 3@ QI
C2951-UNIVERSALKO-M
3€83€,3,aft3f€3,03,'3983@ B3, 357338 %081°85>58%3, (° 3 @ —3 QU Q9 ™AE,

<#root>

Router>

show ver si on



Cisco IOS Software, C2951 Software (C2951-UNIVERSALK9-M), Version 15.5(2)T1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Mon 22-Jun-15 09:32 by prod_rel_team

Cisco |0S 8, YAf+4f "4, 15,85, ¢
Afeafearya, 1a@ @314 QP 3Q 4@ 3> 33O | @3%013P«E-CIH™E, O 5@ F€PAE/Cisco
|OS and NX-OS Software Reference Guide3€€a,'3€,C..88@9—3€@ | Q@ Q3@ 3@ 3@ ,3€,

Cisco |OS XE &, %28f+af"4, 14, 83, ¢ af3afafv.a, d@®a " =a"¥

aftaf€4,03,'4 55983V E5€+5,E5@ | 56,3, Cisco [0S XE &,%3f-af°3,!4,84,¢
afaf2af1a,'5€ 3EQC®cPTeE. . 3O Eaftaf@s,nd,'5€«8f3,°8,n3 569 —3€  3€QCLI 38
show version &,33f2af38f %08, aRY & Ea@ —a€@e; ¢°a@+3,(ES5,<3,-3,'aftaf

3f@arSafha, a€,C..830™3,3O"3€ 39«3,°3,5¢C°*QIH8IQP P IOUIO™IE,
aftaf€d,na,'a€E Cisco I0S XE

3,%:4f+3f°4,14,83,C3,/40Ye|FaQ@—3€ | 39,3, 39 3€94,3,"aftaf

3f@3fSaf1a3 € «3€ECisco 10S Software3€€ 3€ € 3€ECisco |IOS XE
Software3€ @ 3@ 3@ OIQP®Afta,5,'af 3@ TS| ¢°a 3, EIQAUIG™3E,

®&j3@«3€@Cisco I0S XR &,%afaf"3, | 4,83,¢ afaraska,’ 16.2.1

GQEARYR|E3€+3, 3 | 39,50 | 5€935,13F3,"af afhaf«5€+3, i@ | 3€,3,3,0af5f%3, QIO
CAT3K_CAA-UNIVERSALK9-M

4€83€,3,Aftaf €3, 3,383 ®3 24758 %03 @ ®ET°8S>8%4E, (I @—A QP UIQP™EE,

<#root>

jos-xe-device#

show ver si on

Cisco I0S Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version Denali 16.2.1, REL
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 27-Mar-16 21:47 by mcpre

Cisco |OS XE 8 Y48f+af"4,'a, 83, ¢
afeafearyd, 1A @314 QPP 3Q 4@ 3> 33O | @3%0T3P«E-CIH™E, @O °5@ FE€AE/Cisco


https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

|OS and NX-OS Software Reference Guide3€€a,'3€,C...88 @ —3€@ | Q@ Qi@ 3@°3€,3€,

&, 18Y/croe€8a, 49 «8,"89839,80°30,50 50 4G EC°" 93, EaHVRLLA"§
25O ®3,3,"5,0£18" Q59«3 9559,50 | H£OIO I O®E,Caf%0af@F, 15, 55O ®aVeY;3, 89 —3

5,-5,15,%5¢@ I€QIQ"3QB®,T4%+2€83€ E Cisco IOS XR ,%3f+af°3,!5,83,C3@%IQYi&

Cisco NX-0OS

53,3533, 5,83, 3«39 8%+E6Y:3,'3759°39%59,30"3€ 3, QIO—39AUIO—IQVYAE,
DZEQP G-
& AQPRDIEQ;-3@ a€@a afaf afafhaf« af—af-afluas
af@afea,-afa, iva"CoPPi%%03 @ P®x8x"@a@ efa@ce€a afeafhaf a apafeafnaf a@™a, affa
Cisco ASR 900 §,-3f%5f%3,°5@°a@03€93,:3,'3,>
3f13f€ 3,038,393, 3O QIOrIQAOBIf5,jafYaF 3@ FEQC%0'AR3IQPRIFQIf AT €S53, 3%
CoPP a,3,paf@afaf a@—a@%4a@@™aE,
39"3,E3,%03 @ ®IfF—afOAffaf af+3,0af143f 3983€@ 3" O¢" 3@ &fL3937¢@i-3@Fi9*3,3€Y
3f@afiha, Af8ar’a€p«a, Caffaf—a, caf-afhaf%oa @™a,4;...8 | @IQEI,3,559%UIQ™AE,

DMVPN a80Y efvg" " a@®é@©a; edz« QoS

3/4%C" A9—3939,3 39 3@ I€QE @ TIQP«bi2a1NIY—a€Y CoPP

af@afea, afua, avc d@™Ma«IQ"a@ AQ8IEQPL0’3)affaf@a,na,'a@® UDP af@afuasf”
18999 A®»3 @ | I QPRIGMIQ 3@ | dQ®AF afOAf3,£3ffa, 3,/6(@ | dQP8IQPQPIOHIG™MEE,

I -- ACL for CoPP Undesirable UDP class-map
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