Cisco Policy Suite
RADIUSG@®e*@e Vaef...a 11930 a€,,a9®

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2018-
M edi un$0180207-cpsl 0134

& @a...~é-«ae—Y¥ : 2018-02-07 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.3

&76€¢¢- : No workarounds available

Cisco af@a,° ID : CSCvg47830

Yoo 78«8, d,«ef...4 139 A€Q e 7aP«a,"a,«aZYe-1a9REPZA...aY a4
Al

av el@

Cisco Policy

Suitea€@ ®RADIUSE* @& " 1hafCE, Af¥afhaf«3Q@®e, Tali+eE83 9«3, 3,S3€ 9@ %39 5,3 59,39

d@"a@®e,Tal+x€853€ €@Cisco Policy Suite
RADIUSE, pafuafea affaf@afaf@aras a€ Eaf! 3f143, 939 @ 3@ ®re%0dS €83 «AY°IQPYI, 3
39 3Q®e,13%+2E85Q«d a1 AQO™E, D 76@;-3@ 3€,5,559%5€>3,"3€,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§50050%50""é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180207-cpsl

e028Y2" efA" @
&, T8V oet8AQ @A, 8, <RE128"§

4@ "3@®e,Taltr€83€@ d€€@Cisco Policy Suite
é@«é%ié\?g_é0—50%50”5&(%@2511/2”5QTM§,<€1,1/25J’°§ "a, §,§é,Cafaéfaéf%é,1é@@é@-”g”é@«é@n&
Bug ID3,'3€,C..800—3€@ | 39 ©I© 3639 ,3€,

&, tavrcee€8a, 4@ «d,"89839,39°39,30 39 49 ECC°e" 9aO 4, EaQYeLLa"§

Q@3 5,3 f18" Q3P «319539,50 | I£HIQ"TOBE, Caf%af Q5,05 N5 3Q®I+éY; 3,89 —3


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180207-cps1
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg47830
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0134
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0134

D76 (G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

4c®@aefae " a€p3,5af5f3,15,83,¢

3faf2 a3, 3@ @0 IP«IPriQ, 39 1€ F€Qr0-3,Caf%0af@ 5,05, 9354 SéF 3@ ® Cisco
BugID 3,3€,¢..80Q@3€® 3€©+3€ 3,

8 Vo8faf 4,18, 83, CA@ @3, CAffaf—3a,°af~af 143 %03, 'enced " 739 ™3,«653 @« F€H[3,°3,"3,°39®3,»3,5]
Security Advisories and Alertsi%%o]

33313, 384.. ¥ %3 QP83@95,<3,3,"3,°£1,5"@3Q B3, Caf%oaf 3,03, 953, a®3eeY (S, 39 «3€,C
3,%.8faf¥afa, 3833, QiQ9—i@Q | QP QIO 30°3,3€,

59,5033, QR 3973, 3€@4a,Caffaf—3,°af-~af 1435 %03 @™5,«aft5f@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance

Centeri’%a"TACi%%o03, 3@ —3Q@ @3 a¥'(,30—3€ | 36,3,afaFaftarSar3, af—afaf€a,nafEaf 143 €«
5, @REAOC" " 8%i8%<3Q "a...~a%ec™Mog; "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,Caf%oaf€a,nad 3P a@«e "e%%od @3, i@ | 3€,a,€,TaVtr€s5¢

8108

5@ "a@®e,Ta%+r€85€@ Cisco TAC
5, UAFQEFUAS 8,153, 3@ ®LEER08 FO«c™E G5, EFOUIQP—FOVAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180207-cpsl

o' 1g", At ¥ee

af @afa, afsas el 8,»8,°3,-8f84f3| 8,8 tAfYa, ¢AL|  ae—¥a
o yvo . o ramfam o1 . 2018 & 2 e 7
1.0 X Qaza...~é—afareara,’| - Final
¥

a4O¢"elO¢ .,

88028, Caf %odf


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180207-cps1

©3,05,93°39 5,98 hIQB], IQPRIQP 19—i1Q iQ9 ' OPIWIO—31Q 5953SIEHIY,59 ¢
e0e-3,Caf%0af @3, 13, 1539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «é-CAQ™3,@%-EmIQPBE €
3ONIQYVIEHE, 3,350 20e-3f%05,af¥afaFEF G@®AT..AR'5,8°° 4S5 39 —a€ «an%o> 3P —a€
a8, Caf %oaf @4,18, 93P 5@ ®e "8 °8T.. AR5 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—IEQIQ -IPB®E»CeU%0a,, 2, 35, 'e-1L39—39Y3 3@ FE€QI " (vHhIQPTECRcO
3O "3Q®Ef%03,3f¥af3FAf 5@®xSf...4 +t3@ 3€4,3,'3° £ 13"@FQ®E, 3P af%0af | 5F143, 93,8 %4 ;E



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



