Denial of
Serviceia"DoSi%%o0a @ ®e, talstae€s

&, Caf%oaf @4a,na,faFraFualD : cisco-sa CVE-2018-
20180129-asal 0101
&a...~é-«e—Y¥ : 2018-01-29 17:00

3e0eECLBe 3e-"ae—¥ : 2018-05-17 17:52

af @afvaa,afsasf 2.4 : Fina

CVSSa,14,33,¢: 10.0

&76@¢¢- : No workarounds available

Cisco &f€4a,° ID : CSCvg35618 CSCvh81737
CSCvh81870 CSCvh79732

Y- &73@«ad, d,«ef...3 t3@ A€QecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~ a1 a ¢
Al

£1 el@

201841 25008 5ee— YA€) <8, %03 @ B3> - 11458 0%¢ 498 Y » 5@ ®

BYAEHS, 35,3350 50 300, T3%teci5QRILEY; 5,3 —3€'3,2, 135 5@®"»x Faf™a, af af«2
5@afm 30,3,63F35,5,85,C5€Q3,»3, 5,-5f55°5,30.0. 50030 ' 1QQIQ 30°:3.5€,

Cisco 6@ ©3;00d7<a,»3,af¥afafta, £ 3,Caf—afOa,na, casfa, i ASAi% %08, v2afaf"3, | 4,83,Ca@®

XML

3faf148,af%h3@«3@Sa9'a, @, T81+2E83«3, 5,55€Q* @ 14393, Fi@ | 59,5959, CafUaf
3@ EafjafCafs, @Li@RIQPYI, QI QIf@afNif@afLaf« 3f—afOa,naf™afaasf”

af@asfas as afa, 14" VPNi%%od @®e’@e e | @+, d@®AT| T3, 'AQP0exeCiQ@™i 3@ &fhx€ss, a

G "i@P®e,Ta+x€83@ I€Qx, 2, Q@IiORIQ,I < XML

afsa,nafafadf%od, at | c@1a@™a 633 @®afiafcafa@®a%o’a SaVz"aQ 3953, 39308 %3 @«é-Ca
XML

afa,xaffaf a é€@a;aQ9—i@ 33O ®e,1a%+x€83,3,73, 3,'af—af3,paf a@™a,«a@ ef1r0€85€ E:
32affaf afafhaf«e” ©E™MPa@-a%h—a€@e0O’aY"aftaf@a,na, ' a@®afafafuhaf%oa€ @ VPN


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg35618
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh81737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh81870
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh79732
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0101
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0101

0292 Ut @t IO (OTEPRECH, A IO QLN IO TO™MIO ef12E53QEF,5,55QUIO™IE,

&, TaV/caeE859 ER"3ce " 3@ ™3, 3O D3O FEQASA 3 B3, 058, afhaf5,55,03, 15855 »5,3F¥4,¢
5,%:8,£3FFAF" 8f-3, 0860114 SSLi%k%03, uaf%af 3, 3 ©%3€V3€ IKEv2 Remote Access VPN

5,UEf 155,50 ERe%edS 3O« A9 I QLI 56,5,3 30 TO5IO™MIE, 5O I O®, 3%t rESIHES, !
ASA 3@ @2OVef14 €2 559« 3On3O, 30 5O FEQIEE

&, T8Y/ct E5A@ P40 3O ™A, RE 1" QIEQF »3, 5, -4f555,89.C..500— 30 ' 1O QIO 303 ,3€,

§,-8,25%€ J@"'de®e,Ta%+xe€8a@«d %at|a@™a,a,%%afaf4,)4,83,Ca,caffaf—aftafnas a,afrasrasry

Q"3 ®3,Caf%oaf€a,na,q éfaé®_§€Qae—|i§®®éfa§f3é,_§,“é,§gC°éaéé0§é@0§0%50wé€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180129-asal

€023Y%" e£V2d" @

&, T/ e€85@®a@,a,<e£%23" @

ae8, T8/t ok§39 F€Qe-3O®4, 5,3, e£145" 93 S5@55®Ye|Ea@+5,ES,« Cisco ASA
8,%3F3F°3,15,83,C30« %IO—3@ ' 3%:+6Y;3,/3055Q IO —3QUIO™IE,

3000 &, -af%afY4a,°¢" Eae¥c""a »a, af ¥af%af ta, £ & ¢af —af©4§, od, ¢af3a, 1iv/a’ | SAT1YH%0
ASA 5500 3, -8f%5f .8, %@ ©a; edz<d,»3,af¥afafta £ a,¢af—afo©3a,023,¢afa,"
Cisco ASA 5500-X 3, -af3afYsd, %aenja,—a»£af+4, |8, 04, ¢4, |8 OafYV.af «eLY-A" € ¢I4n
Cisco Catalyst 6500 &, -af3afY.4,° & 14 caf faf @3€53,"3€> Cisco 7600 &,-3faf%3,°
af«afihd,;c" a@® ASA 3,uafnafa," afca, afyafaf«

ASA 1000V & af©a,|af%o af 4, ia ra, ¢4, 13 Oafvaaf «

6@ ©3;00a7¢3,»3,af¥afaf 13, £a»®aefa,Caf—af©3,03,¢a533, %4 ASAVIY4%o
FirePOWER 2100 &, -af%afv.4,° 8 »8 af ¥afeaf 14 £ a ¢af—af©4a og ¢afa!
Firepower 4110 & »& af¥afaf ta £ & ¢af—af©3a na, ¢af3a,*

Firepower 4120 & »8 af¥afaf ta £ & ¢af—af©3a na, ¢af3a,*

Firepower 4140 & »8 af¥afaf ta £ & ¢af—af©3a na, ¢af3a,*

Firepower 4150 & »& af¥afafta £ & ¢af—af©3a na, ¢af3a,*

FirePOWER 9300 ASA & »3 af¥afeaf ta £ af ¢a,  af¥afVaaf «

Firepower Threat Defense 8 Y28f+af "4, 8, 88, ¢iva FT Di%/4%o

FTD Virtuava FTDViY4%o

ASA &,v4f+af"a,18,88,¢

2 GQPRe| FP8I@ I€Qa ORI —39«e,TaAN+xe€’3@B®A"Ae d@™4,« Cisco ASA


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180129-asa1

FQ®ROVYef)3, (i@ —iQNIQP™I€IQ’IQPRI"—39«3@ F€@CLI 5,33f23F33F%0 show
running-config
G983 uxe-3€@ efLia@ac@e,Tal+rc8i@P®I™ace " d@™a,4,°afaf8,£3,®afYaf-afa, af8afa, ¢uos

oY ef Y2

Adaptive Security Device Manageri¥s"ASDM Y90

AnyConnect |KEv2 Remote AccessiVs 8, af©3 od, Caf3af" & ff Vaf" 8, leandhoaStae™, i%%o

AnyConnect |KEv2 Remote Accessiys 8, Bf©8, o3, ¢af3af" & ffYaf" 5,1, i8Stee™, i/ho

AnyConnect SSL VPN

Cisco Security Manager 2

& Bf©O3 08, CAf3af Af -8, SSL VPN

& «af faf & 'af «afYa
af—afa 4 iV 4@ E3@ af@afuif 3@8a»-3@®,T81+3 @ eOYef L3 "¢, 398073, 93¢>3@ |4

BfAfYA, «Bf «P@e  hELETA CAIYA%0

Mobile Device Manageri¥s M DMiY2o3f—4&f4, 4, -3

afcaf @a,ndf« af |, af%a,q a,»a,af¥aseasta, £iv4" MUSI%4%o

Proxy Bypass

REST API4




oY efYs

Security Assertion Markup Languageivs SAM LiY%o8, -&f 38, °&f « &, fi, 0éif 38, % 3iYs SSOiY/%0°

LIASDM &@ 3€@ nhttp 535 28f38f %2958 " AR5 +5, E3OVC ,3°5O® IP

3,C8f%03f-3,'3€«8 hIP—3©  3OPIH:L,TaVtIH8IQ™AE,

2 Cisco Security Maneger 89 &€ hitp 3 33f78f5f %0458 " A®33 €3, E3QY( , 3250 ® IP
3,C8f%03f-3,'3€«d hIP—3©  3ORIG: L, TaltIH8IO™SE,

3MDM &f—3&f4,5,-a€ a€€3,%23f+af 3, |a,83,¢ afafasia,’ 9.3.1

3€<3,%08,paf@asrhaf 3€+3,E3@ | 3,3 Q%IQ™IE,

4 REST APl 4@ 3€@3,%23f+af3,!3,83,¢ af*afeafsa," 9.3.2 3€p<3,%0d,uaf @afaf a3, EI€Q http

8,33 785 %oa@§& ARG +3, EFOYC ,3%5Q® IP

3,C8f%03f-3,'3€«d hIP—3©  3ORIH: L, TaNtIH8IO™IE,

5SAML SSO 4@ 3€€43,%2af+af 3, 4a,83,¢ afiafiafa,” 9.6 3€<3,%0a8,af@afuaf a3, i@ | 3,3 @9%HaQ™AE,

show asp table socket | include

SSL |DTL SA,38f 2838 %od,’ &v4C A —a € | aE@ar» e, @IQ®TCPAfQafhAS 3€@8SSLIQH%4IQPYa€ D
aftaf€a,n3, 398558 "3Q®E 3QPPrOYefLIQE 1

3@ui»¥s Se AR339 3, Fi@  5€,5,3 30 3€QIQOQIGPIfIAfQPE,nE, 49«5 ¢,T81trE85QE:
3@ DTLS 3@®afa,'afafa,° a,%a,taffaf a@Ee " a®3a @3, 3@ | 3€,3,< ASA
aftaf€a,nd,'a /i@ —i@ | i@, QNIG™MIE,

<#root>

ciscoasa#

show asp table socket | include SSL|DTLS

SSL 00185038 LISTEN 172.16.0.250:443 0.0.0.0:*
SSL 00188638 LISTEN 10.0.0.250:443 0.0.0.0:*
DTLS 0018f7a8 LISTEN 10.0.0.250:443 0.0.0.0:*

39 %3 Y3€€ show asp table socket stats protocol ss

3,38f 28f38f %03,” AR Y &j Ea@p—a€@aF™afa,'a@® SSL

4,-8,'aftaf 4@®cute "ef...4 +3,'41°45>39 —39 | (C°2°QIHP™E 5939 "], 50839 QI0%IO
GQ®cute "xf...d 13Q«IQ IE€QPIV,C ®IQ—a;jafiaffa,»afha, a@®x-"aQEE| cn°i@3,EFEQPA
aftaf@a,nd,'a@«e,Tal+e€83@Ea"a dQPMI i@« 3QO0IQPTaQE,'e0C°aQ«(( QI P8I QP V3

<#root>

ciscoasa#

show asp table socket stats protocol ssl



NP SSL System Stats:

Handshake Started: 83
Handshake Complete: 60
SSL Open: 7
SSL Close: 285
SSL Server: 84
SSL Server Verify: 0
SSL Client: 0

o V&% AREQ ®I K Ev2aeOY &f Y44, »3f fAf 4053 €@V 0na@ " 5€23,¢SSL

TCPaf3," 5fa535,°8, %3, +3ffaf 3€ Ere%dS'd@ <33 H L5 |3€,39%3€>3,"3@Ea€Qe,Talte
a,°af2af*af%o show running-config crypto ikev2 &, a®Y & Ea@™a, Ed @ °a€@crypto ikev2

enable

a,2afZafaf %03 @ (Ed,2afaf+3,£4,@aF¥af-af1a, -aF8afPa @« " aRsa@4,(Ei@ | 5€,3,<a9«aQC

<#root>

ciscoasa#

show running-config crypto ikev2 | include enable

crypto ikev2 enable Outside

8RY &(E3, 3af3af -4, £4, ®AfYAf-&f V.4, -Af Saf3a€p« crypto ikev2 enable

8, 3af 7af3af %oa@ Ee AR5 +3,Fa€ | 3€55,55€€ anyconnect enable
a,%af7af%f%.a€p (€, cafafuaf@af« webvpn

8, 3f%8f 3, £8 @A YA -af V8, -Af S35 «a @ «3Q %A, i@ | 5€,3,<4 39 I€HIQOIH® ASA
aftaf€a,nd, 3«8, e, 18%+e€83QES 3 Q™SI " CEFIQ "5, %0d, EFQHIQ™IE,

ARYe|Ea@—a@ |a€,a,« ASA 4,%23F+3F4,4,84,¢ afPafafna,'a@B®ccoe’ 9

aftaf €3a,03,"39830Ye|E3@—3€ | 50,3, Cisco ASA

3,%,3f+3f°3,14,83,C3@ER,Ta1+3 @5 55113, 3@ «5Q, 3@ V5,395, '(C°°QIO™3H, 39«39 3£HC
3€+<a,%0CRjc@Te€...2 " ©e™@Pa@8 show version

8,38f Zaf3af %od,” A®Y &jEAP —a P %AQ ™A€, Af t5f ©3,13,"3€ & Cisco ASA 3,1%,3f-3f"3,!4,83,¢
afeafeafa," 9.2(1)

3,40V Fi@—3€ ' 5€,3,4 40 3@ €93 375 5 %03 @®I1°85>39 *-id@B®3%AEH®S, 3@ Ta

<#root>

ciscoasa#



show version | include Version

Cisco Adaptive Security Appliance Software Version

9.2(1)

Device Manager Version 7.4(1)

Cisco Adaptive Security Device

Manageris ASDMY%08,” 8/2:C" 6€p—3a€p | aftaf€a,na,'a, (Ric@Ta@—3@ | 3€,3,<3 3@ 3@ A€Qaf:
3,!3,£333f%03, | 5€ Q3@ %3@Y3€ Cisco ASDM

3,!3,£35°3f %03, @ ®&- | 4 Sa€«3,1.3faF3,!5,85,¢

afeafeafa,'a@Ee; ¢u°d@ -3, E3@KaQ™aE,

FTD & %28faf"4,18,84,¢

G 'aQ®e,Ta1+x€83 @ F€QPrretd" @IOPPRI;PrLr, d@:a,%3f 3 4,4,83,C
3f2af2af13,'a,"3,58% @3 Q®IO™39'3€  3€® FTD

af*afeafad,' a@«e©%31 " aQ@—aQNIY™MI€, Q"I QRAfFEFEf1E, dQ«3 @ E@Firepower

3@ ®3,%531%43f%05€¢  ASA

G@®3,°3f 1435 %03 @ Ea je-'3@«aQ%3,EiQ | 39,3 @%haQ™I€, 0 °iQP«IQPri®, i@ | i@ ACHPIE
Cisco Firepower Compatibility Guidei/a Cisco Firepower & ae@p>a2€8d,~d,485%01%%0a€ @3 @ ®RIEE
Firepower Threat Defense Devicesi4 Firepower Threat Defense

aftaf€a,nd, 1% %0G€@0,'09,¢..80@—0€ | i Q@& 1©:00,0¢,

2 AP ®e| Q8@ IEHPI  IOB®I—3@«e,Tal+r€83QB®I"ace " d€9™a,« Cisco FTD
FQ®ROVYef3, (I QP—iQNIQP™I€IQ’IQPRI—39«3Q F€QCLI 5,33F23F3F%0 show
running-config

383" rx-3@ ef1La@E€@e,Taltr€8i@B®A~ace d@™4,<3,°af3af8,£3,®af¥af-af1sa, af8afa, ¢roc

EOY efYe 8, 1&/teE85@®a~ace " a@™a,«d,2af af+a,£a,@af¥af-afva, af

http server enable <port #>

HTTP & fif V" 8, laso6odSH 1 _ _
http <remote ip_address> <remote_subnet_mask> <interface_name>

AnyConnect IKEv2 Remote crypto ikev2 enable <interface_name> client-services port <port #>
Accessiad, af©4a na, ¢af3af” webvpn

3, Af VAf" 8, laadbodSiae™ , i/9%02%€ 93| anyconnect enable

AnyConnect IKEv2 Remote crypto ikev2 enable <interface_name>

AccessiVa a, af©4a na, ¢af3af” webvpn

& fifYaf &G, i8S, i/5:2¥@3 | anyconnect enable



https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_070E1908889545BDB6CC564676202628
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_070E1908889545BDB6CC564676202628

&OY efz 6, TaVtoE8a@®a"ace "a@™a,a,’af afa,£a,@af¥af-af1a, af

webvpn
enable <interface_name>
1HTTP a0V ef-5€ a€@Firepower Management Consolei’4a"FMCi%4%03 @ ®3€@[Firepower Threat

AnyConnect SSL VPN2@3

Defensedf—af©affas af-a,0afnaf & a®si% Firepower Threat Defense Platform Settingsi%%o] < [HTTP]
59 820we%0a5'5Q«a 9549 QIO NIO™

2 afeafcafvar & 68 8 »81 VPN aoY ef a9 a€@FMC 3@ ® [affaf€3,53,"% Devicesi¥%%o] [VPN] >
[Afeaf CAfYAf &, ¢4, 8, »8, liVs Remote AccessiVio| 3@ a @ %a@Ya@ a€@Firepower Device
Manageria"FDMi%%o0a @ ® [aftaf@a,=a,"i"a"Devicesi¥a%o] >
[aFPafcaFaaf a,ca, a,»a,"VPNi%a"Remote Access VPNi'4%o]
39820%035'4Q «a PO PAONAG™AE,

3 afeafcarvar” ¢4 a»41 VPN oY ef A a€@a,kaf-af'a,! 4,83,¢ afafafs,’ 6.2.2

3€<«3,%0d,paf@afhaf 3@-3,E3@ | 3@, aQ%IO™IE,

show asp table socket | include

SSL|DTL S4,38f 28138 %08, 8Y5¢C" 5@ —3@ | IE@arr e, @IQB®TCPAfFQaf1LAS 3@ 8SSLIQP%IQYa€ D
aftafa,na, 298358 "8 3@®=20OYe LI E 1

3@ui»¥s Se AR339 3, Fi@  5€,5,3 30 € QIO QIOPIfIAfQPE,nE, 39«5 ¢,T81trE85QE:
3@ DTLS 3@®afa,'afafa,° a,%a,taffaf a@Ee " a®3a@+3,E3@ | 3€,3,< FTD
aftaf€a,nd,'a /i@ —i@ | 3@, QNIG™MIE,

<#root>

firepower#

show asp table socket | include SSLIDTLS

SSL 01ffb648 LISTEN
DTLS 00009438 LISTEN

L
RN
RN
RN
NN
SIS
s
s
s

39 %3@Y3€€ show asp table socket stats protocol ss

3,38f 28f38f %08,” A®Y &j Ea@p—a€@aF™Mafa,'a@® SSL

4,-8,'aftaf 3@®cute "@f...4 +3,'41°45>39 —39 | (C°°QIHP™E5 939 "], 50839 QI0%IO
GQ@®cute "xf...d 13Q«IQ I€QPIV,C ®IQ—a;jafiaffa,»afha, a@®x-"aQEE| (n°i@ 3, EIEQF
aftaf€a,na,'a@«e,1al%+e€83@Ea"ae " 3Q™3,« Q@ 3QOIQTI@ 3, '(C° QI PP QPIOHIQP™IE

<#root>

firepower#

show asp table socket stats protocol ssl

NP SSL System Stats:



Handshake Started: 44

Handshake Complete: 42
SSL Open: 2
SSL Close: 77
SSL Server: 45
SSL Server Verify: 0
SSL Client: (]

o V&% AREQ ®I K Ev2aeOY &f Y44, »3f fAf 4053 €@V 0na@  5€23,¢SSL

TCPaf3," 5f3535,°8, %3, +3ffaf 3€ Ere%dS'd@ <39I H L5 |3€,39%3€>3,"3@Ea€Q9e,Talte
a,°af2af*af%o show running-config crypto ikev2 &, a®Y & Ea@™a, Ed @ °a€@crypto ikev2

enable

a,2af2aaf %03 @ (B4, 2afaF+3,£3,@aF¥af-af1a,-aF8afPa @« " aRsa@4,(Ei@ | 5€,3,<a9«aQC

<#root>

firepower#

show running-config crypto ikev2 | include enable

crypto ikev2 enable Outside

ARY & (B3, 3af34f 3, £5 ®AfYAf~af V.3, -af 84f5€« crypto ikev2 enable

8,%af 783 af %oa @ Ee " A®33Qa,EA | 4€53,5a€@anyconnect enable
a,2afzafaf%o0a @ Ea,cafafnaf@af« webvpn

a,afafa £a,0af¥af-afna, afsaffaQ«a9«aQ9%a, (i@ |i@,a,<d 39 i€QIi09IO®
FTD
aftaf€a,ra,'a@«a,,e,tal+te€83QEA A" 49 ™a,<3Q eE€FfAQ " 3,%08, EaQHIQ™AE,

A®Y e Ea@—a@ 30,4, FTD &,%2af+af74,|4,83,¢ affafafna,'a@®cce’ @

cRic@Te€..2 " ©e™@Pa@8 CLI a€+<3a,%o0 show version

8,38f Zaf3af %08, 2. Q" O ™A,<A QA a9 «a,”a,SAEHFTD

afrafrafaa,’a, cCcce’ Qa9 9 @a9naH™aE aftaf@a,na, 383, %afaf"3,15,83,¢
afeafeafia,’ 6.2.2

FOTARVYeE3€+3, 3¢ | 5€,5,8 39 €9 x-3QBREHIPP], 3@ TIP«395,55QUIQ™IE,

<#root>



show version

Model : Cisco ASA5525-X Threat Defense (75) Version

6.2.2

(Build 362)
UUID : 2849ba3c-ecb8-11e6-98ca-b9fc2975893c
Rules update version : 2017-03-15-001-vrt

VDB version : 279

&, taYree€8a, 4@ «d,"89839,39°39,30"39 49 ECC°e 9aO 4, EaHYeLa"§

& -8,15,3%5€ a€@AnyConnect a,»3,af¥a,¢C afcafafrasta,c
3, 4f04a,na,Caffaf a@«3@ ¢,Ta%+xe€8i@EI"ar i9—319%3€,509"3@ 3,((°°QI9—i® 3@,

—EQ®E, 3,3 f1h8" Q9 «59559,3Q | IEHIO"TO®S, Caf%oaf @, 13,0359 ®AV+EY: 5, 89 —3

DIEQP G-

5O IQP®L,Ta%+2E83Q®AN+EY;3,/49—39'3,IO™MIQ 3@ 3QRROYEfL3QP«a Hhi;eIP8IQP T, &
3,Caf—3af03,13,¢3F%3,'39 AQRC®cO13,¢3, 4,»3,'3€ 3€Q@a—C((YYaQPB®I;ié 133, EaQYahHa, af"
CLI &,355235355%o http <remote ip_address> <remote_subnet_mask> <interface name>

8, 8locC" aQp™E, & 8@ IO «E™YPE, %08, FAQUIQP™IE L0 IP«IPIQ, 30 | 3O FE€QIE/Cisco
Guide to Harden Cisco ASA Firewalliva Cisco ASA Firewall

GO RAF@af 435 %0aS <338, @ «E-Ca@™E,<8,-3,'3,% 8,738,803 %0i 1% %0 I € @I Q®IEEENable HTTP
ServiceiVa"HTTP



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html#anc15
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html#anc15
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html#anc15
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html#anc15
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html#anc15
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