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Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20171212-bleichenbacher

åˆ�å…¬é–‹æ—¥ : 2017-12-12 15:45

æœ€çµ‚æ›´æ–°æ—¥ : 2018-05-18 17:31

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.6 : Final

CVSSã‚¹ã‚³ã‚¢ : 5.3

å›žé�¿ç– : Yes

Cisco ãƒ�ã‚° ID : CSCvh00296 CSCvg74693 

CSCvg97652 CSCvh10981 CSCvh25064

CVE-2017-

15533

CVE-2017-

12373

CVE-2017-

17428

http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh00296
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg74693
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg97652
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh10981
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh25064
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-15533
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-15533
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12373
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12373
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17428
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17428
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Fixed Release Availability
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Cisco WebEx Business Suiteï¼ˆMeeting Centerã€�Training 
Centerã€�Event Centerã€�Support Centerã�ªã�©ï¼‰

CSCvh10981 ä¿®å¾©æ¸ˆã�¿ã�§ã�™ã€‚ï¼ˆ2018å¹´1æœˆ15æ—¥ï¼‰ 

Cisco WebEx Meetings CSCvh10981 ä¿®å¾©æ¸ˆã�¿ã�§ã�™ã€‚ï¼ˆ2018å¹´1æœˆ15æ—¥ï¼‰ 

Cisco WebEx Messenger CSCvh25064 ä¿®å¾©æ¸ˆã�¿ã�§ã�™ã€‚ï¼ˆ2018å¹´1æœˆ15æ—¥ï¼‰ 
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Cisco ACE 4710 Application Control Engineã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ CSCvg74693 ã�“ã�®è£½å“�ã�«ã�¯ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�®æ��ä¾›äºˆå®šã�Œã�‚ã‚Šã�¾ã�›ã‚“ã€‚1

Cisco ACE30 Application Control Engineãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ« CSCvg74693 ã�“ã�®è£½å“�ã�«ã�¯ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�®æ��ä¾›äºˆå®šã�Œã�‚ã‚Šã�¾ã�›ã‚“ã€‚2 
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Ciscoé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA):ASA 
5505ã€�5510ã€�5520ã€�5540ã€�ã�Šã‚ˆã�³5550

CSCvg97652
9.1.7.21ï¼ˆ2018å¹´1æœˆ5æ—¥ï¼‰ 

9.2.4.25ï¼ˆ2018å¹´1æœˆ8æ—¥ï¼‰ 

Cisco SSLã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ CSCvh00296 3.12.2.1ï¼ˆ2018å¹´5æœˆ18æ—¥ï¼‰  
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171212-bleichenbacher
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvh10981
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvh10981
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvh25064
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvg74693
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvg74693
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvg97652
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvh00296


1 Cisco ACE 4710 Application Control 
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2 Cisco ACE30 Application Control 
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Cisco Cloud Web Security(CWS)•

Cisco Spark•

Cisco Umbrella•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³  

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹
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Cisco ASA Next-Generation Firewall Services•

Cisco Content Security Management Appliance (SMA)•

Cisco Email Security Appliance (ESA)•

Cisco Firepower 2100 ã‚·ãƒªãƒ¼ã‚º•

Cisco Firepower 4100 ã‚·ãƒªãƒ¼ã‚º•

Cisco Firepower 7000 ã‚·ãƒªãƒ¼ã‚º•

Cisco Firepower 8000 ã‚·ãƒªãƒ¼ã‚º•

Cisco Firepower 9300ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco Identity Services Engineï¼ˆISEï¼‰•

https://www.cisco.com/c/en/us/products/collateral/application-networking-services/ace-4700-series-application-control-engine-appliances/eol_C51-728944.html
https://www.cisco.com/c/en/us/products/collateral/application-networking-services/ace-4700-series-application-control-engine-appliances/eol_C51-728944.html
https://www.cisco.com/c/en/us/products/collateral/application-networking-services/ace-4700-series-application-control-engine-appliances/eol_C51-728944.html
https://www.cisco.com/c/en/us/products/collateral/application-networking-services/ace-4700-series-application-control-engine-appliances/eol_C51-728944.html
https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/services-modules/eol_C51-728979.html
https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/services-modules/eol_C51-728979.html
https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/services-modules/eol_C51-728979.html
https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/services-modules/eol_C51-728979.html


Cisco Web Security Appliance (WSA)•

 

Routing and Switching - Enterprise and Service Provider

Cisco VPN Internal Service Module for ISR(VPN ISM)•
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ã�“ã�®æ–°ã�—ã�„ç ”ç©¶ã�§ã�¯ã€�å¾“æ�¥ã�®Bleichenbacheræ”»æ’ƒã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ç�¾åœ¨ã�®TLSå®Ÿè£…ã‚„ã€�æ–°ã�Ÿã�«å°Žå…¥ã�•ã‚Œã�Ÿãƒ�ãƒªã‚¨ãƒ¼ã‚·ãƒ§ãƒ³ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹TLSå®Ÿè£…ã�®ç‰¹å®šã�«ç„¦ç‚¹ã‚’å½“ã�¦ã�¾ã�—ã�Ÿã€‚ã�“ã‚Œã‚‰ã�®æ–°ã�—ã�„ãƒ�ãƒªã‚¨ãƒ¼ã‚·ãƒ§ãƒ³ã�§ã�¯ã€�å�¯èƒ½ã�ªã‚µã‚¤ãƒ‰ãƒ�ãƒ£ãƒ�ãƒ«ã�¨ã�—ã�¦å…¨ä½“çš„ã�ªTCPæŽ¥ç¶šçŠ¶æ…‹ã�Œä½¿ç”¨ã�•ã‚Œã€�é�žæ¨™æº–ã�®çŸç¸®TLSãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ãƒ•ãƒãƒ¼ã�Œä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚ 
 

ã�“ã�®èª¿æŸ»ã�«åŸºã�¥ã�„ã�¦ã€�æ¬¡ã�®è„†å¼±æ€§ã�Œç‰¹å®šã�•ã‚Œã�¾ã�—ã�Ÿã€‚ 
 

Cavium SSL SDK Bleichenbacheræ”»æ’ƒæƒ…å ±æ¼�ã�ˆã�„ã�®è„†å¼±æ€§ 

 

Cavium 

SSLã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢é–‹ç™ºã‚ãƒƒãƒˆ(SDK)ã�®TLSãƒ—ãƒãƒˆã‚³ãƒ«å®Ÿè£…ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œæ©Ÿå¯†æƒ…å ±ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚ãƒ¼äº¤æ�›ã�«RSAã‚’ä½¿ç”¨ã�™ã‚‹æš—å�·ã‚¹ã‚¤ãƒ¼ãƒˆã�«å¯¾ã�™ã‚‹Bleichenbacheræ”»æ’ƒã�«å¯¾ã�™ã‚‹å¯¾ç–ã�®ä¸�é�©åˆ‡ã�ªå®Ÿè£…ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸTLSãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�¯Oracleã�¨ã�—ã�¦æ©Ÿèƒ½ã�—ã€�æ”»æ’ƒè€…ã�Œé�¸æŠžã�•ã‚Œã�Ÿæš—å�·æ–‡ã�«ã‚ˆã‚‹æ”»æ’ƒã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�—ã�¾ã�™ã€‚ 
 

ã�“ã�®è„†å¼±æ€§ã�«ã�¯CVE IDã�¨ã�—ã�¦CVE-2017-
17428ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ãƒ¬ã‚¬ã‚·ãƒ¼Cisco ASA 

5500ã‚·ãƒªãƒ¼ã‚ºBleichenbacheræ”»æ’ƒæƒ…å ±æ¼�ã�ˆã�„ã�®è„†å¼±æ€§ 

 

ãƒ¬ã‚¬ã‚·ãƒ¼Cisco ASA 5500ã‚·ãƒªãƒ¼ã‚ºï¼ˆASA 

5505ã€�5510ã€�5520ã€�5540ã€�ã�Šã‚ˆã�³5550ï¼‰ãƒ‡ãƒ�ã‚¤ã‚¹ã�®TLSãƒ—ãƒãƒˆã‚³ãƒ«å®Ÿè£…ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œæ©Ÿå¯†æƒ…å ±ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚ãƒ¼äº¤æ�›ã�«RSAã‚’ä½¿ç”¨ã�™ã‚‹æš—å�·ã‚¹ã‚¤ãƒ¼ãƒˆã�«å¯¾ã�™ã‚‹Bleichenbacheræ”»æ’ƒã�«å¯¾ã�™ã‚‹å¯¾ç–ã�®ä¸�é�©åˆ‡ã�ªå®Ÿè£…ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸTLSãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�¯Oracleã�¨ã�—ã�¦æ©Ÿèƒ½ã�—ã€�æ”»æ’ƒè€…ã�Œé�¸æŠžã�•ã‚Œã�Ÿæš—å�·æ–‡ã�«ã‚ˆã‚‹æ”»æ’ƒã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�—ã�¾ã�™ã€‚ 
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ãƒªã‚¹ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ASAãƒ¢ãƒ‡ãƒ«ã�Œ2048ãƒ“ãƒƒãƒˆRSAã‚ãƒ¼ã‚’ä½¿ç”¨ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚ 



 

ã�“ã�®è„†å¼±æ€§ã�«ã�¯CVE IDã�¨ã�—ã�¦CVE-2017-
12373ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

SSLã�®å�¯è¦–æ€§ã�«é–¢ã�™ã‚‹Bleichenbacherã�®æ”»æ’ƒæƒ…å ±æ¼�ã�ˆã�„ã�®è„†å¼±æ€§

Cisco SSLã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(Bluecoat SSL Visibility 

OEMã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹)ã�®TLSãƒ—ãƒãƒˆã‚³ãƒ«å®Ÿè£…ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œæ©Ÿå¯†æƒ…å ±ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚ãƒ¼äº¤æ�›ã�«RSAã‚’ä½¿ç”¨ã�™ã‚‹æš—å�·ã‚¹ã‚¤ãƒ¼ãƒˆã�«å¯¾ã�™ã‚‹Bleichenbacheræ”»æ’ƒã�«å¯¾ã�™ã‚‹å¯¾ç–ã�®ä¸�é�©åˆ‡ã�ªå®Ÿè£…ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸTLSãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�¯Oracleã�¨ã�—ã�¦æ©Ÿèƒ½ã�—ã€�æ”»æ’ƒè€…ã�Œé�¸æŠžã�•ã‚Œã�Ÿæš—å�·æ–‡ã�«ã‚ˆã‚‹æ”»æ’ƒã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�—ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�«ã�¯CVE IDã�¨ã�—ã�¦CVE-2017-
15533ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ã‚ãƒ¼äº¤æ�›ã�«RSAã�«ä¾�å˜ã�™ã‚‹TLSæš—å�·ã�®ä½¿ç”¨ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®ç·©å’Œç–ã�¨ã�ªã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚Diffie-
Hellmané�µäº¤æ�›ã�«åŸºã�¥ã��ã‚‚ã�®ã�ªã�©ã€�ä»–ã�®ç¨®é¡žã�®æš—å�·ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹è£½å“�ã�«ã�®ã�¿é�©ç”¨ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ç·©å’Œç–ã�¯ã€�ã�“ã‚Œã‚‰ã�®æš—å�·ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã�ªã�„ãƒ¬ã‚¬ã‚·ãƒ¼ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã�®ç›¸äº’é�‹ç”¨æ€§ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ç·©å’Œç–ã�¯ã€�Cisco
Application Control Engine(ACE)ã�«ã�¯é�©ç”¨ã�•ã‚Œã�¾ã�›ã‚“ã€‚ 
 

ç‰¹å®šã�®Ciscoè£½å“�ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco Bug Search 

Toolã�‹ã‚‰å…¥æ‰‹å�¯èƒ½ã�ªé–¢é€£ã�™ã‚‹Cisco 
Bugã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªä¸Šéƒ¨ã�® Cisco 
Bug ID ã‚’å�‚ç…§ã��ã� ã�•ã�„ã€‚WebExç’°å¢ƒã�«é–¢ã�™ã‚‹è³ªå•�ã�¯ã€�Cisco 
Technical Assistance Center(TAC)ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
TAC ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�¾ã�§ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨

https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID


Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆäº‹ä¾‹ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’å ±å‘Šã�—ã�¦ã�„ã�Ÿã� ã�„ã�ŸHanno 
Böckæ°�ã€�Ruhr-Universität Bochum/Hackmanit GmbHã�®Juraj 
Somorovskyæ°�ã€�Tripwire VERTã�®Craig 
Youngæ°�ã€�ã�Šã‚ˆã�³testssl.sh/Drã�®Dirk 
Wetteræ°�ã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171212-

bleichenbacher

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.6
è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�®æƒ…å ±ã‚’æ›´æ–°ã€‚CVE-2017-15533ã‚’è¿½åŠ ã€‚CVE-2017-
17428ã�®èª¬æ˜Žã‚’ä¿®æ£ã€‚ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’æœ€çµ‚ç‰ˆã�«å¤‰æ›´ã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è©³ç´° Final 2018å¹´5æœˆ18æ—¥

1.5
Cisco 

WebExè£½å“�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ›´æ–°ã€‚è„†å¼±æ€§ã�®ã�ªã�„è£½å“�ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ›´æ–°ã€‚
ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€� Interim

2018 å¹´ 1 æœˆ 16 

æ—¥

1.4 Cisco ASAãƒ‡ãƒ�ã‚¤ã‚¹ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å�¯ç”¨æ€§ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim
2018 å¹´ ï¼‘ æœˆ 8 

æ—¥

1.3
è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�¨è„†å¼±æ€§ã�®ã�ªã�„è£½å“�ã€�ã�Šã‚ˆã�³èª¿æŸ»ä¸ã�®è£½å“�ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ›´æ–°ã€‚CVE-
2017-12373ã�®èª¬æ˜Žã‚’ä¿®æ£ã€‚

ã€Œè©²å½“è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã€�ã€Œè©³ç´°ã€� Interim 2017å¹´12æœˆ21æ—¥

1.2 è„†å¼±æ€§ã�®ã�ªã�„è£½å“�ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„è£½å“� Interim 2017å¹´12æœˆ15æ—¥

1.1
è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�¨è„†å¼±æ€§ã�®ã�ªã�„è£½å“�ã€�ã�Šã‚ˆã�³èª¿æŸ»ä¸ã�®è£½å“�ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ›´æ–°ã€‚CVE-
2017-12373ã‚’è¿½åŠ ã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�Ÿè£½å“�ã€�èª¿æŸ»ä¸ã�®è£½å“�ã€�è©³ç´° Interim 2017å¹´12æœˆ13æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ â Interim
2017 å¹´ 12 æœˆ 12 

æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


