Cisco Network Academy Packet Tracer
DL Laf—afaafafvaf%.ae ®e, tavate€s

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2017-
M ediun$e171115-cpt 12313

& @a..~é-e—Y¥ : 2017-11-15 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 4.2

&76€¢¢- : No workarounds available

Ciscoaf€ea,°ID:

Yoo 78«8, d,«ef...4 139 A€Q e 7aP«a,"a,«aZYe-1a9REPZA...aY a4
Al

av el@

Cisco Network Academy Packet

Tracerd, Y2af«8f"4,13, 88, ¢a@®a;jé %50§50050350,,aen0eg'céf‘é,1é0®é,,’ré%iae€§é@«é,”é,§é€0g®ig

4@ 3@®e,Ta%+e€83 €@ A€QAfaf1hiaf%od €3, (ES, A% @aQP®DLLASE,3,0af«3@B®If,'a@ "af3,ia,ne
Windowsafa, af 3€83,25578F3 5 %03, a®Ye|FA@ 839 €3, &f1hx€83€ E3€,5,559%IQ™IE, 2"
3, af-affafa, -affaf«a@Ea;...6 | @I @33 Q™aE,

59 "3Q®e,T81+2€83Q«d %3t AO™E D76 Qc-3Q 30,5,550%3>3,"3€,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§50050%50""é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-cpt

e028Y2" efA" @
&, T8V oet8AQ @A, 8, <RE128"§

GQ"3@®e,Taltr€83¢ 3€@Cisco Network Academy Packet
Tracerd,%,af+af"a, | é,§é,CéQ«éVziéVJ_é,’é,Zé0%0%50“"5&

&, Tal/c-oc88, 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y4, EGQVRELI"§

@ ®3E, 3,3 f1L8"9I9«I955P,3Q | FEHIO"TO®S, Caf%oaf @A, 13,0359 ®IV+6Y:5, 89 —3


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-cpt
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12313
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12313

H76€p¢C-

G "a@®e,TaV+r€83@«a 34t é@TMé,<é>2é0('_g—é®_~0,§,§§Q%éé>§,“é€,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

5, V5Af+af 4,5, 84, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 7@ ™3 6539 «3 @ F€@[3,3,"3,339®F,»3,3]
Security Advisories and Alertsi%%o]

af3a5%3, 3€8a.. Y% d@83Q945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf 3,13, 953, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afha, af8af*a, Qi P—i@ | i QP QIQ 393 €,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | 3€,3,afiafastarsasrs, af—afaf€a,nafeaf1aa €«
3, @2£A"OC¢" " 8%a%<a@ "a...~avh@Pc™oe;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,3, TaVtr€85€¢

8108

5@"a@®e,Tal+xr€85@ F€@Fortinetd@®FortiGuard Labsd€@®Kushal Arvind
Shahe°@a@«a,"d@Lae | ERERERET X ié’§§0'§,CE<§Q%§0—§QVé€,

URL

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-cpt

o 1", A Yo

df@afna, afsas a7 8,»8, 3, -Af8af3| & af Tafvaa, ¢a,t Yoy~
10 @878, 6-AFAPEUE, Finl 2017 8" 11 e
: >23...76~< -
) 15 0¥

éA@Q” "é:égln

a8, Caf %oaf @4,13,93°5€ ¢, 8 98 %hiP®], iQPI4 190—i19 i9 ' 29QiIi9—i@ 3155,55¢
e0e-3,Caf%03f 93,13, 13 3@®xS...4 +3€53," 30358, 3@®a ¢ 3@ «E-CAP™3,@-EmIPBE €
3O%IQOVIEHE, 3,350 0e-3f%05,3f¥afAF A GQ®AT..AR'E,8°7 4S5 @ —3 € «an%oze> 3@ —a€
aae-3, Caf %odf € 8,03, 95f8@®e " 7e;°at...aR'a@«é-CIQP—3@ | xf...a +é..948/id9® URL


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171115-cpt

3,/ CR@PCYiQ—IfQIP («(IP®e»(2Y%0d,, 2, 33, 2-1IQP—3QYa 39 F€ QI (nUIYP TR
3O "a@®If%oa, af¥afiafaf d@®axf..a +t3d@ €45, 3,"3,°eL£13"@IO®E, afaf%oaf| 45143,93,'a 34€4i:



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



