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Build Type. ... ..o DATA + WPS

&, T&l/ctacE8a,’ 4@ «A,"3 9836, 39%30,30 30 " AOECC9aH 3, EFO VL3O
459 ®3, 5,506 QI EO53 9,30 | HEHIO IO B, Caf%0af @513, 15PIO®EY:EY: 3,89 —5
O w 7
DZEQPiC-
59 "3Q®,13%tR€85Q«d %At AQO™I D76 Q-39 3€,3,550%33,"3€,
a =t a@éa,2afaf " a,,4a,8a,¢
5, -4,15,%€@ 39"3Q®3,Caf%0af€@5,13 9339« "21%03 @3, FIQPYe,Ta%+eE85@«d %At GQ™E C,i
3F@afus, af55F35@ a5, EAFUAF@EFE
8,»3ffaF 59«3 %IP—30  1ORIP:IO 105,550 %IOMIE 10 9IO®I, 591505, 153555, 14,83,

http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .html

3O UIPYICPIOSABC 8 5O ES,1Laf5f 3, 8,85,¢5,af€3, | 3333 143f%03 @83 Q Q3 A ORI F€Q3,
8,Caffaf—3&,°af~af%haf%o3 @83 Q™A€ i3, YaO®A,»3, AF¥AfEfTE £ &,1,3f4f 5,1 5,83,¢
5,Caffaf—aftafuif 3«3, dQLIQ | FEQIOSARC 28 3P -39 —3€,5,23f4f5,15,83,¢
3f03,08,»3f33, 369 &; 138 &,1.3f5f 4,1 4,85,¢ af+3,£afuaf@afE

3»affaf 3€QIONIGYIQ afia, AfFAf af2af"a, AF8af
5,Caffaf—a,°af-aflhafthod@«d %IQ™i e OE™PIPEs»"575€+3,F5,5Q"39 36 3€,3,550%3@


http://www.cisco.com/c/en/us/td/docs/general/warranty/English/EU1KEN_.html

8, 158f+af 4, '4 88, CA@ ®3, CAffaf—3,°5f 3435 %03, aerced " 73Q™5,«653Q«3@ 3€[4,°5,"3,25€9®5,»3,3
Security Advisories and Alertsi%%o]

3f355%3, 3€83.. Y %o d@83@@5,<5,-3,'5,3e£1,8" @ AQ®F,CaF%oaf 4,13, 955, a®320eY (S, 5@ «39,C
3,135 Y5853, 3835, QIQP—3@ 3O QIO 593,55,

59,5033, E3QP®A 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,<aft5f@a,03, 3@« @ @3 ta@2af;af¢a
Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3 3¥'(,i@—3Q é@,,é,éa‘iéﬁéf’réﬁéﬁé,1é.f—éféf@é,néféjéf%ééc

& ffvAafa8¥c, s a9"a"0¢" " 59839°50,0Sa0CRs"

3 -3,13, 3é0<é,%og>'ae2¥é3%é...¥é@—éQVéQCE Cisco Service Contract

3,/89"8°0¢" " 39,39V3i@ 39,30 39,39°39,3 3Q I€QPIONIQYIEHPA, LA 1LIT %S 3f1hAFTE, £5F™
POS 3€+<3,%04...¥2%0«3 @83 @ @39°3€,2 2@ 3@ a€@Cisco TAC

AQ«EELC|aO—a@ | 3,Caffaf—a,°af~aF1haf%0d,'d...¥e %0 i @P—i@ | QPP 33 ,aE,
http://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worl dwide-contacts.html

G, i8, V& CAf faf—& °Bf~3f VA %8O ®F %e1ief 13" 93953 0,5,30"3€ 3,/ hae 139—ie 56,36V
URL ,/3@"¢" ", 9iQ@i® i€ 3@ ,3E,

a®xfer " a@iafrafrastaa,’

8 «8,18, (Af 78 V.8 3€QIQ"IQP®E »3, 3, af83f3Q®e| dP«x%IQPLIQP | I€QEHOI T3 Efafafa,
3,%3f°af¥afa, af83f%a, ¢ QI P—3@ | GO OIY 3939 ,3€,

* Cisco-sa-20171101-aironetl:Cisco Aironet
15603€€28003€ € 3€ 53, 3€3380043,-3f2af%4,°3,¢a3,”a,»3,'af@a,0af3af af—afOaffaf af+a,0afs
* (Cisc0o-sa-20171101-aironet2:Cisco Aironet
15603€€28003€ @ 3€ 53, 3€3380043,-3f2af%4,°4,¢a8,”a,»3,'af@a,0af3af af—afOaffaf af+a,0af s
Authentication Protocol(EAP)a€@®DoSe, talitae€s
* Cisco-sa-20171101-wicl:Cisco Wireless LAN Controller Simple Network Management
Protocol (SNMP)a@®afijafcafiafiasa, a€«a, aDenial of Service(DoS)a@®e, Tala+ae€s
e (Cisco-sa-20171101-wic2:Cisco Wireless LAN Controller 802.11v Basic Service Set Transition
Managementad€@ ®Denial of Service Vulnerability

& aQ®e| Q3@ 3€QI | IORI—3€«4, 4,5,
a,%af+af"a,a,83,Ca@®afafrasa,'a, (ri@—i@ | 80,5 @%IQ™I€,8,3nRIPRI"—3Q F€QPIP IO

8,-4,8,%f & 0afoaf-4" | 59"a@®8, talt2 €SP« hIP—30 | 4;0rfe, 50:40Qr7 " 4Y aFas
LAN

8, 8f2af AfafvAfo

8, 14Af-af 4, !5 84, ¢



http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171101-aironet1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171101-aironet2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171101-wlc1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171101-wlc2

afeafeafyvaa,t
Prior to 8.0 8.0.152.0
8.0 8.0.152.0
8.1 8.2.166.0
8.2 8.2.166.0
8.3 8.3.133.0
84 8.4.100.0
8.5 8.5.110.0i4" af 2af 2afY.a, 18 AR SIY.D%bo

éanféA@)g""é%é%(éQ"é...-léMthTMoéi o

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,Caf%oaf@a,nad i@« "e%%id@ 3, Ei¢ | 39,3,€,TaNtres5¢

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171101-wicl

o' 1g", At ¥ee

af@afva, afsas é

WLC &f%f2%fv41 825 8.3

11 _ . _ .
3@ IEQIPSARNCRT IQRI QEEIQ«A 4t a@™E,«3QYE, @IQ«AT@Af"Aaf«ASY

1.0 E@DZa...~é-afafafna,’

d'©¢" Q¢ .,

ae0ed, Caf %odf 3,03, 95°3@ ¢,i8, 98 %hIQPRS, IQPPIQ IQ—iQ iQ 2QQIWIO—3€  3€535,55¢
e0e-3,Caf%03f 3,03, 35 ®xef...8 +t3€55, 493338, a@®a1iC" Q@ «é-CAP™E @2 IPBE €
FONIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3®5,8°" 4S5 Q5O —3 @ «an%oe> TP —a€
a0e-d, Caf%oaf @ 4,08, 35 Q@@ 8081, 4R 3P «é-CAH—3@ | f..4 +6..95;i5€9® URL

3,CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥aF3FAf 3Q®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF 143, 98,87 Y4biE


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171101-wlc1

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



