Cisco FXOS 4€Sa,”a€° NX-0S &,-3,"aftaf
a,%2afaf"a,'4,8a,CiQRe° Qe " 1i€Pe Q9a@P at

&, ¢af%oaf € a,na, flaFraFnlD : cisco-sa CVE-2017-
H |gh 20171018-aaavty 3883

&@a...~é-«@—Y¥ :2017-10-18 16:00

ae0eECLBe se-"ae—¥ : 2018-05-08 13:55

af @afva, afsasf 2.4 : Find

CVSsa,a,%4,¢: 8.6

76@ic-:Yes

Cisco af€4a,° ID : CSCur97432 CSCvb93995

CSCvf64888 CSCvg41173 CSCvc33141

CSCus05214 CSCug58760 CSCve03660

CSCuq71257 CSCux54898 CSCvd36971

B Yoee-&73@«ad, d,«ef...3 t3@ A€QecteZi@Q«ad,"a,<aZYe-13Q9REQZA...~ a1 a ¢
&, 8o

Cisco Firepower Extensible Operating SystemiVa FX OSiV2603€p 53, a€> NX-0S 3,-3,"'aftaf
3,45+ 3°3,15,83,Ca@ P2 QL UICHL QIO €A, CA,«8, | AfPEFTE,£3F8, %114 AAAI: %03 @ BEABYEE. .. 5€

aee-8, 1a/+oeE85€ a€@af-af«afhaf af-a,0afna,’ afa, °a,naf

5,05,08ff3, 3@ 3@ 03«3, 3,55€90%31"af+af 94,13, 4@ «é«"é »3° | 4@ ®Ef3,°4,naF 5@ T ! &S
af—afa, »3,'a@«a,"3 QL3 | 3€E@NX-0S &,-3,'aftaf

afzafepasa, af£a@Ea,aflhaf—a,cafoa,naf-

afiaffa,»afa, 3,99 —a/ii @89 PiP a9 VPIQ5,3Q"3Q AP« D dQ—3@ |39, 3QNUIG™AE,
FXOS aftaf@3,03,'5985@ €93 Ex8 3Q®SN2’°93683,,5€94,3,"aftaf

3fiafCariQ i~ 39%3€,c5x. .98 hifQPIP8IQOQIOUIO™MIGTIEHAAA

3f—3f3,»3,'3@F3°" 2eYi@ 3@t @Lu-d-319—3€VY3,S5€QAftaf@ 5,05, 5@ EAfEfaf 1435 %0 3 @—a-

& »aife€...a@EI€QAAA 3 »a,af¥afeasta £

a,uafuaf'a,'a@Ee a®sE@ 3, E3@ | 39,3, <aftaf€5,03,'a@«3 %IQP—3@ | 3€Qaf-af«afuaf af-a,0a:
afa,°a,naf

5,038,033, 4,/a»2)>3€9'3,30"3€ 3O83EQre-8,T8%+eE83,'d @RfE OC" IQ™I 3@ &f1hxe€s3§
3,73,3,'3f—3f3,03f 3@« @ASYIQO—3OYE 3O 3EQr"»2'fEE.. .39 &,T8%+E839®E+EY:4, 36


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur97432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb93995
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf64888
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg41173
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc33141
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus05214
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq58760
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve03660
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq71257
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux54898
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd36971
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3883
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3883

dQ"'aO®e,Ta%+e€83Q«d Hat|a€@™a,a,%afaf"a,4,83,¢
a,caffaf—affafhaf a@ €QPIQ™IP8a@«3, 3,'3, 393, %03fafaf%3,'a@ 3, E3@ | 5,3 QHIAQP™EE,
e0e-e,T8%te€85€«d %t 5O™E, 7@ c-3QFiQ, 9 QIP1I93,5,559%IQ™AE,

&

3Q"aQ®,T8%+2€83, 976 @;3Q™3, 3OV, QIQ«IEQIQ IO B3], Caf%03f 3,03, 3 FQPBE»¥E%0 2
Cisco NX-OS 3,%-af-af"a, | 3,8a,¢ affafeasaa,a,'a, caffaf—a,caf-af1aaf%od @ —a€@CLI

3,%af2553a5%o login block-for 3’ ¢ 8@ ™3 3@ 3@ 3, 'e/ AY 39— | 5©,39%IQ—3OVYAE,
IQQIORINUEIE€QS,5,'3,°53€¢ CLI 53,25f23F3%o login block-for

GO TIO™IQ'3Q | 5Q®3,+3f1%3,'3€982005@ 3@ O3 S53, S5 «2OYefLIQP—39°5@, 80 efheE83
5€"3,E3€ Cisco FXOS 39«3 3136 | 3@ 39%3,559%a€>3,"3€,

O’ i P«aQPuiP,iQ | 3@ €Y 03¢ °4 »3 4 4855, 49,C..889—3@ iOQIQ 3939 ,3E,

FQ"3Q®3,C3f%af@a,13, 93 5€ I€Q@r-i3@B®IFEFE, ~,“§,§QC°éaéé0§50050%50TM§€,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20171018-aaavty

SOV VA"
6, TéY/t €85 ®a€,a,«0£%23" @

ae-@, T8Vsto£83€ A€ @ Cisco FXOSI€ Qa9 %3©Yi€e NX-0S 3,-3,'aftaf
3,%,af3°3,13,83,C3@EARYe|E3€+3, EIEQAAA
a,uafuaf'a,'a@Ee a®sE@ 3, E3Q | 59,3, 3O®3,3,'5,36£ 13" Q5@ «A121EY:3, 39S Q UIQ—3

» Firepower 4100 &, -af28fY4d, %aenjad, —a»E8f *4, |8, 08, ¢4, |8 ©af Vaf «

 Firepower 9300 &, »8, af ¥af%af & £ & ¢af—af ©4a, od, ¢af3a,*

« MDS 9000 3, -3f2afY.3,° af 28f «&f @af-a,nafo afta,£3f-3, a,¢ 3,'a,naffaf@
* Nexus 1000V §, -af%afv.a,° 81 caf faf @

* Nexus 1100 &, -af%fY48,° 8, af©4, |af %o & ffv.af" &t af —af Oaf faf af«a Oafy.af
» Nexus 2000 &, -af%afv.a,° 3,18 caf faf &

» Nexus 3000 &, -af%afv.a,° & 14, caf faf &

* Nexus 3500 &f—af©af faf af-a ©afv.af &'a oaffafe

* Nexus 3600 af —afOaf faf afd ©afv.af a4 oaffaf¢

* Nexus 5000 &, -af%afv.a,° & 14, caf faf &

» Nexus 5500 af—af©af faf af-a ©afv.af &'a oaffaf e

* Nexus 5600 af —afOaf faf afa ©afv.af a4 ocaffaf€

» Nexus 6000 &, -af%afv.a,° 3,18 caf faf

» Nexus 7000 &, -af%afv.a,° & 14, caf faf &


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171018-aaavty

» Nexus 7700 & -af%af%.a,° &, 14, oaf faf &

« NX OS &f ¢afY8f%.a@® Nexus 9000 a,-af*af%a,° 3,"a,naffaf@

« Nexus 9500 R & -&f%ifY.8,° f ©3, oaf3a, «af V[ %oa€p 53, a@>af+a, | af-afaffa,”
afca, af¥afhuas«

* af af<af+a,ia naf%o 8 af3af” af¥afv.af ta £af%4,° & -8 1af taf 14 UCSIY4%06100 &, -af%af.a,°
af+d jaf-afaffa, & nafa (Afva af@a, af

« UCS6200 3, -af2afY43,° af <&, jaf-af2af &, & 0af3a, ¢Afv.a, afea, af”

* UCS 6300 & -afafy.4,° af &, iaf—8f8f {8 & naf s A48 °af @a, af

Cisco NX-OS &, safaf"4,'a, 83, ¢

aftaf€a,na,'3€8 Cisco NX-OS &,-3,"aftaf

53,3533, 5,83,C3Q@ ARV Ea€+3,E3€ | 3653, SIEQAAA

3O EE AR3593,F30 ' 5€,3,50 Q03P TIOE, (O QIP™E, GO« IEQCRICOTE..5
show running-config | | include aaa a,3af zaf3af%.8," Cisco NX-OS d@® CLI
39830Ye|F3@—3€Qaftares,n3,'a8 aaa

8,38f 78f38f %oa@p Fe AR5+ 3, Fi@ | 39,3, FQO0IQTIH(CC* QIO —3QUIO™EE,
*-idQ®3%EQP FEQNX-0S 58 AAA

<#root>

nx-os-switch#

show running-config | include aaa

aaa
group server tacacs+ <group name>

aaa

authentication login default group <group name>
aaa

authentication login console local
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accounting default group <group name>
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<#root>

nxos-switch#

show ver si on

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents:
http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.
html

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/1gpl-2.1.php

Software
BIOS: version 2.12.0
kickstart: version 6.2(10)
system: version

6. 2(10)
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<#root>

fpal00#

show ver si on

FPRM:
Running-Vers: 4.2(1.65)
Package-Vers:

2.2(1.70)

Activate-Status: Ready
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