F2HHRAOAY—EAZKLESRE I —2 D Cisco
IOS V7 N T FICH T% Denial of Service D

T RINA 1) —ID : cisco-sa-20170927-rbip-CVE-2017-
: dos 12232

ngh #1~B B : 2017-09-27 16:00

REEFHH : 2022-12-17 04:17

/N—> 32 1.1 :Final

CVSSAO7 :1.4

[538 %X : No workarounds available

Cisco /Y% ID : CSCvc03809

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco IOSY 7 RV IT7ZRITIRE2MKRADY—EAREEIIL—X(ISRG2)O7ONIILE
RICETIMRBEEICKRY), BEIEhTVEVBHETIHBEENZITNAIAOUO—RZ5ER
L., TOHER, Y—ERABE(DoS)RENKLET B AREMEN B ET.

COMRSEMERF. 1 —HRXY N TL-—ADOR 2 EFBICEBRIZDENTI, WBESN, ZHITDT
NARACHERIIHMIENEA—YRYDN TL—LAZEFIRET, CORBUEZFEFNATS
AREEANBYERT. FEFMAICKIITDIE, RBEERIT/NAAD)O—RZEEELIL, T
D#ER DoS RENRET B AREMEA B ET,

SAARCOMBEICHNTEIVYTINIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
MuFREBREHKE A

COTRNAFIEK, OV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20170927-rbip-dos

COT RINAHFUK, 2017F9R27TBICABEE N 134 DOMESEHICET D 12600 A2 1)
TATRNAHFYZEETCiscolOSY TR ITITHERPIOSXEY 7RI ITFTIVI—ADEF21)
TATRNAHFUNRILO—EBTT, FRNAHFVEUOO—EIZDOVWTI, TFCisco Event
Response: September 2017 Semiannual Cisco I0S and I0OS XE Software Security Advisory
Bundled Publications ZZ8BL T E& L\,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170927-rbip-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170927-rbip-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc03809
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12232
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12232

HUHR
Bt sH2HMm

CDiEFEMEIE, CiscolOS Y7 NV ITOMHEZEV—RAEETLTVWDE 21K RA] H—
ERAREEIL—Z (ISRG2) ILHEZRIELFT,

fESSMEAFHET S CiscolOS Y7 R IITF7 D)—RIZOVWTRE, COTF RNAHFUD TEIERHR
KVUVTRIIT ) 20232 #ZBLTLEEV,

CiscolOS Y7 ko7 )U—ADH B

TNAALETERITENTLVS CiscolOS V7RI T7 DU—RF, EBENFrTFNAAICOTA
>~ LT, CLI Tshowversion ON> RZFAHAL, RRENDATLANT—ZZRIBD L
ICKVHERTEXRT, F/NA AN CiscolOS Y7 RTITERITLTWREE, YATLNT
—I(Z TCisco Internetwork Operating System Software X> Cisco I0S Softwares DT+
ARFRRENET, NFT—ICBRAVAN—IIENEAX—DFEAYIRNICEKRREN, TOD
#&3IZ, CiscolOS Y7 RhIITOVI—ABBSEV ) —ABHNRRENETT, —FD> A0
TINA AT, showversion IN > RZHR—NLTWEAL 22V, BIOEHINFRERENLY)
LET,

RIZ, CiscolOS Y7 RIJITTF V=R 1552)T1 HFR{ITEhTVT, 1AM =)LEchTV
B4 X—=TFZN C2951-UNIVERSALKO-M TH B T/NA ATHOINY REOHlZRLET,

<f#froot>

Router>

show versi on

Cisco I0S Software, C2951 Software (C2951-UNIVERSALK9-M), Version 15.5(2)T1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Mon 22-Jun-15 09:32 by prod_rel_team

CiscolOS Y7 RIITFVI—ADHBAEESHTORAICBETH5FMIE. TWhite Paper:
Cisco 10S and NX-OS Software Reference Guides Z#ZBL T EE L,

EBEMZEATVERVWC ENEREEhERR

O AOARBIZEVT, COTRNAFUDOEEZZ T2 ENORIREETENTLVEEA,


https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

A, COREFEMAH CiscolOSXE VY 7RI I T, CiscolOSXRY 7K ITTF, Cisco
NX-OS VY7 RNDJITICHEEESEARBVEZERLEL

FHAM

CiscolOS YV 7RI I FTlk, CiscolSRG2IIL—RICEWVWT, AMEADOKZBHICEFTE N
HAZALAZ7ORINZFERALET, BZ7ORINE, JFYRNDT—=0 ED21-IIBEDIL—2Y
—ERAT7L—RETOXYE—0EEICERASAES, B7OR LG —HZY N TL—A
DETEREN, I—FIZELDH—ERTL—RAOAERRE. RATHIZIEIL—FZADOMIEX
REZITADERSICLET, AZ7O0RINE, ABTEAT DI CERFBEETNTHS T, BE
F. COZT7ORINICKDTIL—LNBEDRY RD—0 EIXRNTHENDEREHYFE
Ao

COEEMERE, 1 —9RYBN TJL—LDOBR2E5BICLY, L—ZDA2EZ—TILAD12DIC
TOTL—LNREIRZELEICBALET. BEORAHTIEHEVWTR., CORSIBTL—LYNT
ORJLO—FELTROIB AU BVET, TLT, COLSBTL—LATORNILE
MOTARECNMIENZBE, ZRETBI—XTIUO—REZS|IEERZTAREMENl B ET,

tFI1VT M IREDRH

COMBEUEOTRERNAICKIITIE, ZHITDT/NAMATUO—RE crashinfo 77 1 ILDER
ARy, B2ET VA IS— XV tE—IHHAOenET,

CORSBUANTERRAETNATVRIAESH ZHEREIZICE. TNAADAEY Y NL—RA%ZF1
—RLT, AZY T RL—REZCORBEDEEMZHBILET,

TOANIZv21LTVWBREBEE. FINAAOOY D crashinfo 77 A4 I)LIC, ROHIE B
DIT—AVvE—IHFEENET,

Unexpected exception to CPU: vector 1400, PC = 0x43BB03C , LR = Ox43BB038

crashinfo 77 A JLZ#BL . FNA AL ORBEOREFAFr REL TV EVAZHBITSIC
l&. Cisco Technical Assistance Center ( TAC ) E TEE LS EE LY,

[B] 3 5%
COMBYCHLT HEBERSY EL A,

BEERVYTITNDIT

JAARZOT RNAHFVICRBE N IERBEECHLITIEEOVY T NIITFTYTTF—RED



J)—ALTVET, BEENMVARN=ILEVHR—NZEZTLEYTEDDOE. 1A%
CBAVWEEWEYTIRDIT N=—2320E714—F ¥ Y RMIHLTOAERYET, TOK
SBYTNDITFTTFYTIL—REAVAN=I, 8T020—R, FTORATLEREZEOMDTE
THEALLEEE, BEREUTOUJICRBENEAOADOYIRNIVITSA4 2 ADORIEIC
ROCEICAEBELEZEICRYFT,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEBRAVIRNDIDITZEIVO-RTEZORE, YVINIITOBMBZTA I AED
AL S5E#E. $PVRAOABEIVEZ—P/N—HFF—PSEEBLTVRIHEEICRYET., B
B, ChEURBALLEYINIITOXYTFVATYTIL—RTY, EEOEFI1)T 1
YI7RDIT TYTTF—RIE2T, BEBFRICHLWITRIIT7 F4E€2VA EMY 7RO
T 74—F% YN, FLEEXDy—DED3> PYTIL—RINTIERFFEEhD
tEHNEEA,

VIRDITOTY7TIL—RERETZIBRICE. ZAOAOEFIVFA T RNAFUSROT
< — K ( Cisco Security Advisories and Alerts ) | R— TAFTED S AOEHBOT RINAHU
ZEHNICZRLT, REZZTH UM EREATY7IJL—RVYV1I—23 0 2#RALTL
EEW,

WIFhoBEaE, 7YTIL—RIBFNSAALLTDBXEIN BB L, BLUOREND/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
Bl T<EEV, FHAEKRICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFAZ7ANAMZ—=ICHEBLEbELLEE L,

H—EAZNZZRAATEVESEFK

AN SEEBAL A Cisco Service Contract Z ZFIFHWEEWVWTVWEWESE, £, H—
RN—=—FARVA—DSBALENBERZAY 7RI ITZPOSHASAFTERVESR.
Cisco TAC ICEELTT Y TIL—RZAFLTLSEEL,
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

BET7Y7IL—RONKREBTHAEEZTAAL TV EESLEDIC, HROZUTIILESL,
K7 RNAHF)DURL ZZRAELSEE L,

CiscolOS Y7 DI

BEEN CiscolOS Y7 RN TITDOIMBUICLDEENTREMEZHMTEDZ LS, AOTR
Cisco 10S Software Checker Y —)LZ ML TWVWET, cOYV—)LICKV) ., $FFED Cisco I0S V
ZhOIF7 V)—RACEZETRIAA X1 )T 14 PRNAY), SXEET RINAH) TR
BHENTVDEEUIBEENLERZHDO))—RA ( "First Fixed) ) ZHHETEET, FLEZSH
TRHE, TOUI—RICHATEIINTOT7 RNAMHFUDOBBENMEEEAERAO) J—A

( "Combined First Fixeds ) ZETEET,

COYV—)NEFERLTRDRATERITTEERT,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x

e ROAYT R XZ1—NHS8VJ—R (EHT ) ZBRITDH., 2HRREBEDIO—HI
JATLADRST7AINETY7TO—RLT, BEZHKTS

« show version AN ROEH%EY =)L THNTS

« DARIAALERE (BEICARERLEIXRNTOARAD EFIUT A FRNAM YU R
BHRICANLEY, BEOT RNAHUDOH, FEEEFOND RILEHOITXNTOT RN
AH)EEDZRE ) BEKTS

=N, DEENEADEFIVTATRNAFUOVWTNAICKETEILESH ZHER
I Bk, Cisco.com®Cisco IOS Software CheckerzfEH T2 h. LD 7 14 —)L RIZCisco
I0SYT7RITIFYU—R(FERE. 1514M)EANLET,

x>

FTEMASEH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) (&, 2022 £ 3 AlC, COfEsEMHDE
SBEBDTVA7OA4 MBEASNECEZREBLELE, ChSOBBUENMEEZFTLDOY TN
IT7VIV=RILTYTIL—RTBE%E, GlEHREHSBEOLET,

Hi B2
COMBIETR— N T—AOBARPCRREAFELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20170927-rbip-dos

HE] B
N—>= 24 5 O PEY AT B 14
> A
. IYA70OA MCBToMHE | FTERASACAR | 2022 £ 12 A 16
' E# & H
1.0 MEREYU—R — Final 201749827 R
FABKY

AT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERERIZDENTE
bYUEEBA. ETRNABVOBBBICVIOERICEITZEENO IR ThSOERAELC
HBDENELERT, Ty DAORBRAERFIXVNORNBTZFERLICEELLEY ., EFLLEY
TRENEZBLET,



https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170927-rbip-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170927-rbip-dos

AT RNAF)ORENBICEL TIHEREE O URL Z2EBL, BIOEHEPERZRL LI5S,
HUANEBLEBBREGRBEENERA. TS LEERE,. BRR[FZEsIERILEY, EEX
BHARELTVWEY TRTAEMEN BN ET, CORFIXDMOBERE., >AOHROIV R
A—YZRRELTVWET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



