Cisco |OS XE af 3, cafoaf-a,1 a,3af3af
AfAfVAfO af7Af @aF1ad, AFEA @ «3@SaQ'a ¢
Denial of
Servicei¥a"DoSi%%o0a @ ®e,, talatae€s

&, ¢af%oaf € a,na, flaFraslD : cisco-sa CVE-2017-
H igh 20170927-i0s-xe 12222

& @a...~é-xe—Y¥ : 2017-09-27 16:00

df @afva, afsasf 1.0 : Fina

CVS&4,%4,%4,¢: 7.4

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvd45069

se—Yooe- &A@ «d, a,cef...a 3@ A€Qe 239 «A, 3,<aZYr-1aQPREPZA...~ a1 P4
&, €O

Cisco |0S XE & Y:Af+af 4 |3 84 ¢a@ ®af a,0afnaf-3," 3,25af" afafuafo
3f75f@afhd, AFE3Q@®e, 13%+20€85€«3,73,55€9e° @2 14393, Fi@  53€,3039,65L27¥3Q™5 ">

5O"IO®e, T4Vt RES3Q FEDI. Y3530« UIO™I 3,930V TiO Rne UIQ YD FO—FO%S
&2 fO€.. 39 €858 MIQ( - YaP 3 TEIQVE-CEELS» AP @@t 5 CEQIITO™MEAQ IO 3G
59"5O®3 @RLESOC 59«3, 3QL59 5, 3,n3ff3f QIO Tt Qep-3c¢a@+3,ES 3@ f12€559T5D,

dQ"'3O®e,Ta%+e€83Q«d %at|a€@™a,a,%%afaf"a,4,83,¢
a,caffaf—affafhaf a@ €QPIQ™iP8a@«3, 3,339, %03fafaf 3,43, E3@ | 5,3 9HIQP™AE,
3O"3Q®e,Ta1+2E83Q«d %3t AO™I D 76Qi-3Q 3€,5,550%5>3,"3€,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_§€Qae—|ié®®éfa§f3é,_§,“é,§gC°éa®§0§é@050%50""é€,
https://tools.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20170927-i0s-xe

e02aYs" e£/A" @

e, TaVstx€85@®aA,a,<e£23"Q


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170927-ios-xe
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd45069
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12222
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12222

3©"39®,T3%+2€83€ 3€QIOS XE &,153f-4f "4, 4,85,¢ af@af1d, 3f8af° 16.1 1147 16.3.3
3,/8@Ye|EFQ—3€QAf a,nafnaf-3," LAN

3,°3f3af 3faf1uafoi"WLCi%h%03€ 39 —3€ | eOYefL39—3€ ' 3€,3,« Cisco Catalyst 3650
53€53,3€° 3850 3,'3,naffaf@ 3@ «a12+6Y: 3,8 @S5 QIO —39%39™AE, Cisco I0S XE
3,%afaf"3,5,83,C3@Eafararha, a@™a, @ef..4 39 «6-C39—3@ 36 &,T8%+aP83€9e ! G QUi
& Pafon 5€p; 3,18 45,1 5,85,C3@®E,»4, 3, 4f83f°4, 59839, 3OLIQ 5. 39+30,3€,

aftaf 3,038,455 83@Ye|E3€+5,E3Q | 56,4, Cisco [0S XE &,%af-af"3,!4,84,¢
3faf25f143,'3€ FEQC®cPTeE. . 3QFaftaf@a,n3,'5€«4f3,°5, 0359 —3@  3€QCLI 58
show version &,33f23f34f %03, Y & EA@ —a€ @ €| ¢u°a@-3,(ES5,3,-3,'aftaf

af@afSaf1hd, 3€),C..880™E, GO 3O 39«3,8,5¢C°° QI O8IQO HIQUIG™IE,

3ftafe3, 03,3 E Cisco 10S XE

3,1,3f-3f"3,4,85,C3, 80V 3@ —3€ | 5€,5,3 4@ 364,43, afT1af Af@afSafLa@«aEE
Cisco |OS XE Software3€@ 3923903 @®afta a,'af a@ Ee| ¢r°a@a, Ea @i @™aE,

&A@ «3€@Cisco I0S XE §,%.af+af 4, a,8a,¢ afeafafia,’ 3.16.1aS
ER N CEION O ERCGED | 3@,4,<aftaf¢a,0a,'a€@83€® show version
8, 38f 78 8f %o ®AT°85>3%4¢3, (° I @ — 3 QUG ™AE,

<#root>

Router>

show ver si on

Cisco I0S XE Software, Version 03.16.01a.S - Extended Support Release

Cisco IOS Software, ASR100@0 Software (PPC_LINUX_IOSD-ADVENTERPRISEK9-M), Version 15.5(3)Sla, RELE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Wed @4-Nov-15 17:40 by mcpre

Cisco |0S XE 8 Y48f+af "4, !4, 83, ¢

Afoafoaf V4, ‘A@ R PV IQ 8@ i» IQ'IQORL | @3%01IQP«IPrIP,IQ | 3O IEHI»YE E4O,C
&f S aAf & Vil Cisco 10S 5053, 3€> NX-OS 5,1,3f+4f°3, ' 4,85,¢ af%af5,jaf~45,"

&,-3,535%0

FHEQCRcPTe€.. 3¢ affaf@ana,'a@«afa, ca naf aftafea,na,'a€@E WLC

@ 3QO—3©, &@Véf%é@—é@\"(é0«50@5QTéQ«;C°éaQéQT""é,<éQVé,QéQ«
xQ@@cuCaf a,nafedf-a," 4,084, ;aF%afa,83,2a," summary &,2aFZ2aFa%o0a,’ CLI
a


http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

Q83%: " AQO™I IOV, QPIO«IQP8IQQICQP 3 Q«CONI, @3, ES 3,35 25FEF%0
31°35>3,8€),C.. 339 —3Q%IAO™AE, 5f1af@ 5, 13,59 E WLC
59 30— xOV1IO—30 56,53 20 FE@L AREEH 3, E5OVE,nAFE, (A 1AF5,55,05, 156

2AQP®IUIQ 1 3@ri@®Af 3,pdfudf-3,

ER-ENEWENZEMERERERED J(IWEIQIEL TERCEL L S REVEERT ER-EREL 7 IC)
2@ @crCaf a,0afedf-3," 4,0a5°4,;4F1%a54,84,23," summary
3,°a5235°85%039 ®31°35>3, (°3 @ —39 VY4, 39 RIPZIO™:

<#root>

3850-4#

show wi rel ess interface sumary

Wireless Interface Summary
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