Cisco 10S5€Sa,”a€3Cisco I0S
XE3,1.4F3F°4,'3,83,¢a©@®UDPaFA,raffaf at'c

&, ¢af%oaf € a,na, flaFraFnlD : cisco-sa CVE-2017-
M ediu (0170906-i0s-udp 6627

& €@a...~é-c«e—Y¥ : 2017-09-06 16:00

0L se-"ae—¥ : 2022-12-17 05:53

af @afva, afsasf 1.2 : Find

CVSs4,*a4,%4,¢: 5.3

76@ic-:Yes

Cisco af@4a,° ID : CSCva95506 CSCveb4219

CSCvc96281 CSCupl0024

Y- &3@«ad, d,«ef...4 t3@ A€QecteZi@Q«ad,"a,<aZYr-13QREQZA...~ a1«
o, e|e

Cisco 1054653, 3€°Cisco 10S
XE&,1o8f*3f "4, 4,85,C3@®UDPAT! c@13,33f143f%03 @ «3 @S5 2, T81+eE85€«d, 5,556 @& 1434

dQ"'aO®e,Ta%+e€85€@ AEQUDPSE,%4,+affaf 3,'a%0ce" @@ —3€QIQ @ 3,(ES,%08,'é-%0d @ 333 €
10S3,%af-af"a, | 3,8a,¢a,caf—afa,+af1a, afsaf a @ ®an%ozey d@«ep-d> IQP—aAQPAIG™MIE€, 2" »x'fe€...C

e, T8/t aeE8a@ « %43t A@™E 7@ -39 Fi9,5 0 Q39159 39,5,550%IQO™AE,

E ZEL 2 IQERENLNENR? ER-ER | éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§<;¢°éaéé®§é0050%50“"é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20170906-i os-udp

e028Y%" efYLd" €@
&, TaV 85 ®a@,a,«e£%-3" @
59"3O®e,T31+x€83€ 3€€@Cisco I0S3€53,"3€>Cisco I0S
XES, 1285358, 5,85,C 5«35t 5,8 750 5Q%IQ™MIE, 0V "5O™ <3, 155553, 5,83, CaFAFEf
Bug ID3,'3€9,C..800—3€® | 39 QIO 3639 ,3€,
e, TaY/+aE8s,’ 4@ «a,"a 983 €, 39%3€,30"3€" §0Gg¢°éa0§0°§,CEé"\OVéE‘/zé"O

@ ®E, 3,3, £1,3" Q9 «395IQ, 39 | IEHIO"TO®S, Caf%oaf @, 13,055 ®AV+EY: 5,89 —3


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170906-ios-udp
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva95506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve64219
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc96281
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup10024
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6627
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6627

H76€p¢C-
G aQP®E,Ta1+e€83,'2>76 @ 3 Q™3I QAP IEQPR|(PTEE..5Q IQO™IQ'3Q  FOB®IfLaf@I 1G],
queueing,’ &4:C" G€p—a€p | 3€na,'3505@ «& " ARSIQP™a «-"23d,/ (i P —i@ | 39,3 QNIY™EE,

<#root>

Router#
configure term na

Router(config)#

interface

gigabitEthernet 1
Router(config-if)#

hol d- queue
350

in
RicOTe€.. 3@ F€QA®A.. af@afuaf 3@ E03@®UDPASE, +affaf a, af-afaffa, a€@™a,a,¢a, a,»3,'a,

Extended IP access list 180
10 deny udp any any eq @

a,®afxd@¢a,2afaf a,,4a,8a,¢

a®akon 43, 13F35°5,15,83,¢
5Fafaf 13, 59 ®e0C 59 «EPriQ, 1@ | 5O a€Pre-d, Caf%afea,nd 13 565 5€® Cisco
Bug ID 4,4€,C.. 550 930 36+3,3€,

8, Yo8f+af 4 '8, 85, CA@ ®3F, CAffaf—&,°5f~af 148 %03, encee " Z3Q ™35 59«5 F€@[4,3,'5,°59®3,»3,]
Security Advisories and Alertsi%%o]

333143, 3@8a.. ¥ %03 @839 945,<3,3,"3,°£1,58" @39 ®3,Caf%oaf 3,23, 9353, a®3eeY (S, 49«39,
3,%3f°af¥afa, af83f%a, ¢ QI OP—3@ | QO OIO 3630 ,3€,

84,3933, E3Q®A 395, 3€@4a,Caffaf—a,°af-af1haf%od @™a «aftaf@a,na, 3@« @ @I Ta@afiafca
Technical Assistance

Centeri%" TACi¥%%o03, 3@ —3 @ @3Q a¥'(,3Q@—3€ | 36,3, AfafPaftarSara, af—afaf€a,nafeafha -«



4 @@ES"OC"" 8%A¥EO " A...~ YO8 "

20228 3206 5€€ Cisco Product Security Incident Response
Team(PSIRT)3@ 3€Q3Q"3@®e,13%+x€83€@ R @2LI"OC" 3@ ELO | 5€:3,%03, E3QYIQ"'3Q 3€

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20170906-i os-udp

o' 1g", At ¥ee

af@afra, 3F5as a7 &,»8, 3, -Af8af 5,4f

1.2 8,€@xr£3"O¢" " 2f...a 3,3 2-°3€, |4 @rL£A"O¢" " a%a¥A@ "a...~a%@c™°¢; " | Fina
Cisco Bug _

11 O ) - Final
IDa@®af3,"'af"a,'a; ®aeLIE,

1.0 & @a7a...~é—affafrafa, - Fina

a0¢" ¢ Q¢,

aae-3, CAf %ol 3,23, 559 ¢, [8: 08 %IO®3,IORIQ 190—i0 i9 ' 29PINIO—ie 555 556
ee-d,Caf%0af€3,03, 95 3@®af...8 +t39S53, 3@%aFa3, 3@ a1 FQ«E-CIQP™F,@2-EmIPBA £
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf a@®AT...a@"5,5°°8'S3 5@ —3 @ «dn%oe> AP —3 €
aae-4, Caf %oaf € 3,038,943 @®e " "¢;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL
3,/ CeQCYIQP—ICQIQ -IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYE 49 F€QI ' (UIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,"3,°eL£13"QAQP®A, afaf%0af| 3f143,93,3 344


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170906-ios-udp

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



