Cisco Application Policy Infrastructure Controller
a,«a,'3, caf
Af@a,03FS3F 3@ ®c%o' " O "t 143 B, Tal:

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa CVE-2017-
H igh 20170816-apic2 6768

& @a..~é-xe—Y¥ : 2017-08-16 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 7.8

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvc96087

se—Yooe- &A@ «d, a,cef...a 3@ A€Qe 23 9«Ad, 3, <aAZYr-1aQPREPZA... a1 P4
&, €O

Cisco Application Policy Infrastructure Controller(APIC)

aftaf€a,n3, 3@ ®af-afhaf =™ 3 «a,nafa, af afhaf«a€p+3,ES <%0 AP35 @ RABYE|EI @ &f23%3,
5f3,i3,03f«3 @ ®Af"af «3f%0a%0¢é T3P« QPSI€'F, @, Ta%+0€85€«3,°3,S3€ Q@& Vi, 5 3@ ®Af2
af AfVAaf" af-af Maf«aPBr OE™F,'d»"38 /3O ™5, 2 @3, FiOT3€,3,530%IH™AE,

39"3Q®e,Ta%+2€83€ FE€QIFaf 1435 %03 Q™3 3fOF naf-3fO55, R LIQP—3O @ Ru0ee YA Sé-
5f3,ia,08f <3 @ EIZYS> 5QB8IH™EE,

®'»R'fe€.. 5@ 39 IQ®E,TaltxE85, 'R (" IQ—IQ  IEQIFIAfQF 05, 0L UIQP—3EHR O™
3.92fEOC" 4@« QASYIO™E,AQ IEPr"»2' €. 3@ Af<AfVAf

Af-af MAf«EPPar OE™YP3, 'dQ-3Y%—3Q—3€Qaftafa, 03,5 ARES... 3«3 13%|3QBIQ 5,3, 54
e'»e'fe€.. 5@ F€QIftafa,na, 56 «3f5,°8,03 9™, OV, QIO ®re%aS 3QEf af1kd, af1ke’Q

3O "3Q®e,TalteE8a@«3 Uit AQ™35 4, haf 54,1 5,83,¢
3,Caffaf—aftafuif 3@ 3€QIO™IP 839 «d, 3,353, %035 513,53, EIQ | 5€,39%IO™IE,
3O"3P®R,Ta1+RESI P« Uit AO™I D 76Q(-3Q 3€,5,530%3€>3,"3€,

é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€0&ﬂi&~1Q®§fa§f3§,_&~1f§,§(;¢°éaééQ§§QQ§0%50TM§€,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20170816-apic2

CO25Y SEVAE" @


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-apic2
http://tools.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc96087
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6768
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6768

e, TaVst €85 @ ®aA,a,<e£23"Q

GQ"3Q®e,Ta1+r€83@ A€QR €I QIQPRRLIAQIF A 513, 3@ PLIQB®E-"3,123faf "3, 4,8
afeafreassa,’ 1.0i%"1ei%%od, a®Ye|Ei@—i@ | 39,3, a9 3@« Cisco APIC

3Q«aVr+eY; 3Q—3QUIQP™IE, 205139 ™4,4,%2afa53,! 5,83,¢

afeafeasad, i @«aQrie, i@ | i@ QI IOB®S, Caf%af@a,ra, 13 'FH®

GEEA Raefer 8@, 8,1,af+8°8,,8,88,C5€ Q3@ B¢ ..3,/39,(..309—3© | dQ0QIQ 3630 ,3E,

APIC

4O PIYOIQYBIFAfEfE, 3@ Eaftaf@5,05,'4 550830V |E5€ 3, E5@ 56,3, A, @rced 134
CLI &,af78f°af%o show version 8, 8¥4.¢" "a@™3 <39 3@ 3@ EI Q33 Q@3 OUIQ™AE,
E-dQP®IIIQP €323 af"3,4,83,¢ afearasa,

1.2i%"3mi%%03, 4®Ye|E3 @ —3@ | 3€,3,affaf@34,13,' 5@ ®F 35755 %03 @ ®II°3S 3 @8I ™EE,

APIC# show version

Role Id Name Version

controller 1 APIC 1.2(3m)

e, Talitoe€8d, 4@ «a,"a 983 €,39%3€,30"39 aQECC QIO

@ ®E, 3,3 f1h3" 99 «I955,3Q | IEHIO"TO®S, Caf%oaf @, 13,0359 ®IV+6Y: 5,89 —3

8, -5,14, %€ «3,73,53€ 939 39 ®e, T3%+€83€ Cisco Application Policy Infrastructure
Controller Enterprise Modulei%”APIC-
EM'l'%%oé@«éVziéVgéQ—éQaéQ,,é0“50"éQCEgC°éaQéQ°é,Gé@%é@—é@\?éﬁ

aYARaQ®a,nafa, a,+afva,cafva
&H76Qc-

3O "3Q®E,Ta1+2E83@«3 Uit AQ™I D76 Q(-3@ 3€,5,550%3€>3,"3€,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170719-apic2#fixed
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170719-apic2#fixed

a ®afee a¢pisad,2af°af 4, | a,84a,¢

5,15,%5€ 39 39 ®3,Caf%0af 3,13, N5 5@« "e%%od @3, EFQVYe, TaViteE8a€«d %At GO™E <C,]
Caffaf—aftafhaf s, 2@ @aviO—i@ ' 5€,5Q0%IQO™EE,

©S3®Ce8 39 E5,0aF5, aF afhaf«a@—a€Y3,53,1af@aF1kaf 3, 8@—39'30Y3,559839 3,3 ®;
af@afia, 3f8afla€  af-a,£afuaf@aft

3»affaf 3@«d %IP—3iQ IORIQ; 3O 39°3,53QUIO™AE,

FOPIOBI, 391393, 1Laf-af5,5,85,¢

5,Caffaf—a, af-afhasfnod, d,naf’s, af afhaf«SEQAfea, | AP afaf14haf%0a Q™A € QPIQUIOYIO IEH:
3f03,n3,»33,' 4@ P2@ié .59 «8% IQTi9 319 93O Tr, QIQP—3I0OYIQ IO 160«16%3,55Q%:
http://www.cisco.com/en/US/docs/general /warranty/Englis/ EU1IKEN _.html

an .

BO%IQOVIEQIOSA®C2E 3@ ES,1af3F 3, 4,85,¢5,aF€3, | 3Pafaf 143 %03 @8I @ @3, AOPRIQ €93,
6€33 3€Q39"3, i@ 3»¥a% @& %a. ¥3@—3@VY3,afaf 4, 5,83, Ca@®afiafartarsara,
§,¢affaf—a,°af-~af1uaf%o3 @8a@™aE, ¢,id, Ya@®3a,»3,af¥afafta,£ 5,%af-3°4,! 5,83,¢
3,Caffaf—aftafuaf 3«3, 3QLiQ  IEQIQSI®C 2T 3P «2-°39—39,3,1,3f55,15,83,¢
3f03,n3,»33, A€ @& 153S &,1,3f-3f°5,15,84,¢ 4f+3, £AFLAFQAFE

a»affaf A€ Qa@haQYa@ af;d, af£afn af2afa, af8aF
3,C8ffaf—38,°8f~af%haf%03@«d %IQP™a e O™ PIQPES»"3,/5€°3,F3,3Q"5@ 30 3€,3,550%3€

8, 1-8f+3f 4, '3 88, CA@ ®3, CAffaf—3,°8f -3 %ha5 %03, erced " 73 Q™355 3 @ «3€ 3€€ Cisco Security
Advisories and Alerts

AfSAfV.E 8€84.. ¥e%oa@83Q@5,4,5,"3,°0£13" 9@ B3, Caf%oaf 3,035,955, a®3xeYcS, 3@ «39,C.
3,132 51¥a5 %3, 3835, QIO—3© 3O QI 5939 ,3€,

59,3953, Ea@®A 3@ 3,3€@Q4a,caffaf—a,°af-afhaf%od@™a, affaf@a,nd,'a@«a@ @3 ta@afiarca
é,éae”iééagﬂé@«é@ﬁé@néé 3@ a€@Cisco Technical Assistance
Centeri’a"TACi%%o03, 3@ —3Q Q3@ a¥'(,30—3€ | 36,3,afarafTar55F°3,
f—afaf@3,nafeafha@ 3955 939,595,035 30 QIO 30:3,3€,

8, ffvaf  &18¥ ¢, 4, 49" 0¢" " 49839*39,a9Sa®Cxs"

5, 8,18, %€ <3, %00 R7Y¥e V3. YA —3@VaQE4, 5,5, 5@ @3, uafkifa, ¥, 4, 598 0¢ 59,30Vie
AFMEPAFESFYAE€ <8, %00 148.. Y3 O —3QVIOEa; ®@Lr, 3€:3,:3F 3 8, 5,53,C3,8%%4.. ¥3... 364, %0:
TAC

SO CEECHITO—I@ | 5, CAFFAF—a,°af-af143f%03, 3. ¥e%o 39— ' 1O VIO 5€-3€,5€, hitp//www.ci

C,i8, V& CAf fAf—8, B~ VAf %A@ B %e1ief13"Q3955©,5,39"50 3¢ e l560—i¢ 56,30V
URL G,3@"¢" ", 9i0Q@i@ i€ 3@ ,3E,

a®axfx a@safrafrasta,’


http://www.cisco.com/c/en/us/td/docs/general/warranty/English/EU1KEN_.html
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

8«8 18, (Af 28 V8¢ €QIQ"aQP®3,»3, 3, 3f833@B®e| d@«x%IQLIQ | IEQEQPOI"T3QEfafafa,
®0e-a,Caf%0af@3,n3,93f°3€ a»¥a«3@®3,Caf%oaf@a,rna 058, a€«3,€3,°5f-3, 3,-4f83 3@ ®a €Ef"
3,%:3f°af¥afha, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

* Cisco sa-20170816 apicli%/ss Cisco Application Policy Infrastructure Controller SSH
GQO®C%o0'e ©Ox"te hIQP®e,TaNi+eEs

* Cisco sa-20170816 apic2iv4S Cisco Application Policy Infrastructure Controller 8 «8,18, ¢Af
af @3,03fSaf 3@ ®C%o'e O "t %UIQP®e,TaltrEs

&3P ®e| FPl3IQ €Y | FOB®I—39«3,3,'3> 3,Laf-af§,!5,83,Ca@B®AESf;a, AfESS A
afeafeafiaa,'a, cned @ —a @3ha@™MaE,

4, nRIGPB®I" —IQECrIOMIQPRIQP I€QRe],Caf%af@a,na afa@«e” “&%%03 €3, EGO Ve, TV
3f2a52a51a,' 3¢ 2@ ®aY2+EY; 3@ ®r0e%0C, | IEQPIQNIQPYIEQr -, T81+eE8Q«d UIQP™E S, ®f

afrafeafua,'a@8a@™ac,

3Q°iQPRE —FQECIPMIPRIQP FEQECELIQP®E, Caf%oaf@a, 13, a3« " eYi%0a €3, EIQYE
3f8f255143,'5€ 3@ ®&1+EY; 3@ ®2e%0C,3€QI9SE, 59’10 93,E5, %iQ®e,T81+2E€85Q«& %I

Cisco Application Policy
I nfrastructure Controller

iQ"aP®e,Tavte€iaQ«a %HIG™Ma xR QIORA;RREIFESAS!

2.0 &o¥% @ &, TaYc-ecE85,3,5; 2,21 2e11%o0 59 (8> Ei@—3€ | 5995 a@-a@,:
2.0 8, TaY/c-aE859,3,5; 2,211 2ei1h%0 30 (5»&EiQ—i0 5P 93© a@-a@,:
2.1 &, TaY-ac88@,3,5; 2,211 2€ei1h%0 59 (5»&E5Q—30 5P VIO a@-a@,:
2.2 2.2/ 261/ %o '
2.3 2,314 1 1Y/%o

3,014 S SBfoaf V., 160 8RS Y %o

&, TaV/taE83@ 3@ —

3 4,18, 88, ¢ - af—afa, *afOaf 4@ a€@cisco.com 3,3 SeEvA" € >
a,|af%03€ "a,-a,'aftaf ¢®jc@T > af@afa, -afua@ "a 2afnaf afiafa, afsasr

JafaF” afafuafoasfa > a,¢af—afea, +afna,-afsar areasfa,-afva
a,naffafafoa,'af afoa, af@asE a,2afaf” afafuafoafa (APIC) 5@ "(8»a«3@—3€@

8. Y58f+8f"8, 18,838, ¢ & »af3a ¢afY

5€p<3,%03f€3, | af3faf1af%od @ ™3« 3@ 3@ I QP EIPZIQQIO%HIQO™ 3E,

4 QBEAOC" %8V " 3.~ 81 P08

Cisco Product Security Incident Response


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-apic1
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-apic2
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html

TeamiVa PSIRTY%0.5€p83 € €@ 20e-3,Caf%0af@a,na, Nafd@«e "%%od€ 3, ES€ | 3,38, TaVite€
&108...

5O "3Q®,131%+2€83Q FE9A,»3,aF¥AFEfTE,£C "cOYRE.. Af75f@afka, AFE3€® Lubomir
Vesely a2°@3€«3,°3,5¢™¢ | E@+3,E5€93,5,"5,°59«4 +4'539+3, F3Q%IO9—QVYaE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-apic2

o' g, at¥ae

a€”

Version Description Section Status e—¥a»

1.0 Initial public release. Final 2017-August-16

dO¢" e O¢

ae0ed, Caf %odf 3,03, 95°3@ ¢,i8; 98 %hIQPRS, IQPPIQ IQO—iQ IO 2QOIWIO—3€  36535,55¢
e0e-3,Caf%0af 3,03, 933 ®aef...8 +3€53, 493358, aQ®a1i " Q@ «é-CAP™E @2 Erm IQP®E €
3OUIPYI€PE,3,'5,°5@ 20e-df%03, aF¥Efi3FAf Q@ B®AT...305,8°°8'S5 Q5O —3 @ «antoe> QP —a¢€
a0, Caf%odf ©48,08, 35 Q®e "8;°8T.. AR 3P «é-CA9—3@ | f..4 +6..95;i5€® URL

3,CeQCYiQ—I€QIQ -IP®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 4@ FE€PI " (nHhIQPTECRCO
3O "3Q®Af%03,Af¥aF3FAf 3Q®eS..3 +t3@ 3€4,3,'5,°0f 13" @IQ®F, AP af%0aS | AF143, 98,8 Y4l iE


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170816-apic2

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



