PAOHNBRCRRERETRY ND—D - 24
L 7;|:| RN F—EVOSE RBER: 118
2016 £

. P RNAHYU—ID: cisco-sa- CVE-
Mediu 20161123-ntpd 2016-
M  #/B8A8 : 2016-11-23 16:00 7428
BIREH A : 2017-01-23 14:51 CVE-
N—>32 1.5 Final 2016-
BI#%E : Yes 7429
Cisco /X% ID : CSCvc23536 CVE-
CSCvc23579 CSCvc23578 2016-
CSCvc23499 CSCvc23575 7426
CSCvc45288 CSCvc23452 CVE-
CSCvc23574 CSCvc23453 2016-
CSCvc23530 CSCvc23494 7427
CSCvc23451 CSCvc23493 CVE-
CSCvc32452 CSCvc32453 2016-
CSCvc23569 CSCvc23448 7433
CSCvc23525 CSCvc23489 CVE-
CSCvc23566 CSCvc23487 2016-
CSCvc23444 CSCvc23485 7434
CSCvc28961 CSCvc23484 CVE-
CSCvc23481 CSCvc23482 2016-
CSCvc23517 CSCvc23513 7431
CSCvc22942 CSCvc23437 CVE.
CSCvc23435 CSCvc23512 2016.
CSCvc23477 CSCvc23510 9312
CSCvc23472 CSCvc23471 CVE.
CSCvc23508 CSCvc23506 016,
CSCvc23504 CSCvc23505 0311
CSCvc23502 CSCvc23503 —
CSCvc23500 CSCvc23545 LVE
CSCvc23465 CSCvc23543 2015
CSCvc23463 CSCvc23585 8138
CSCvc23464 CSCvc23583 CVE-
CSCvc23582 CSCvc23460 2016-
CSCvc23580 CSCvc32447 9310

CSCvec32449


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23536
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23579
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23578
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23499
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23575
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc45288
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23453
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23530
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23494
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23451
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23493
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32453
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23569
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23448
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23489
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23487
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23485
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc28961
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23481
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23517
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23513
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc22942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23437
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23435
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23512
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23477
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23510
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23471
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23508
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23504
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23505
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23502
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23503
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23500
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23545
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23465
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23464
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23582
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23460
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32447
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32449
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7428
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7428
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7428
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7429
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7429
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7429
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7426
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7426
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7426
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7427
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7427
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7427
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7433
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7433
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7433
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7434
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7434
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7434
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7431
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7431
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7431
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9312
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9312
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9312
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9311
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9311
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9311
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8138
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8138
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8138
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9310
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9310
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-9310
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http://support.ntp.org/bin/view/Main/SecurityNotice#November_2016_ntp_4_2_8p9_NTP_Se
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161123-ntpd

Product

Collaboration and Social Media
Cisco SocialMiner

Cisco Unified MeetingPlace

Cisco WebEx Node for MCS
Endpoint Clients and Client Software
Cisco Jabber Guest

Cisco Bug ID

CSCvc32449
CSCvc23583
CSCvc23453

CSCvc23580

Network Application, Service, and Acceleration

Cisco Application and Content
Networking System ( ACNS )

Cisco Visual Quality Experience Server
Cisco Visual Quality Experience Tools
Server

Cisco Wide Area Application

Services ( WAAS )

Network and Content Security Devices

Cisco RBRtEF*a1VFT4 FTS5AT A

EFLTYTF—KN H—N

Cisco FireSIGHT AT AL VYT NJIT

Cisco ldentity Services Engine ( ISE )
Cisco Secure Access Control

System ( ACS)

Cisco Virtual Security Gateway for
Microsoft Hyper-V

Network Management and Provisioning
Cisco Application Networking Manager
Cisco Evolved Programmable Network
Manager

Cisco Network Analysis Module

Cisco Policy Suite

Cisco Prime Collaboration Provisioning
Cisco Prime Data Center Network
Manager

Cisco Prime Infrastructure 7’549 7> R
L4 AZRF7OV—RNDITA

Cisco Prime Infrastructure

Cisco Prime LAN Management Solution -

Solaris
Cisco Prime License Manager

Cisco Prime Service Catalog /N\—F ¥ )L

T72A4T2A

CiscoUCS Central V7 NI 7T

Cisco Unified Communications Bt & —
)

Cisco Unified Intelligence Center

CSCvc23530

CSCvc23525
CSCvc23525

CSCvc23536

CSCvc23452

CSCvc23451

CSCvc23545
CSCvc23550

CSCvc23475

CSCvc23458
CSCvc23493

CSCvc23484
CSCvc45288
CSCvc23489

CSCvc23464

CSCvc23485

CSCvc23487
CSCvc23482
CSCvc23506
CSCvc23513
CSCvc23477
CSCvc23447
CSCvc32447

Routing and Switching - Enterprise and Service Provider

Cisco Application Policy Infrastructure
Controller ( APIC )

Cisco Connected Grid JL—%&
CiscolOSXR Y7 kU xI7

CSCvc23465

CSCvc23527
CSCvc23494

Fixed Release Availability

11.6.1 ( 15-Jun-2017 )

11.0.1 ( 28-Feb-2017)

EZEZhDEThUEOU ) —REL
TY7JL—ROERDEODEEE
TAC,

6.3.1 ( 31-Mar-2017 )

5.4.0.10 ( 15-Feb-2017 )
6.0.1.4 ( 15-Mar-2017)
6.1.0.2 ( 15-Feb-2017)
2.2 (21-Dec-2016 )

HEEThBBESH)Y—REL,

5.2(1)VSG2(2.1) ( 30-Mar-2017 )

ABEEhBBESHU)—AEL,
HEEhBBEELR—AEL,

12.0 ( 3-Mar-2017)
12.1 ( 23-Feb-2017 )

TEEhDThUEOV ) —REL
TYTIL—REROI-OHDELER
TAC,

FTEENBIEERKRI ) —AEL,
425MR3 ( RIATTEER )
4.2.5MR4 ( 15-Mar-2017 )

2.0(1a) ( 30-Mar-2017 )

11.6(1) (68 2017)

2.2(2) ( 30-Apr-2017)

15.6(3)M2 ( 23-Jan-2017 )
6.5.1 ( 31-Jul-2018)


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32449
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23453
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23530
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23536
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23451
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23545
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23550
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23475
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23493
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc45288
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23489
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23464
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23485
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23487
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23513
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23477
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23447
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32447
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23465
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23527
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23494

Cisco IOS KUV CiscolOSXE YV 7 ™
7

Cisco MDS 9000 Series Multilayer
Switches

Cisco Nexus 1000V & J—X A Y F
Cisco Nexus 3000 Series Switches

Cisco Nexus 5000 Series Switches

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches

Cisco Service Control Operating System

Cisco Virtual Security Gateway for
Microsoft Hyper-V
Routing and Switching - Small Business

Cisco DPH150 =/ 1J —X MicroCells

Unified Computing

Cisco Common Services Platform
Collector

Cisco UCS 6200 U —X 777wy
A2Z—1AFI b

Cisco UCS Director

CSCvc23569

CSCvc23468

CSCvc23471
CSCvc23472

CSCvc23468

CSCvc23468

CSCvc23468

CSCvc23468

CSCvc23570

CSCvc23471

CSCvc23558

CSCvc23440

CSCvc23476
CSCvc23463

MDS - 6.2.19 ( 28-Feb-2017)
3k -7.03)12 (5)

7.0(3)I4 (6)

7.0(3)I5 ( 31-Jan-2017 )
5500-7.3.2 (48 2017 )

7k - 6.2.18 ( 31-Jan-2017)
8.1.1 (48 2017)
5.2(1)SV3(2.15) ( 28-Feb-2017 )
Z M 6.0(2)U6(9) ( 15-Jan-2016 )
MDS - 6.2.19 ( 28-Feb-2017)
3k -7.03)12 (5)

7.0(3)I4 (6)

7.0(3)I5 ( 31-Jan-2017 )
5500-7.3.2 (48 2017 )

7k - 6.2.18 ( 31-Jan-2017)
8.1.1 (4A 2017)

MDS - 6.2.19 ( 28-Feb-2017)
3k-7.03)I12 (5)

7.0(3)I4 (6)

7.0(3)I5 ( 31-Jan-2017 )
5500-7.3.2 (48 2017)

7k - 6.2.18 ( 31-Jan-2017)
8.1.1 (48 2017)

MDS - 6.2.19 ( 28-Feb-2017)
3k -7.03)12 (5)

7.0(3)I4 (6)

7.0(3)I5 ( 31-Jan-2017 )
5500-7.3.2 (48 2017 )

7k - 6.2.18 ( 31-Jan-2017)
8.1.1 (48 2017)

MDS - 6.2.19 ( 28-Feb-2017)
3k-7.03)12 (5)

7.0(3)I4 (6)

7.0(3)I5 ( 31-Jan-2017)
5500-7.3.2 (48 2017)

7k - 6.2.18 ( 31-Jan-2017)
8.1.1 (48 2017)

INY F & 28-Feb-2017 (2 & 2 THIA
TEEY,

5.2(1)SV3(2.15) ( 28-Feb-2017 )

SR10 MR2 ( FIFAWAE% )
52 (AR )
52HF1 (FIATTEER )

1.11 ( 14-Jan-2017 )

3.1.3 (27-Mar-2017)
6.5 ( 31-May-2017 )


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23569
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23471
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23471
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23558
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23440
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23476
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23463

Cisco UCSE 2 1J—X H#—N\ CSCvc23436
Cisco UCS Manager CSCvc23476
CiscoUCS RAZ> R7O> CV)—XZ

v 9 H#—/\- Integrated Management CSCvc23478
Controller

Voice and Unified Communications Devices

Cisco 3G Femtocell 714 VYL A CSCvc23561

Cisco Emergency Responder CSCvc23575
Cisco Finesse CSCvc32452
Clsgo Hosted Collaboration Mediation CSCVe23578
Fulfillment e —

Cisco IP Interoperability and

Collaboration System (IPICS) CSCvc23517

Cisco EE/\—hE—HK H—N CSCvc23565
Cisco MediaSense CSCvc32453
Cisco Paging Server ( Informacast ) CSCvc23579
Cisco Paging Server CSCvc23579
Cisco Quantum {RZ&/X7 Y RO7 CSCvc23438

Cisco Unified Communications R X A1 >/
NZ—2 ¥ 10.x

Cisco Unified Communications R X A >/
NZ—2 ¥ 8.x

Cisco Unified Communications Manager
IM & Presence Service ( IH¥: CUPS)
Clscq Unified Communlca.\t.lons Manager CSCVe23572
Session Management Edition -
Cisco Unified Communications Manager CSCvc23572
Cisco Unified Contact Center Express CSCvc32450
Cisco Unified SIP Proxy Y 7 RO T 7T CSCvc23437
Cisco Unity Connection CSCvc23574
Cisco Unity Express CSCvc23435
Cisco Virtualized Voice Browser CSCvc32454

CSCvc22942
CSCvc23585

CSCvc23576

3.1.4 (48 2017)
3.1.3 (27-Mar-2017 )

SR10 MR2 ( FIFARE%: )

5.2 ( FATEE )

52HF1 ( FIATT8EER )
FTEENBDEEZK)Y —AEL,
FFEENBEEZHRI)Y—RAEL,

11.5.1 ( 22-Dec-2016 )

5.0(2) ( 15-Apr-2017 )

5.2 HF1 ( 31-Mar-2017 )
SR10 MR2 ( 31-Mar-2017 )
11.6.1 ( 30-Jun-2017 )
12.0.2 ( July 2017 )

12.0.2 ( July 2017 )

FTEEh2BEFRK)Y —AEL,
.|_

]
THENDBEZKRIY —AEL,

TNBEEFH)Y —AEL,

HEENBBESEH)Y—REL.

HEENBEERKY—AEL,
FTEEh2BEFRK)Y —AEL,

HEEhBBESH)Y—REL.
10.0 ( 31-Aug-2017)
HEENBEERHYY—REL,

Video, Streaming, TelePresence, and Transcoding Devices

Cisco 910 Industrial Router CSCvc23554
Cisco Cloud Object Storage CSCvc23519
Cisco DCM 1) —X D990x 7> &)L 1

S FY TZ—T 1 CSCvc23481

Cisco Digital Media Manager CSCvc23502

Cisco Edge 300 Digital Media Player CSCvc23555
Cisco Edge 340 Digital Media Player CSCvc23556
Cisco Enterprise Content Delivery

System (ECDS) CSCvc23503
Cisco Expressway Series CSCvc23512
CISCO.MXE 350(_) Series Media CSCVe23505
Experience Engines -

Cisco Show and Share CSCvc23508
Cisco TelePresence Conductor CSCvc23500
Cisco TelePresence ISDN Link CSCvc23504

Cisco TelePresence MX Series CSCvc23510

1.2.1RB4 ( FIAT8EER )

3.12.1 ( 30-Mar-2017)

20.0.0 ( 31-Mar-2017)

5.0.0 ( 28-Feb-2017)
HEENSEEEL

Ty 7L —REHROD-HDERE
Cisco TAC,

1.6RB5_1 ( 23-Dec-2016 )
1.2RB1.0.4 ( 23-Dec-2016)

2.6.9 ( 15-Jan-2017 )
8.9.1 (31-Jan-2017 )
FTEENDEEZRKR) ) —AEL,
HEEhDETRULEOUU—REL,

1.1.7 (68 2017)


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23436
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23476
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23478
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23561
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23575
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23578
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23517
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32453
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23579
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23579
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23438
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc22942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23576
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23572
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc32450
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23437
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc23435
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Cisco TelePresence Profile Series
Cisco TelePresence SX Series

Cisco TelePresence System 1000
Cisco TelePresence System 1100
Cisco TelePresence System 1300

Cisco TelePresence System 3000 Series

Cisco TelePresence System 500-32
Cisco TelePresence System 500-37

Cisco TelePresence System EX /1) —X

Cisco TelePresence > A7 . TX1310
Cisco TelePresence TX9000 < 1) —X
Cisco TelePresence Video
Communication Server ( VCS )

Cisco Telepresence Integrator C

Cisco Video Distribution Suite for Internet

Streaming ( VDS-IS/CDS-IS )
Cisco Video Surveillance Media Server

Cisco Videoscape Distribution Suite 3&Ei8

B¥vyva

Cisco Videoscape Distribution Suite
Video Recording

Wireless

Cisco EEUT 1 H—EARA IV
/Cisco Connected Mobile

Experiences (CMX ) 277 R

Cisco AE—/L EZ XA 100> U—X
DJA4VYLANT A RA b

Cisco AE—JL EZ XA 300> 1U—X
DAVYLANTIOERARSAV B

Cisco Small Business 500 1) —X 4

YLATOEARAT B

Cisco WAP371 D4 VYL AACINT7 Ot

ARAUB

Cisco Hosted Services

Cisco Business Video Services
Automation Software

Cisco Cloud —E'A

CiscoxY ND—0 M7 L —LD—7

Cisco Network Performance Analysis

Cisco Prime Network ZE S K V'R EE

H

Cisco Proactive Network Operations
Center

Cisco Registered Envelope Service

CiscoH—ER A4 734 JIIEBI X

=¥ (H#W)
Cisco Services Provisioning Platform

Cisco Smart Care

Cisco Unified MeetingPlace - WebEx
Node for MCS

CSCvc23510
CSCvc23510
CSCvc23571
CSCve23571
CSCve23571
CSCvc23571
CSCve23571
CSCvc23571
CSCvc23510
CSCve23571
CSCvc23571

CSCvc23512
CSCvc23510
CSCvc23524
CSCvc23543
CSCvc23566

CSCvc23522

CSCvc28961

CSCvc23548
CSCvc23548
CSCvc23547

CSCvc23546

CSCvc23439

CSCvc23499
CSCvc23567
CSCvc23568

CSCvc23444
CSCvc23445

CSCvc23448
CSCvc23455
CSCvc23587

CSCvc23532

CSCvc23582

Cisco Universal Small Cell 5000 =/!') —X CSCvc23562
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4.3.2 (15-Jan-2017 )
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4.1.6 ( 20-Apr-2017 )
415 (FIATEE)

HEENBEERHYU—REL,
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Cisco TAC,
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J1J—2Z 342 x DEFT CSCvc23562 3.5.12.23 ( 31-Jan-2017 )

Cisco WebEx Messenger Service CSCvc23454

EHEEFATVWEVC EfBREAERR
AR, CORBUNUTOSAIHRICEEEZEZ BV EZBABLELE,

Collaboration and Social Media
. Cisco WebEx Meetings ¥ —/Y J 1) —2X 1.x
. Cisco WebEx Meetings ¥ —/Y 1) 1) —X 2.x

I>RRAIN OSATFREDSATFNITRDIF
- Cisco Agent for OpenFlow
- Cisco IP Communicator
- Cisco NAC Agent for Mac
. CiscoNACWeb T—2 1T K
. Cisco UC Integration for Microsoft Lync
. Cisco Virtualization Experience Client 6215
. Cisco WebEx EZ R A A4/ —h
- Cisco WebEx Meetings Client - Hosted
- Cisco WebEx Meetings for Android
- Cisco WebEx Meetings for BlackBerry
- Windows ZEFE 8 M 1z 8 ¢ Cisco WebEx Meetings
- Cisco WebEx Productivity Tools

RYRNDT—=O F7TUTG—232, $—ERX, L7725 L—>3>
- Cisco Extensible Network Controller ( XNC )
- Cisco Nexus Data Broker

RYNT=oBL>I2T72Y tFa2 T4 F/V1 X
- Cisco ASA Next-Generation Firewall Services
. Cisco EHISBEF21UFT1 FTFATA(ASA) YT RNITIT
- Cisco Adaptive Security Device Manager
- Cisco Content Security Management Appliance (SMA)
- Cisco Email Security Appliance (ESA)
- Cisco Web Security Appliance (WSA)

RYND—OBBEEOES I =20
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. Cisco Access Registrar 7 7’54 F7 > A

- Cisco Connected Grid Device Manager

- Cisco Connected Grid Network Management System

- Cisco Insight Reporter

- Cisco Linear Stream Manager

- Cisco Multicast Manager

. Cisco Prime Access Registrar 7 7’54 7 > A

- Cisco Prime Access Registrar

- Cisco Prime Cable Provisioning

- Cisco Prime Central for Service Provider

- Cisco Prime Collaboration Assurance

- Cisco Prime Home

- Cisco Prime IP Express

. Cisco Prime Network Registrar IP 7 RL A YZ—2 ¥ ( IPAM)
. Cisco Prime Network Registrar N\—F ¥ )L P54 T A
- Cisco Prime Network Services Controller

- Cisco Prime Network

- H—EX 7ONAFZ—D =D Cisco Prime Optical

- Cisco Prime Performance Manager

- H—ER 7ONAZ—0 7% 0 Cisco Prime Provisioning
- Cisco Security Manager

. Cisco Smart Net Total Care - A—AJ) AL IR 77354 T A
- CiscoWorks Network Compliance Manager

N=FT A 2 TBELIRAYF T -IR—TSA ABLFY—ER 770/ Z—
. Cisco ASR 9000 > ) —AE#H Y —ER T 1-)l
- Cisco Broadband Access Center for Telco and Wireless
. Cisco CRS Carrier-Grade H#—E A I 22> CRS-CGSE-PLIM E> 1—)L
- Cisco Nexus 4000 Series Blade Switches
- Cisco ONS 15454 Series Multiservice Provisioning Platforms
- Cisco Service Control Application for Broadband
- Cisco Service Control Collection Manager
- Cisco Service Control Subscriber Manager
- Cisco VPN Acceleration Module

N—F ot o IBLORAL Y Fos - RE—JL S
. (Sx220 ) AL ¥ FE AT — N7 Cisco 220 ¥ —X
. Cisco 500 ¥ J—X A& Y V7 THE (Sx500 ) BEE hi- R4 ¥ F
. Cisco RV042 Dual WAN VPN JL—#&
. Cisco RV042G 17 JL ¥4E Y k WAN VPN JL—%&



. Cisco AE—/)L EZRA 300> 1J—X (Sx300) GRS YFZEELEL L

. Cisco Small Business AP500 ) —X DA YL AT OVEA R4

. Cisco Small Business RV 2 1J —X RV110W Wireless-N VPN 7 7 A4 7 #—)L

. Cisco AE—IL EZZARVU—XRVI20W DA VYL ANVPN 77 AT #—)L

. Cisco AE—J)L EZ XA RV 2 1J—X RV215W Wireless-N VPN JL—2&

. Cisco ATE—I)I EZZARV U—X RV220W EIEXY RD—0 2F1UFA4T 74T
Jx—)l

. Cisco AE—J)L EZ XA RV 2 1J—X RV315W Wireless-N VPN JL—2&

. Cisco Small Business RV > 1IJ—A RV320 217 J)L ¥ HEY N WAN VPN JL—4&

. Cisco A=)l EZZARV130 1) —X VPN JL—4&

Unified Computing
. CiscoUCS ICK 2 TMEET B EREFTARZ B
. CiscoUCSB>)—X JL—R H—=N
. CiscoUCS 777y Y ITOARTRA—F21—-)l

EEBLUPI-774RKJXa=-5—23> F/V1X
- Cisco ATA 187 Analog Telephone Adaptor
. Cisco ATA190 V=X 7+0O7 2—ZXFIIN THT X
- Cisco Agent Desktop
=TI Y=L AL —h 4.1 O =& D Cisco Broadband Access Center
=TI Y=L AL —h 4.2 © =& D Cisco Broadband Access Center
- Cisco Computer Telephony Integration Object Server ( CTIOS )
. Cisco ARV MR — RXAL2 XZR—2 v (CCDM)
. Cisco ARV Mt E2—EER—2)L (CCMP )
. CiscoDX 2 U—X AZRL—23> T2V RERA B
. CiscoDXZU—=XIP 7%~
. Cisco IP 7800 > 1) —XEFE
. Cisco IP 8800 /1) — X&E5E- VPN #aE
- Cisco Packaged Contact Center Enterprise
- Cisco Prime Cable Provisioning 5.0
- Cisco Prime Cable Provisioning 5.1
- Cisco Remote Silent Monitoring
- Cisco SPA112 2-Port Phone Adapter
- JL—Z & ® Cisco SPA122 Analog Telephone Adapter ( ATA)
- Cisco SPA232D Y )L F7Z 4 > DECT Analog Telephone Adapter ( ATA)
- Cisco SPA51xIP 7 # >
. Cisco SPA525G 5 17 IP Phone
. Cisco SPAB000 8 R— KN IPFL 74— —kVIA
. Cisco SPA8800IP TFL 74— 7—KJI A (4FXSR—KNE 4FXO R— N ZAHR )



. Cisco Small Business SPA300 ') —X IP Phone

. Cisco Small Business SPA500 ') —X IP Phone

- Cisco TAPI Service Provider ( TSP )

- Cisco Unified Attendant Console Advanced

- Cisco Unified Attendant Console Business Edition

- Cisco Unified Attendant Console Department Edition

- Cisco Unified Attendant Console Enterprise Edition

- Cisco Unified Attendant Console Premium Edition

- Cisco Unified Attendant Console Standard

- Cisco Unified Contact Center Enterprise

- Cisco Unified Customer Voice Portal

- Cisco Unified E-Mail Interaction Manager

. Cisco Unified IP 6901 E&&

. Cisco Unified IP 6945 E&&

. Cisco Unified IP 7900 >/ 1) — X &

. Cisco Unified IP 7937 &&&

- H—RN—=F 1 J=I)L#EfH®D =% O Cisco Unified IP 8831 2FFEE
. Cisco Unified IP 8831 &£Z&E5E

. Cisco Unified IP 8941 & &k Uf 8945 EFE

. Cisco Unified IP 8961 E&&

. Cisco Unified IP 9951 E&&

. Cisco Unified IP 9971 5§

- Cisco Unified Intelligent Contact Management Enterprise
. Cisco Unified SIP 3900 > ') —XEFE

- Cisco Unified Web Interaction Manager

- Cisco Unified Wireless IP Phone

- Cisco Unified Workforce Optimization

- Cisco Virtualization Experience Media Edition for Windows
- Cisco Virtualization Experience Media Edition

- Exony FRFEILLELEHERBEYNR—2F (VIM) &

EFF ARNUV—=Z2T, FLTLER, BLFRNZRO—F1>20 F/V1 X
. Cisco 4300 > ') —X Digital Media Player
. Cisco 4400 > ') —X Digital Media Player
- Cisco D9824 Advanced Multi Decryption Receiver
. Cisco D9854 $ KT D9854-| §EZ' O/ S AL L>—/N—
- Cisco D9858 Advanced Receiver Transcoder
- Cisco D9859 Advanced Receiver Transcoder
- Cisco D9865 Satellite Receiver
- Cisco TelePresence Content Server
- Cisco TelePresence Exchange System



- Cisco TelePresence ISDN Gateway 3241

- Cisco TelePresence ISDN Gateway MSE 8321

. Cisco TelePresence MCU 4200 ') —X, 4500 ') —X, 5300 > 'J—X., MSE 8420,
H KTV MSE 8510

- Cisco TelePresence Management Suite ( TMS )

. Cisco TelePresence Management Suite ( TMS ) Analytics #i5k

- Cisco TelePresence Management Suite Extension for IBM Lotus Notes

. Cisco TelePresence Management Suite i 5R#8E

. Cisco TelePresence Management Suite ( TMS ) 2Lk

- Cisco TelePresence Serial Gateway Series

- Cisco TelePresence Supervisor MSE 8050

- Cisco Video Surveillance 3000 Series IP Cameras

- Cisco Video Surveillance 4000 Series High-Definition IP Cameras

. Cisco EFF H—~XR AT A 4300E B KT 4500E SHBEME IP A XZ

- Cisco Video Surveillance 6000 Series IP Cameras

- Cisco Video Surveillance 7000 Series IP Cameras

- Cisco Video Surveillance PTZ IP Cameras

- Cisco Videoscape AnyRes Live

. Cisco Virtual PGW 2200 YV 7 R AL Y F

. Tandberg Codian ISDN 7*— k7 I 4 3210, 3220, & &V 3240

- Tandberg Codian MSE 8320

741 LR
. Cisco Aironet 7 7R R4 > h-Cisco IOSY 7 NI T 7 OREAT
. Cisco RF #*— R T4 1 ( RFGW-1)
. Cisco714VYLALAN > NO—F
. CiscoD A VL AEF 1T A #—RIIA (WSG)TTUr—3a>

SRAARRTY R H—EX
- Cisco V7TV REX=)I EF¥F21UTFT1
. Cisco ¥#8E Analytics H—E R
- Cisco Network Device Security Assessment Service
. Cisco Unified Service Delivery 7’2 Y K7 # — A
- Cisco AZ/N\—H)L/h&x W)L CloudBase 77 O RN DAND JL—K 77 AN AT A-
1)1)—2R299.4 LT EFNLURE
- Cisco WebEx Meeting Center

O ATDRBICBVWTZOT RNAF)OEEEZTDE0E., BEEBERSINATVEREA,
5] 2 5%
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