3,%.35°aF°a,!a,84,639® Smart Install
20YefLaP«a9Saeaaf;afcasr
afeafna, a@®e, talatae€s

&, Caf%oaf @4a,na,faFraFualD : cisco-sa CVE-2016-
Hi gh 20160928-smi 6385

&@a...~é-«e—Y¥ : 2016-09-28 16:00

af @af1aa,assas 1.0 : Fina

CvsSsata,%a,¢: 7.8

&76@¢¢- : No workarounds available

Cisco &f €4a,° ID : CSCuy82367

Cisco 10S 4¢Sa,”a€°>10S XE
a

Y73 «ad, d,«ef...3 t3@ A€OQecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~a11 P a ¢
Al
£1 el@

Cisco 10S3€ 53, 3€°10S XE4, 1,435, !4,85,¢3€®Smart
Installd,”3f©3,03,CafPaf eOYefLa@«3@ 3€QL Qe %3 3,EiQ ' 3€,30°3€,3f5fCafhif 3@®a

50 398, 18%1eE53Q € QA nafiaf1kE, 353, 3F aFEFOA55f 13, 3O B3 PEHOI 1591 cOTaD @)
Installafs,affaf 8, TCPaf@afhaf 47865 @ «C€ Q3 i3O™3, 39 "59 1OTIEQ IO 5O®E, Ta1h+2ETS, E
Catalystd, s, naffaf @ 3@8afafcars@ Eafafs, 3@ —ac@roetcy,cS, 39 «aFafaf1haf%o5 @ EC™MC"Y:

5,-8153%6€¢ J@"'d@®e,Ta%+xe€83@«a 3at|a@™a,<3,Lafaf"3,|5,83,¢3, caffaf—aftafnas a, afeafrasy
Installae©Yeflra, i3S 4@« Q™3 @ ¥an-3@«I€ QI 5B, Talit e85 @«a %At 5O™E, 376 @i C-

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§.§00§0%50""é€,
https://sec.cloudapps.ci sco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-20160928-smi

5O aQ®3,Caf%0af@3,0a,933€ a€92016 3" 9 e0e” 28 2—YI@«d...~6—~3+3,EIQY 11
»95@®e,Ta%+tr€83@«E-C3@™a,« 10 4»93@®35,-3,'3,2 3,»3,af¥afafta,£
a,Caf%o0af@a,na, 9afa,'a€«a,€ Cisco I0S &,%afaf 3, | 5,83,c3€53,"3€3 10S XE


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160928-smi
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy82367
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6385
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6385

a,%.af-af"3, | a,83,¢ afeafiafa,'a@®a,»a,af¥asrasta £ a,caf%oaf€a,na, gasr
af@afaf%oaf«3@®a €Ef A QBIQP™MIE Q' IQORIO™IQ'aQ | IOB®E,TaN+E83Q §,»3,af¥afEf1E £
3,¢af%o0af€@a,na 9afa€@ “af'afa, a@®a el 89«3 Qrie,iQ ! 5€ 3€€3€7 Cisco Event

Response: September 2016 Semiannual Cisco 10S and 10S XE Software Security Advisory Bundled
PublicationZ€€3,'3€.C..88 0—3€© | 3 Q QIO 3©°30,3€,

SOP8Y5" SEYAA" €

Cisco 10S3€ 53, 3€°10S XE&, 1,435, !4,85,¢3€®Smart
Installd,”3f©3,03,CafPaf eOYefra@ d€Qr-29—a€,3,'8,0affaf@ 3«3, 14afH,;AFfaf@&°74.. ¥4, @

&, T&/st €83 @ ®a@,a,<e£%23" @

5@ "3a@®e,Tal+r€83€@ FE@Smart

Installd,” 3f©4,13,¢af5f 20Yef3€ Ere%idS'd@«3 Q9 3QL3€ | 5€,35,Cisco

10S3,%af+4f"3,! 5,83, %3@Y3@ Cisco I0S

XE&, 1245353, 4,858,C3€@®¢,T8%+€83€ T3 40 " 3@™4, 345 143,'3, 4@V EA@ —3€ | 5€,5,<5,

&, T8/ craeE8a€@ &~ ace " 3@ ™4,« Cisco I0S 3,%af+4 "4, 5,83,C2€55,"3€° 10S XE
a,%af-af"3,| 3,83, ca@®afafrafd,'a@«i@rie,i¢ 3@ QIO "aQP®3E,Caf%af@a,ra, 9339 ®.
&;Raefear "8€/a,%af+af"a,,a,83,Ca€QIQ®E ..5,30.,0..800—3€,5QQIQ 303,55,

Cisco 10S4,25, caf faf @3 €@83€ a€@Smart

Installa,” 303,03, Ca°af eOYefha€ aftafa,0af«af 3@820e%0dS 3«39 IQfiQ | 5€,50%3€
Install 4ft3,£3f-3, 4,;3@ 3@—a3€@ | & a®35@+3,E3@ 3€,3,4,:3,"3,°

3f1af€a,13,'3€ 3@ 3@®e,13%+2€83Q®E1+EY:3, 49— 3PNI9>3,"5€,Cisco

10S3,%.afaf"a, | a,83,¢cafafasa, 2.2(52)SE&," 4,54, 8%0 @ 3 @ ®afafafa,'a, aeYeEi@—i€ 1 36
Installd 348;003€83€@ 3€,3,550%3€>3,"a€ ES€€ archive download-

SWe%olae ©EX ECA, 3af 28f38f %08, &, if @ afhaf 3@ —a€ | 3€,3,<d 3@ 3@ F€E@Smart

Installd, 4f©3,03,¢3f5f 3@ «3@™i 5@ 3@ Q@ EiQP8iQQPIOAUIG™IE,

aftaf€a,n3,'a€8 Smart Install

3, 4f03,n3,CafPaf eOVYef i@ Ere%idS dE-3€+3,EiQ | 50,3, 3Q039T39E, (2 QIO™
Install 8, 4f©3,13,¢af*af a8 show vstack config ¢%o'ae " © EXEC
3,°8f78a5%08,'a%¢¢" " dQ@—a @HIY™AE, e dQ«AEQSmart

Installd,” 3f043,03,¢afaf 3@ 3@—3@ | ¢ a®33€+3,E3QYCisco

Catalyst3,"a,raffaf €3 €83€® show vstack

configa, 38f 78138 %.a€ ®A1°85>3,'c°3 @ — 3@ %439 ™3€, show vstack configd, 3af 28f34f %ed€ ®

Role:
Clienta@®31°35>3€)<3,%03€ @ 3f13f 95,03, 49 83 Q"3 @ PrOYe 3@ Frre%idS 5@ «<3P3H LI |


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513

<#root>

switch#

show vstack config

Role: dient

Vstack Director IP address: 10.1.1.100

Cisco |OS &, YAAf~af 4,5, 85, ¢ Af°afeaf V4, 'a@®3 " nd ¥

aftaf€a,na,'a Sa983®Ye|E3€+3,E3€ | 5€,3,« Cisco I0S 3,343, 4,83,¢

af2afeafaa,'a@ €@ CRicOTeE.. 3@ EIftaf@a,n3,"a€«af5,°3,03aQ@—3@ | 3€@3,°3f2835f%0afC
3,035%3,;af1455+3,83,08, 1% CLI%%05 €8 show version

8,38f Z8f38f %08, d2i G’ "ap—a€ @€ ¢u°aea,(Ed <3, a,'aftaf

aF@asrSafa, 8€.c..880™a3,«39" 3O 39 «a,"4,5¢C°*QAPAQO QIO NAO™IE A 155,035,359
Cisco IOS §,%3f+af°3,!4,83,¢3,3®Ve|Fi@—3€ | 3€,3,3 4@ 3€935,-3,"aftaf
3f@3fSafa3€«3€ECisco Internetwork Operating System Softwarea€€3a,,a€ECisco I0S
Softwared€ @33 Q039 ®aft3,5,'af 3@ Ee ¢33, EIQPUIQ™IE,AFQAfSafhaP«a€ 3,05F%:
I0S

a,%.af-af"a,)a,83,Ca@®afafrasiaa,'c2a¢ 3@ affafrafa,' @ @aeEe (r°i@-d, EIQHIO™AE,a
3ftaf€3,03,'3¢853€ 3€@show version

8,38 283 %08, 8, if @ aFhAf a9 —3€ | 5€,30°39«AQLIQVI,SI€CHI"YAPBAI°AS a9 EE; " ¢u°;

& 3Q®a%a@ 3€@Cisco I0S 3§,%afaf"3,4,83,¢ afafasrka,'a€@E 15.5(2)T1
3Q83€Qa,nafa,'af afhaf«3 -3, E3QYE,nafiaf1a, 4@ @3 E C2951-UNIVERSALK9-M
5@83€,3,<3,3,'3,°e£1,3"Q4, (3 Q—3 @ | 5,3 Q%IAQ™EE,

<#root>

Router>

show versi on

Cisco I0S Software, C2951 Software (C2951-UNIVERSALK9-M), Version 15.5(2)T1, RELEASE SOFTWARE (fc1l)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Mon 22-Jun-15 ©9:32 by prod_rel_team



Cisco

|OSE, Y8f +8f "4, |3, 85, Caf %[5, @BV 0 Q@ Q3@ (39 a» @9 B | 9@3%0TQP«IQPra©, 39 | 3¢
0S5 53," 3 @>NX-

0S4, %safaf°4,! 4,85,Caf4f+4,]3F~3°5,"8,-5,05f %05 @3, 89,C..809—3© 3O QIO 59:36,3€,

Cisco |OS XE &, Y4if+af "4, '8, 84, ¢ Af°AfoafY.4, 5@ @4 na"¥

aftaf€a,na,'a Sa983®Ye|E5€+3,E3€ | 5€,3,« Cisco I0S XE 3,%af-af5,!4,83,¢

3fafaf1ha, 3@ 3EQ RO TEE. 3@ EAfIafO 5, 03,3 «af5,°5, 0359 —3€ | 5€QCLI 38

show version &,33f2af34f %03, &RY & (Ea@—a€@e; ¢u°a@+a,(Ea,<a, a,'aftaf

af@asrSafui,'a€.c.. 880 ™a, <30 3O 36«d, d,5¢CQAH5IO QAP NAO™AE, 195, 18,5
Cisco IOS XE §,%af-af5,!5,83,C3, 3@V F3@—3€ ' 5€,5,<8 30 3€35,-3,aftaf

3f€afSaf4a€ «3€ECisco IOSXE

Softwar e3€€ G € ‘G O ®af1d,d, "6 G€p Eej "¢n°i€p+a, EG %A ™aE,

&8¢ «a€@Cisco 10S XE 3,%af-af"a, ! a,83,¢ affafasaa,’ 3.16.1as
E NIV HOCE ERCGED | 3@,4,<aftaf€a,03,'a€@83€® show version
8,38 2834 %oa @ ®at°8S>8%<A, ¢’ 3 @ —3 @ %A G ™A€,

<#root>

Router>

show ver si on

Cisco I0S XE Software, Version 03.16.01a.S - Extended Support Release

Cisco IOS Software, ASR100@0 Software (PPC_LINUX_IOSD-ADVENTERPRISEK9-M), Version 15.5(3)Sla, RELEASE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Wed @4-Nov-15 17:40 by mcpre

Cisco 10S

XE&,V58faf 4, |3, 88, Cafeafafv4, 4@ ®aA"20 @ Q3@ ¢23@-a»" 3@'aQ®e | @3%01iQP«iPrie,i@ 3@
0S5 53," 3 @>NX-

0S3,%af-af°3,! 4,85,Cafaf+4,]3f~3°5,"8,-8,05f %05 @3, 39,C..809—39 3O QIO 59°36,3€,

8, TaVracEss, 49 «a,"89839,39%3€,,30"39 3G ECC°* QIO 3, EIHYELLI"O

@ ®E, 3,3 f1h8"QI9 955,39 | IEQIO"TO®S,Caf%oaf @, 13,0359 ®AV+EY: 5, 89 —3


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

§,-8153%@ €@ aQ@®e,Ta%+txe€83€CE Cisco IOS XR &,%af-af 3, | 5,83,C3Q%IOYIi&
Cisco NX-0OS
a,%af+af"a, a,8a,¢ aé«éo_é%iéﬂ?gé,’é,ié@%0350,,56“56 "é,’gC°éaééQ—éQ%éQ—éQY§€,

a,»8, af¥afeafta, £a¥ARa¢p ®¢—se-j

GQ3aQP®e,1a1+x€83Q TS Q@RLI"OC" " 3+3,ES5,<3Q 39O 3V,"3@™a aftaf@a,na,"a@8af;afcaf
DZEQP G-

Smart

InstallagOY &f 48, ’ G, j8S'a@ « 3 @ ™3 ,«Ear¥Ar-3 @ «IE QI Q"I P B, T8+ 283 P «d T | 5@ ™5, 76 @ -3

3,'3,03ffaf@a€83€ 3€@Smart Install
ae©Vé.f1/2§O_é"\fié.f‘é,@éf«éfé0§aeoe%oé§1éCE—éQﬁ,CEéQ | 3€,30%IO™IE S, 3f03,13,Caf35f°4,"4,!

Cisco 10S3€ 53, 3€°10S
XE3,af+35°3,!3,83,C3@®C%0'a®3IQ®IFEf a1, 3 @83 @ €3, afafhif@af«a afrafa,£3,®af¥a:
no vstackd,’a4:c" "a@p—a€ | Smart

Installd,” 4f03,03,¢C3P5f e0OVYef1r3,¢,idS 49«31 P85 @ QI QAUIQO™IE, 5 Q"3 QB3 >5f75 5 %0 d @ EE V¢
10S5€53,"3€°10S XE3, 124533, !4,85,C 3@ ®Cc%0'A®339®IFEFa14E, 49839 a€EQSmart

Installd,” 3f043,03, ¢33 8 eOYef1a, i3S a @« Q™3I 5@ 3988, Ta1itr83@«a %4t 5QPIQP@:

8@ «3€@Smart Installd,” 3f03,05,¢aaf eOYefha@ Ec,i3S 40«3 @3 QL3 | 3€,5,<Cisco
Catalystd,'a,naffaf ¢ a€ 83 € ®show vstack
configa, 3af 28135 %ea@ ®31°85,5%<E, o5 @ —3 @ I Y ™3E,

<#root>

switch#

show vstack config

Role: Cient (Smartlnstall disabled)

Vstack Director IP address: 10.1.1.100

& 1Y8Smart Installd, Af©4 od, CAf3af a0 Y ef 44, ¢, j8S'E@ «3 9 ™3 3@ Y3, 939 ®no
vstack, *af afvAf @af«d,af3afa,£3, ®afYaf-af1a, 3583533 2523 af % a@®alx " 3 3€Cisco
Bug CSCtj75729(TCPaf @af¥af 4786a€8Smart


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtj75729

Installaftafa,Oaf«af & afuafa, s, s, AfEaFfaf 3F€, | AP35 @™, eOVef1)3 @ ®3; ®RLI @55°74.. ¥4
10S3©3%43€Ya€ 10S XES,Vhaf+af" a,1a,83,caffafafa,'a€@ESmart

Installd, 3f©3,u8, ¢35 e OYefa, a,uaf@afkaf 50— | 56,56 ' 5,3€n0

vstack, %A 281 5f %A@ ES™ 200 3O —59°3€,3 89 € OI0 9IOOIFAF A, 59« Cisco

Bug CSCtj757295€p«a %43€@™a,a;®xLi€@ J@«3@3%a, i@ | 3€,i@3%a>a,"3€,
ac®xfx"a@éa,2afaf q, a,s84a,¢

§,-515,%€ 3@ "3@®3,Caf%0af€ 3,13, 933« "2%%03¢ 3, EFOYe, Taltr€8a@«3 At | 3O™3,<C,,i
AF@AfUA, AfSAPA@ af-8 EAFHAFQASE

d»affaf a@«ad %HhiQ@P—ai@ é@@é@géé"éQaé,ééé%é0“"5€,é@0§0®é,“é@’réQaé,Vzéf-é.fAé, 13,83,
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .html

FOUIQOYIEQIOSABRC R IO ES, 1hafaf a,13,83,¢3,af€3, | af*afaf1haf%a @83 @ @ 3,3 QPRIQ €Q3,
3,caffaf—a, caf-af1haf%o3 @83 @™a€,c,ia,Ya@®a,»3,af¥afafta £ 8,%af-af3,14,83,¢
5,Caffaf—aftafuif 3«3, dQLIQ | FEQIOSEP( 2§ 3P -39 —3€,5,23faf5,15,83,¢
3f03,n3,»35°3,"a€@&;158S 3,%.3f-3°4,! 5,83,¢ af+a,£afhaf@afE

é,»éffé.f‘é€0§0%é@\"(éQ_Q.ﬂa af£afa afeafa, afsaf

5,Caffaf—a,°af-aflafthod@«d %IQ™i e OE™MPIPEs»"573€+3,F5,5Q"39 36 3€,3,550%39

a,Y-af«af 4,13 83 ¢a@p®a,caffaf—a,caf-afhaf%oa, sencee’ 73O™3,«65H3@«3Q AE€EQ[3,3,'3,25€9B®3F,»3,3]
Security Advisories and Alertsi%%o]
3f3a5143, 3€983..¥2%0 3 @839 93,<3,-3,'3,°2£1,3" Q3@ ®3,C3f%0af@ 3,103,938, a®52eY (s, 59 «3.C
a,%.af2afYafna, af8afa, ' Q9i9—iQ QP QIY 393 ,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri’a"TACi¥%%o03, 3@ —3Q Q3@ a¥'(,39—3€ | 3€,3,afa5af1arSaF5, af—afaf €3, nafEAf 43 €«
8, ffVAf 4,18% ¢, 4,49 "8 0¢" " 3983939 ,395a®Ces”

3, -8,18,%5€)3,%00 @7¥2% 3. Y9 —3Q VIO E5,-3,'3, 5@ ®3, pafkafa, ' a¥c ,4,39"8°0¢" 5€,39Yie
AfMAFPAFEAS1Aa€p<3,%00%148.. Y3 QP —3QYIQ TS, ®efr, 3€:3,1,af35,13,83,¢3,83%4...¥4..."5€ <3, %0
Technical Assistance

Centeri%a"TACi%4%03 @ «é€£cUi 3@ —a @ | 3,Caffaf—a,°af~af%af%o0d,'a.. ¥e% i @—3@ | Q@I 3@°3
http://www.cisco.com/c/ja jp/support/web/tsd-cisco-worldwide-contacts.html

G.i8, Y4, Caf faf—a, *Af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 39 "3 3,8 he /39—3€ ' 3,59V
URL 3,/3@"¢" 2,930 @30 30°3@,3E,

Cisco |0S 4€5a,”a€° 10S XE &,%af+af°4,!4,84,¢


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtj75729
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

5€9Sa®Cx8" 3@ Cisco I0S &,%af-4f°4,!4,85,¢553,"3€° 10S XE

5,%.3f-3°4,' 5,83, 3@ ®e, 13%+2€85€«3,"3,a%PA®’ I 9 BIQ &f/r€83,8 ne-39™35,AQY3, QIEQ3,
Cisco IOS Software Checker

3f,af1haf«3, e Q@i IP—3Q | 5, 3QNUIO™IE,FQ TOPAS, 3 1hAF«8, 812" Q™I Q" FEP o'
afeafeafig, ' a€«e©231%:"a@™aa,-8,'3, &,»3,afYafafta £

5,Caf%0af 3,13, Y3 3€ 93953, 39°39,3,Caf%0af 5,05, 951588 /5€3,F5€  5€,3,@,18%+
Fixed3€€i%%03,'C%0'd®35 @83 P P3O NIO™I€, 39 %IHYLOL"aHP™E,& 4@ 3£ QI QP QIQBAFEF
First Fixed3€€1%%o3,'c%0'a®33 @83 @3 Q%I O ™AE,

Q"3 Q@BAS,af%af«a, aY¢" G P—3@ | e-dQ®E,:3,'3, 3,ARVe|EiQSI Q@ IOHIG™EE,

* af%oafaffaf—af€a af
af jBf Af YA Va€p <3, %03 af2 55143, 114" entae 4@ 114%03,'6 € 2S73@™3 AP FEQP TRI QP YdtiFe
3,-3,aftaf 3€p<3,%0af+3,(3, 08«3, '3, CAffaf—afaf1af%oa @—a€ | S€E@arencec ¢a, é—E5a Q™3 ¢

« show version &,33f7af3af%.a€ ®a1°aS»a,'af,afhaf«3P8esfe7 QA ™a

o 8«18 Af78 08 AQ—3@Yareroe( ¢l éQLAl»3@«a..~6~ 393, FiQYVIOMIQP '3 | 59®5,4,"5]
3,»8,3f¥afaf14,£
5,Caf%0af 3,13, 9453, encec ¢4 H4e+ia€«4.. ¥, E3QYE,SG€Q %0 AR5 Q®3,C5f%0af @ 5,73,93

afeafoafy.a, 5@ E3€@a... 393, E3@ | 3€,5,<3,-3,'3,°3,»8,aF¥afaf15,£3,Caf%0af @ 3,n3,94f 5 @®E€
|OS Software Checkerd,’ &/:¢" 8@ ™3 «d @« 3€ @ 2-id@®afa,£aflhaf«aftod @«Cisco

10S3,%af-af°4,! 4,83, 593%3@Y3@ Cisco I0S

XE&, 1,443, | 4,83,¢a 881143, (3@ Vi@ 3@ a@°3€915.1(4M24,,3.1.49)4 4. . ¥8S 5@ —a @3 @™ 3!

Check

Cisco |OS XE&, Y58f*&f "8, |8, 88, ¢afafafy.d, 4@ “Cisco

10S3,1,af-3f°4, ! &,83,¢afaf a3, 5@ ®afzaffafafa, 5@ «39ri@,i@ | 3@ 3€Cisco I0S
XE&, Vo853 "4, 4,83,Caf2af2af143,' 3@ «8; 003 3¢ | 5€©A€/Cisco |0S XE 2 Release
Notes36€ 3€ € 3€ZCisco 10S XE 3S Release Notes3€@ 3€ @ 393439 Ya€ 3€ZCisco |0S XE 3SG
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