Cisco 10S 5653, 89> 10S XE
a,%2af*af " Qq, | a,8a,ca@® IP Detail Record
aQ«a,"a,«a,pafnas’a,'al "a®*iva"DoSi%%oe, tal

&, ¢af%oaf @a,na,flaFrasulD : cisco-sa CVE-2016-
High | | 20160028-ipar 6379

& @a...~é-«we—Y¥ : 2016-09-28 16:00

df @afvaa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 7.8

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCuu35089

B Yoee-P73«d, " a,<ef...4 13@ A€Pete°7a9«a, a,«aZYR-13QPREGZA...~a11 a4
Al

£1 el@

Cisco |0S & V-Af+4f 4, |4, 83, ¢4€pS3,"3€° 10S XE &,%23f+3f5,!4,85,C3€® IP Detail

Recordi% " IPDRi%%o03,>4f143f%03 @ ®¢&,T8+2€85€«3,° 53,5369 @& 1439+, Fi@ | 5€,569°3€,3F4f

dQ"'aO®e,Ta%+e€85¢@ AE€QIPDR

afa,+affaf a@®3a, @O0 143t | cOTaQ YD AQ—3QPUIQO™AE 2" »x'fe€..a¢ d€HA8a ™I«
IPDR

afa,raffaf a,'e0%a%:"a, a,'aftaf @ «b€Qa;ia@™3,«3 Q"3 39«3, AQLIQ | I€QIH'IHOB®e, TaVateE

8,-8183%6¢ J@"'a@®e,Tal+txe€’a@«ad 3t a@™a,43,%afaf"4,|4,838,Ca, caffaf—astasnasa, afrearasy

5.0"50@5,Céf%oé.f@é,ﬂé,ﬂ5f350_5€06e—|i5Q®§fa§.f3§,_5f§,§g¢°é3050§50050%50TM§€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160928-ipdr

Q"9 ®3,Caf%03f 3,03, 9539 3€92016 8" 9 2" 28 2—¥3@«d..~é-3@3,EIOY 11
93Q@®e,Ta1+r€83@«E-CaQP™3A,« 10 »93€0@®3,-3,73,% 3,»3,af¥afaft3,£
5,Caf%0af 4,13, 9453, € «3,€ Cisco I0S &,%,3fa3f5,!4,85,C3€53,"36° 10S XE

a,%.af-af"a, | a,83,¢ afafiafua,'a@®a,»a,af¥asrarta e a,caf%oaf€a,na, gaf
af@arPaf%oaf«3@®a £Ef G QBIQP™IE, P 'TORIOMNIO'aQ | dQO®E, TaN+2E8IQ a,»3,af¥afEfT] £


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160928-ipdr
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu35089
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6379
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-6379

3,Caf%oaf€@a,nd,YafPa€@ " éf%ﬁéfé@@éﬁé 1833 @«3@rie, 50_5€0€1€Z Cisco Event
Response: September 2016 Semiannual Cisco |OS and 10S XE Software Security Advisory Bundled
Publication3€€3,'3€.C...88 @9 —3€@ | i Q@ QI 5@°3€.3€,

€028z e£V23" @
&, 14/ct ot O ®AD, 8, £128"

5@ 3@®e,1a%+2€85@ a€@Cisco 10S &,%af+af"5,5,85,Ca9%a@Ya€@ Cisco I0S XE
3,%af-af°3a,!3,83,C3@®¢e,13%+2€85Q®I,3,<afafaf143,"3, 4BV E3 Q™3 2 -a @ RLLNE" @I @«

« Cisco cBR & -&f%if Y4, ° 3, %8f3af @ aF 143, 3F%0 3f-353F 3 %03 @ 3f3 %0 AF«aF1A3,¢

. Cisco UBR7200 &, -8f%f.8,° &f i5f Af @ 35143, uaf« 3F-3FaF1435%035 @ aF355%0 3F«af1a,¢
« Cisco UBR7225VXR &f f <A @ 3143, udf« 35-3F3F1435%035 @ aF355%0 35«afYa,¢

« Cisco UBR10000 & -&f%fY.A,° &f 1&f Af @ 3F 143, uaf« 3F-3F3F1435%035 @ aF355%0 3F«afYa,¢

&, T8l/craeE§a€p ES~8ce " 3@ ™4« Cisco I0S 3,144 "4, 5,83,Ca€55,"3€° 10S XE
a,%af-af"a,3,83,ca@®afafrafud,' i@« Qrie, i@ | i@ €QPIV"3O®3,Caf%afQa,ra N30 ®

SO28Y5 ap™3 <8, 1oaff 5,1 5,83,¢ afafaf1d,'5, A®Ye|Ea@™E,Eftaf€a,n3,'5€@ 3€QIPDR
2OYefha@ Erer%dS'dE-3€+3,Fi@ | 36€,3,E 39 3€93955,°59° IPDR

3,78, 3,af@ara,;3,6—38 89 —3@ ' 36,3, 39 3@ «81+éY;3,/39—3Q'3QUIG™IE IPDR
3,78, 3, af@afha, ;3@ aftaf-3,03f«af 3983 2we%idS'a€«3€+3, i | 5€,39%a3,"3€,

IPDR &8, 3, 'af ©3f1%3,; 3@ @3, af1 5f143,:5,'3,CCO QO™ @ «EO 3€€ show ipdr

exporter

8,38 28[ 8 %08, 4V AP —a© | G€QE, 3,78, 'af O aFE,; 5O EE—35395,EFO'50,5,30 50"
5,753,738, 13f©af%3,; 59 Eé—35EQ—3€ ' 56,4, Cisco uBR10000

Bf«aflhd, 5O ®E%aE, (OE 9 —3 UIQ™MAEE,

<#root>

router#

show i pdr exporter

IPDR exporter is started.

Current parameters:
KeepAlivelnterval 1300
AckTimeInterval 160
AckSequencelnterval :200


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-56513

Cisco |OS &, AAf-af 4, '3, 85, ¢ Af°afeaf V4, 'a@®3 " nd ¥

aftaf €4,13,'3,55€983@YeFa€+5,E3€ | 3€,3,« Cisco I0S &,1,3f+a5°5,!5,85,¢

afeafeafaa,'a@ €@ CRicOTe€. @ Eiftaf@a,na,"a@«af3,°3, 03P 4@ —3€@ | 3€@3,°af2aaf%0afC
a,03%3,;af%af+3,83,23,"1%4"CLII%%03 €8 show version

8,38f 28f38f %o, Ve C" A —a€QP Q] (A ea,(EA,<A,-a,'aFtaf
af©afSafsa,’'8€,c..800™a,«39"3Q  39«a,”4,5¢(° QIO QO QIO NIO™AE A 1A 5, 13,'5Q
Cisco I0S &,%3f+af°3,!3,83,¢3,3®Ye|Fa@—3€ | 3€,5,3 30 3€4,3,"aftaf
3f@afSaflui€«3€CECisco Internetwork Operating System Softwarea€€3,,a€ECisco 10S
Softwared€ @339 03Q@®AF13,5,"aF 3@ Ee| 3@ 3, EFIQ%IO™IE AfQAfSafha@ 5@ 3,naf:
I0S

a,%.af-af"3,| 3,83, ca@®afasrafia, ¢2a¢-a@ afiafasa, ' a@@ieEe| (u*a@ -3, E3@KhaQP™aE,a
3ftafed,na,'a¢83€ 3€@show version

8,38f 7838 %04, 8, if PaFAF a9 —3@ | 36,3939« AQL£3OY3,5I€HAYaHB®AIASH A ER; " ¢rO;

28O ®E%EQ 3€Cisco I0S §,1%3f-3F3,'5,83,¢ aF5F5%3,'4@E 15.5(2)T1
5Q53€9 3,38, 55 3 Uaf«5 €5, EAQ VA, naf 3145, 59 ©5€E C2951-UNIVERSALKI-M
5053€,3,3,5,'3,°E£13"93, (5O —3 | 59,3QUIO™IE,

<#root>

Router>

show ver si on

Cisco IOS Software, C2951 Software (C2951-UNIVERSALK9-M), Version 15.5(2)T1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Mon 22-Jun-15 09:32 by prod_rel_team

Cisco

|OSE, Y28f +8f "3, |3, 88, CafEf 4[5, @BV 0 P Q3@ (3@ a» 3@ a@PRe | 9@3%0TIQP«IQPri€, 39 | 3¢
10S5€ 53,3 @>NX-

0Sa,6af+a5"5, ! 4,83,C5f255+8,j3F~45%8,'5,-3,08f %053, 8€,C..859—3@ | 39 QIO 36539 ,3€,

Cisco |OS XE &, %28f+af"4, 14, 83, ¢ af3af3afv.4, d€@®a " na"¥

aftaf @4a,n3,'3 559830V |Fa€+3,Ea€ | 3€,3,« Cisco I0S XE 3,%3f4°3,' 5,83,¢
afeafeafad,'a@ €@ CRicOTe€. @ Eiftaf@a,n3,"a€«af3,°3,03a@—3€¢ | 3€QCLI 3OS
show version &,33f 28f33f %3, 4®Y & E5@ —a€ Q& "¢r°a @+a,(ES,<a,-3, 'aftaf


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html

af@asrSafud,'a€.c.. 580 ™a, <30 3O 36«d, 3,5¢C°QIH5IO QIO NIO™AE,Af1Af9E, 18,5
Cisco IOS XE §,%af-af8,!5,83,C3,3@Ye|Ea@—3€ ' 5€,3,<3 30 3€35,-3,aftaf
3f€afSaf14a € «3€ECisco IOSXE

Software3€€@ G € ‘G O ®Af1d,d,'df € Eej ¢n°i€p+d, EG€4A@™dE,

289 «5€Cisco 10S XE &,1.3f-3F°5, ! 5,53,¢ 4F°af55%3," 3.16.1aS
5O TSRV E50+3,E30 ' 50,3, 3f13f 5,15, "5€55€® show version
8, 38f 283 %A@ A8 a%<A, CH°F O —A QIO ™AE,

<#root>

Router>

show versi on

Cisco I0S XE Software, Version 03.16.01a.S - Extended Support Release

Cisco IOS Software, ASR1000 Software (PPC_LINUX_IOSD-ADVENTERPRISEK9-M), Version 15.5(3)Sla, RELEASE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Wed @4-Nov-15 17:40 by mcpre

Cisco IOS

XE&,1oAf*af "4, 3 88, Cafaf2af 4, 18@®A"20 Q@3 @ ¢*Pa@-a» i@'d@Re | @3%0iaQ«iPrie, i@ 3@
10S5€ 53, 3€3NX-

0OSa,Y.afaf’a, | §,§é,Céfaéf-é,iéf—'af'éﬂé,ﬂé,néf%o%@é,’éé,g..ﬁéo—éo 1 OQPIYP 3939 ,3E,

&, TaYtocc8s, 4@ «a," 39839 ,30°39,50 30 39 ECC°2°9a O3, EaHVeLVI"@
H—3Q®3, 3,336 13" QIO «IO55O, 5O ! QIO "IO®A, Caf%oaf@ 3,03, 953Q®3%+EY:3,4@—3a
§,-815%@ €QIQ3Q@®e,TaN+tx€83€E Cisco IOS XR 3,%af-af"3, | 5,83,C39%3OYi&
Cisco NX-0S
a,%.af-af a3, a,8a,¢ éQ«éo_é%ié\"{gé,'éjéQ‘é@aéQ,,é@“é@ "é,’gC°éaQéQ—éé%éO—éQVé€,
76 éC-
G "3@®e,TaV+r€83@«a 34aTt) éQTMé,<é>ié0gg—éQ_”Q,é,ééé%ééé,“éﬁ

ac®afee "aepéa,2afaf " q,,a,84,¢


http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

5, -5,15%5€@ 3@"3Q®3,Caf%0af€@5,13, 933« "21%03 @3, FIQPYe,Ta%+0€85@«d %43t GQ™E <,
af@afna, 3f8afa€@ "af-a,£afhaf@ast

3»affaf 3@«d %IP—3Q IORIQ 3O 319%3,S3QUIO™MIE IO QIOP]E, 391363, %afaF 3, 5,83,
http://www.cisco.com/en/US/docs/general /warranty/Englis/EUIKEN_.html

59%3IQVIEQIOSa®CRE 5 ES V:af-35 5, 5,85,C3,5F€3, | 3P a5 %% P55 P V5, GORIQ €S,
5,CAffaf—a,°af~afhaf%o3 @5a@™IE, .18, V@ ®F »3, a¥aFEf14,£ 8,:3F 555, 15,85,¢
5,CAffaf—aftaf Uil 30«3, 3L3@ | Q395D RE 3P «r-"a9—39,3, 1355, 15,85,¢
5f08,03,>5%3, 36 @8: 1485 5,1,35+3F°3,1 5,83,¢ 453, £aFhaF@AFE

8,»affaf €3 Q%IQYEQ 3Fia, AFEAF AFaFS, AF5af
5,CAffaf—3,°afafhaf%oi @ «d %haQP™E e OEMPIQEi»"a 5043, E5, 39" 50 30,3,550%3

8, 158f+af "4, '5 88, CA@ ®3, CAffaf—3&,°8f 8435 %03, erced " 73Q™E 653 P«3@ F€[4,°5,"3, 359 ®F,»3,3
Security Advisories and Alertsi%%o]

3f33f1ha, 3@ 8a.. ¥ %3 QP83Q93,<3,3,"3,°£1,58"@3Q®3,Caf%oaf 3,03, 953, a®3eeY (s, 39 «3€,C
3,%.afaf¥afa, af8af3,¢(°°QiQ9—i@ | PV 39°3,3€,

59,5933, QR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,<aftaf@a,03,' 3@« @ @3 Ta@af;af¢a
Technical Assistance
Centeri%a"TACi%%od, i @—3 Q@ @3€ A¥'(, 39— | é0,,é,<éfiéf3éf’réf§éf3é,1éf—éféf@é,néf@f%éée

8, ffvaf  &418¥ ¢, 4, 49" 0¢" " 49839*39,a9Sa®CeE"

8, -4,18,35€p<8, %00 7Y 4. Y39 —39YIeE35,3,'5,° 59 ®3,naf1kaf'5,'8¥'¢,4,/49"8°0¢" 39,39V
fMafafEaf14a€p<a,%0%%4.. Y3 QP —3@YaQ Ei;®xfe, 393,234 3,1 5,83,¢3,23143...¥4...” 393, %o
Technical Assistance

Centeri%a"TACi%4%03 @ «E€£cUid@—a @ | 3,Caffaf—a,°af~af%af%o0d,'a.. ¥e%i@—i@ | Q@I 3@+
http://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worl dwide-contacts.html

G.i8, Y4, Caf faf—a, *af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 3O "3 3,8 e /39—3€ ' 3,59V
URLG/a@"¢" ", 9i0@i@ i€-30,3€

Cisco |0OS 8€Sa,”a€° I0S XE &,%afaf"a,'4,8a,¢

59 Sa®C28 3@ Cisco I0S 3,%%3f-3°3,! 5,83,¢5€53,"5€° [0S XE

3,%5af+3f°8,14,83,Ca@®8, 13%+e€83€«3, 3, AU I QPBIQ &f12€83,8 ne-3@ ™3, 3OV, QIEH S,
Cisco IOS Software Checker

af,af14af«3, 2 QP QPiVIP—3€ 3,3 QUIO™IE, IO AQBAS,af14AF«E, 8V " AQP™E A FEQPCY0'AC
3f0afaf1sa, A€ «e0%a1"a@™3a<3,-3,4,2 8,»3,3f¥afEf1Ta £

3,C8f%03f € 3,03, 3 3€ @353, 3033€,3,Caf%0af 3,03, 33 @88 - 7563, E3@ | 56,5, Talt
Fixed3€@11%4%03,'C%0' AR5 @83 P QI QUIO™IE, 39 %IQ YO8 L"5QO™I 3 49 FE QIO HIQBAFES


http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

First Fixed3€€1%%03,'c%0'a®33 Q@83 Q@ Q3313 ™AE,
aQ"AQ®af,afhaf«a,'aVsc" A @P—a @ | o‘e-150®§,('_é,1é,_é,'§®VéiCEéO§§00§0%§Q“"§€,

* af%oafaffaf—af€a, afs
af i af AfYafv.a€p<a,%odfPaf afua, 11 entae°3€ 11%4%03, 6 €@ eS73 Q™3 AP EEP I TRI P8 e+
5,-3,aftaf 3€p<8,%0af+3,(8,08f«A, '3, CAffaf —afaf1haf%oa @ —a€ | 5€E@aencec ¢a, 638 AQ™E ¢

« show version &,38f7af3af%.a€ ®a1°aS»>a,'af,afhaf«3 P 5esfe7 @A ™a ¢

. 8«8 18 ¢Af 78,08 4@ —3 @ Yaeroe( il 6 QZ87»3@«A...~é- 393, EIQYIO™IQ '3 | 5O ®3, 5,5,
5,»3,3f¥afafta.f
5,C8f%0af € 3,03, 9458, cernce €3 H4e+i39«3.. ¥a, E3QVYE,SEQ %' 4R35 @ ®F, Caf%oaf 3,15, 93

afeafeafy.a, 5@ E3€@a...~é—39+3,E3@ | 3€,3,<3,-3,'3,°3,»8,aF¥afaf15,£3,Caf%0af € 3,n3, 943 @®E€
|OS Software Checkerd,’ &/:¢" 8@ ™3 <3 @« 3€ @ 2-id@®afa,£aflhaf«afdod @«Cisco

10S3,%af-af"4,! 4,83, 593%3@Y3@ Cisco I0S

XE&, 1,443, | 4,83,¢af 48113, (3 @Y€ 3@ a@°3€915.1(4M24,,3.1.49)4 4. . ¥8S 4@ —a @3 @™ 3!

Check

4, @e£a"O¢" " a%a¥<a@ "a...~av@g™og;”

Cisco Product Security Incident Response
TeamiVs PSIRTY%03€p 3€@ee-a,caf%oaf@a,nd affa@«e "e1%od@-3,E3Q | 3,3, TaVtr€85€¢

108,

5Q'5Q®,13%+2€55@ 3, af@AfUaS
5,+35143, 3@ ®eEEe 108 3«3, 8,3, 339« 185503, E39%IO—3VAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20160928-ipdr

o' 1e", At ¥ee

af@afva, 3F5af a7 53,3, AfSaf3| & 1aftafvA A  ee—Yar

2016 & 9 aen’

1.0 X @374, ~6-afEREF 43, - Final
QIZa...~é-afafafa 28 s_¥

ao¢" elec,,

aee-8, Caf%oaf @4,13,93°5€ ¢, 8 98 %IP®], iQPI0 190—i19 i9 ' 2QQiHI9—i@ 3155 55¢


https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160928-ipdr

20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°3'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e8, Caf %odf € 3,13, 93P a@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ («IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYa 49 FE€QI ' (nUIYP TR
3Q"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



