ARG ICEE 9 B Network Time Protocol T
—EOEBOMEEM : 201656 H

T RINA 1) —ID : cisco-sa-20160603-ntpd CVE-2016-

ngh #1/~B B : 2016-06-03 16:00 4956
RREHH : 2016-07-15 15:14 CVE-2016-
/N—> 32 1.8 Interim 4955
[E138 %K : No workarounds available CVE-2016-

Cisco /N7 ID : CSCuz92781 CSCuz92658 4957
CSCuz92735 CSCuz92696 CSCuz92653 CVE-2016-
CSCuz92697 CSCuz92650 CSCuz92694 4954
CSCuz92656 CSCuz92733 CSCuz92698 CVE-2016-
CSCuz92731 CSCuz92699 CSCuz92691 4953
CSCuz92803 CSCuz92606 CSCuz92727
CSCuz92725 CSCuz92609 CSCuz92762
CSCuz92686 CSCuz92683 CSCuz92684
CSCuz96408 CSCuz92689 CSCuz92646
CSCuz92800 CSCuz92687 CSCuz92688
CSCuz92682 CSCuz98063 CSCuz92638
CSCuz92715 CSCuz92716 CSCuz92637
CSCuz92751 CSCuz92795 CSCuz92631
CSCuz92752 CSCuz92796 CSCuz92793
CSCuz92673 CSCuz92711 CSCuz92799
CSCuz92712 CSCuz92632 CSCuz92797
CSCuz92710 CSCuz92798 CSCuz92791
CSCuz92671 CSCuz92792 CSCuz92748
CSCuz92705 CSCuz92749 CSCuz92669
CSCuz92702 CSCuz92747 CSCuz92709
CSCuz92629 CSCuz92707 CSCuz92663
CSCuz92785 CSCuz92661 CSCuz92700
CSCuz92744 CSCuz92666

BAZEICLDBEHIFE. RFICLDIEXDILXSHRTHY), REFERXENETH
BOEHENHZHEICE. RERNHAIBELET,
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BHO AORMEIC. Network Time Protocol(NTP)F*—E > (ntpd)/NY T—2 ON—2 3 U A i &
RENTVWET, CONYT—I0N—232EF, 1DFLREBORBEOREEZEZITET,
NS OFHMEICKY), BIEENTLVEVWIE-—NOREZEN H—ERER(DoS)REZSIEE


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92658
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92735
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92696
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92653
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92650
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92694
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92733
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92698
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92699
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92803
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92727
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92725
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92762
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92686
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92684
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz96408
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92646
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92800
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92687
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92688
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92682
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz98063
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92716
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92795
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92631
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92752
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92793
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92673
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92711
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92799
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92712
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92632
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92797
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92710
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92798
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92791
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92671
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92748
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92669
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92747
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92709
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92785
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92744
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92666
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4956
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4956
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4955
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4955
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4957
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4957
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4954
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4954
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4953
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4953
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5ONREEE, REENDATLOKEZS 7 NTEDAREEOHZO Y VOBEZFRL &
Fa1)TF14BHZE))—ALEL =,

CORFIXYNTREATATLDHLLVIEERHRIROESY TT,

+ Network Time Protocol® CRYPTO-NAKIZ & (% DoSkE55 14

« Network Time Protocol D R IERFREEIC K V) —BHN AT VS T —2 3V FMBBRENBiEHEM
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« Network Time Protocol 7 O— RF ¥ A KA > X—1—T7 Q5%

BRBHEOFMICOVTF, INTPOYV—SFTLAOEFIVTABHy Z2ZRBLTSEEL,

AT, ChSORBHIINTEIVYIRNIIT FYTTF—NERBIDFETY,

CNSOMEBHEDCIDULEICHATRIEBRAMATNRESEEN Y., FEEZTDERI LI
Cisco BugTX EtEhET,

COTRNATFUEFE, ROV OKVYERETEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20160603-ntpd

Z =R m

JAATREBEE, FRFEOFELZZI2EAREFENHALEBETDILHIC, BRS1%2H
BERTT, CORFIAIXNTR, BEOERICBELUT, FEEZT2RMD CiscoBug ID H'E
¥r&E &9, CiscoBug ID & Cisco Bug Search Tool ZFERA L TF7 VAT TH ), EEEK
(FEATELRSE ) EBEENEVTINDIT N=2a2kE, 75y N7 x—LBEDEMNE
WAESENET,

LTORBIEOVWTE, X7 RNAHFUICKEBEENLERBEOXECEL THREREPTY,
Unified Computing

« CiscoUCSE>U—XH—N
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http://support.ntp.org/bin/view/Main/SecurityNotice#April_2016_NTP_4_2_8p7_Security
http://support.ntp.org/bin/view/Main/SecurityNotice#April_2016_NTP_4_2_8p7_Security
http://support.ntp.org/bin/view/Main/SecurityNotice#April_2016_NTP_4_2_8p7_Security
http://support.ntp.org/bin/view/Main/SecurityNotice#April_2016_NTP_4_2_8p7_Security
http://support.ntp.org/bin/view/Main/SecurityNotice#April_2016_NTP_4_2_8p7_Security
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160603-ntpd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160603-ntpd

Hm Cisco Bug ID Fixed Release Availability
=7 FF LA
HEERZSFBDATLREHFEINE
Cisco 3G 7I ARt 0.CSCuz92777||™
isco 7 NI D4VLA uz ¥ (2016785 )
Collaboration and Social Media
HEHFEOLISETVWT WA LS, &
Ci Unified MeetingPlI 0.CSCuz92799
isco Unified MeetingPlace uz TEFEENTLEL A,

Cisco WebEx Meetings Server!) ) —
A1.x

0.CSCuz92638

Cisco WebEx Meetings Server!) 1) —
A2.X

0.CSCuz92638

Cisco WebEx Node for MCS

0.CSCuz92637

IVRRAVNDZATRNEDTA

TFoNYTRDIIT

Cisco Jabber Guest 10.0(2)

0.CSCuz92797

10.6(11) ( 2016%9A30R )

Cisco Virtualization Experience Media
Engine

0.CSCuz92803

EEFHBREHVEEA,

XYKND—=O F7VTr—>3>, H—ER,

BRETIOEZL—>3Y

Cisco Application Control
Engine ( ACE30/ACE 4710 )

0.CSCuz92646

Cisco Application and Content
Networking System ( ACNS )

0.CSCuz92731

Cisco Visual Quality Experience

Server

0.CSCuz92725| S ERBEH V) EFH A,
Server
Cisco Visual Quality Experience Tools 0.CSCUz92725| B E i M E S V) £t A .

Cisco Wide Area Application
Services ( WAAS )

0.CSCuz92744

XY KND—=OBKLTAV TV £F

aAVT4 FNAA

Cisco ASA CX & Cisco Prime
Security Manager

0.CSCuz92747

9.3.4.6 (201658818 )

Cisco Clean Access Manager

0.CSCuz92732

HEBEZTDATLAOEHAR

(2016F7A28 )

Cisco FireSIGHT AT A VT N
7

0.CSCuz92632

HEEZTDIAT AL, 2016F%E
¥ICTYTF—RENBDFETT,



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92777
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92799
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92797
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92803
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92646
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92725
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92725
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92744
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92747
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92732
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92632

Cisco Firepower 9000 Cisco
Integrated Management
Controller(CIMC)

0.CSCuz92742

{EIE(FWind RiverlCfkZLE T

Cisco ldentity Services
Engine ( ISE )

0.CSCuz92752

FEBESTRIVATLAREFEE
T (20165108 ) »

SAARABE AT AL (IPS)

0.CSCuz92762

BEIHESHYEL A, (EOSWM)

Cisco lronPortlE St T 7’5 AT > A

0.CSCuz92631

5.0.0 ( 201656 H30H )

Cisco NACF7 72 A4 F > A : Clean
Access Server

0.CSCuz92733

EEBEZ TR ATLAOEHER
(2016F7A28 )

Cisco NAC Guest Server

0.CSCuz92735

HEEZ TR ATLOEHR
(2016%7H28 )

Cisco NAC Server

0.CSCuz92734

HEERZSTBDATLOENHRE
(2016%7A28 )

Cisco Physical Access Control
Gateway

0.CSCuz92749

Cisco Physical Access Manager

0.CSCuz92750

Cisco Secure Access Control
Server ( ACS)

0.CSCuz92761

Cisco Virtual Security Gateway for
Microsoft Hyper-V

0.CSCuz92667

2.1.3.b ( 201688208 )

XY KNT—

vgEBEI7OED3Z2Y

Cisco Application Networking
Manager

0.CSCuz92649

Cisco Network Analysis Module

0.CSCuz92682

6.2.24IBR{FE U1 —2R (201656 A
68 )

Cisco Policy Suite

0.CSCuz98063

10.0 ( 20167 H9R )

Cisco Prime Collaboration Assurance

0.CSCuz92687

11.6 (Sept. 2016)

Cisco Prime Collaboration
Provisioning

0.CSCuz92686

Cisco Prime Infrastructure 7’597 >
R7LAAZR7O9—KNDT
A4

0.CSCuz92683

Red Hath 8 DEERFFRETT,

Cisco Prime Infrastructure

0.CSCuz92684

BEFLEH)ELEA,

Cisco Prime LAN Management
Solution - Solaris

0.CSCuz92673

Cisco Prime License Manager

0.CSCuz92705

Cisco Prime Network Services

0.CSCuz92688

EEFHREHEEA,



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92752
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92762
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92631
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92733
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92735
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92734
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92750
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92761
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92649
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92682
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz98063
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92687
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92686
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92684
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92673
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92688

Controller

Cisco Prime +—E A h&20O7{R*&
TFT2AT A

0.CSCuz92712

CiscoUCSCentral YV 7 D I7F

0.CSCuz92669

1.5 (1a)) (20164574 )

Cisco Unified Communicationsi& A%V
=)

0.CSCuz92627

FBEXTRVATLAREHMENE

A

3 (2016128318 )

Cisco Virtual Topology System ( |IB#5
Cisco Virtual Systems Operations
Center )

0.CSCuz92689

B —EX

0.CSCuz92616

Routing and Switchi

ng - Enterprise a

nd Service Provider

Cisco Application Policy Infrastructure
Controller ( APIC )

0.CSCuz92658

11> 2.0(1) (20164584 )

Cisco Connected Grid JL—2&

0.CSCuz92727

15.6(02)T ( 201657 H38 )

Cisco Connected GridJL— & (CGR)

0.CSCuz92650

7.3(0)ZN(0.9) ( 2016%7A3H )

CiscolOSXRY 7RI T

0.CSCuz92691

Cisco Network Convergence
System(NCS)6000[] i+ Cisco 10S XR

0.CSCuz92694

Cisco I0S& & U'Cisco IOS XEY 7 ~
JITF

0.CSCuz92785

Cisco MDS 9000 Series Multilayer
Switches

0.CSCuz92661

N7K# & T'MDS(7.3.1.DX) ( CCOR
FERE )

MDS 6.2.19 ( CCOBftR%E )
N5K# & T'NBK(7.3.1.NX) ( KRE )
N3K# & TFNIK(7.0.3.13) ( 20164
8H)

N7K/MDS/N5K ( 8.0F7 H— K>

) (20165118 )

Cisco Metro Ethernet 1200 1) —X
oA FNAA

0.CSCuz92786

EEFBREHVEEA,

Cisco Nexus 1000V 1) —X AA Y
?

0.CSCuz92663

Cisco Nexus 3000 Series Switches

0.CSCuz92661

N7K# & Z¥MDS(7.3.1.DX) ( CCOR
FEKRE )

MDS 6.2.19 ( CCOB{¢KE )
N5K# & TXNGK(7.3.1.NX) ( FE )
N3K# & TXNIK(7.0.3.13) ( 20164
8H)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92712
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92669
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92627
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92616
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92658
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92727
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92650
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92694
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92785
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92661

N7K/MDS/N5K ( 8.07H— k>
) (20165118 )

Cisco Nexus 3500 Series Switches

0.CSCuz92666

Cisco Nexus 4000 Series Blade
Switches

0.CSCuz92764

4.1(2)E1(1q) ( 201658 A )

Cisco Nexus 5000 Series Switches

0.CSCuz92661

N7K# & T'MDS(7.3.1.DX) ( CCOH
RHERE)

MDS 6.2.19 ( CCOBftRE )
N5K# & TFNBK(7.3.1.NX) ( RE )
N3K# & TFNIK(7.0.3.13) ( 20164
8H)

N7K/MDS/N5K ( 8.0F7 H— K>

) (20165114 )

Cisco Nexus 6000 Series Switches

0.CSCuz92661

N7K# & Z¥MDS(7.3.1.DX) ( CCOR
FEKRE )

MDS 6.2.19 ( CCOB{tKE )
N5K# & TXNGK(7.3.1.NX) ( FE )
N3K# & ZXNIK(7.0.3.13) ( 20164
8H)

N7K/MDS/N5K ( 8.0 H— K>

) (20165118 )

Cisco Nexus 7000 Series Switches

0.CSCuz92661

N7K# & T'MDS(7.3.1.DX) ( CCOR
FERE )

MDS 6.2.19 ( CCOBftR%E )
N5K# & T'NBK(7.3.1.NX) ( RE )
N3K# & TFNIK(7.0.3.13) ( 20164
8H)

N7K/MDS/N5K ( 8.0F7 H— K>

) (20165118 )

Cisco Nexus 9000 Series Switches

0.CSCuz92661

N7K# & O*'MDS(7.3.1.DX) ( CCOH
RFEKRE)

MDS 6.2.19 ( CCOBftRE )
N5K# & OFNBK(7.3.1.NX) ( R7E )
N3K# & OFN9K(7.0.3.13) ( 20164
8H)

N7K/MDS/N5K ( 8.07 H— K>

) (20165118 )

Cisco Service Control Operating
System

0.CSCuz92788

Cisco onePKFA—J)LA > DRI >

0.CSCuz92748

EEFBREHVEEA,



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92666
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92764
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92661
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92788
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92748

p%

N—TFTAVITELRTERAYF T -

AE-IL EZRA

Cisco DPH1503 IJ — XMicroCell¥ 1)
1—>3>

0.CSCuz92773

nified Computing

Cisco Standalone v o 4 —/\
CIMC

0.CSCuz92670

3.0(x) ( 201659 A 308 )

Cisco UCS 6200 > U—X 7771
VI A= T N

0.CSCuz92668

3.1(2) (2016%7H12R8 )

Cisco UCS ADA

0.CSCuz92628

BEFHEHELEA

Cisco UCS Director

0.CSCuz92653

EIEENTP.orgh 5D ) —AIZ&K
SDTERVET,

Cisco UCS Manager

0.CSCuz92668

3.1(2) (2016%7H12R8 )

EEHLCI1IZT7

ARIZT2ZT

—23Y FIAR

Cisco Emergency Responder

0.CSCuz92793

ZATBEEEH)EEA,

Cisco Hosted Collaboration Mediation
Fulfillment

0.CSCuz92795

Cisco IP Interoperability and
Collaboration System (IPICS)

0.CSCuz92715

5.0 (Aug. 2016)

Cisco Management Heartbeat Server ||0.CSCuz92779 zizigigzgfu(aﬁ P
Cisco MediaSense 0.CSCuz92800

Cisco Paging Server ( Informacast ) |[0.CSCuz92796

Cisco Paging Server 0.CSCuz92796

Cisco Quantum Virtualized Packet HEEZBTIRDDATLRT Y7 TF—

Core

0.CSCuz92610

hEhET (20165128 ),

Cisco Unified Communications
Domain Manager

0.CSCuz92792

Cisco Unified Communications
Manager IM & Presence Service ( |H
# CUPS)

0.CSCuz9279%4

BERBLEHYERA

Cisco Unified Communications
Manager Session Management
Edition

0.CSCuz92790

Cisco Unified Communications

Manager

0.CSCuz92790
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92670
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92668
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92628
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92794
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92790

Cisco Unified Sip Proxy

0.CSCuz92609

CUSP 10.X ( 2016494 )

Cisco Unity Connection

0.CSCuz92791

Cisco Unity Express

0.CSCuz92606

10.0 (2017€1 828 )

EFF. ANU—32T, FLT

LEVA, 8L ZVAOA—FT12T FINAA

Cisco 910 Industrial Router

0.CSCuz92766

1.2.1rb4 ( 201665128 )

Cisco D9036 Modular Encoding
Platform

0.CSCuz96408

V02.04.90 ( 2016478 )

Cisco DCM</ 1) —XD9900 Digital
Content Manager

0.CSCuz92671

19.0 (2016498308 )

Cisco Digital Media Manager

0.CSCuz92699

5.3.6 (201657 H3R )
5.3.6(RB1) ( 20165%7H3H )
5.3.6(RB2) (2016%7H3H )
54 (2016F7A3H )
5.4.1 (2016%7H3R8 )
5.4.1(RB1) ( 20165%7H38 )
5.4.1(RB2) (2016%7H3H )

Cisco Edge 300 Digital Media Player

0.CSCuz92769

1.6RB4_4 ( 201664308 )

Cisco Edge 340 Digital Media Player

0.CSCuz92771

1.2.0.20 ( 20165E7A3H )

Cisco Enterprise Content Delivery
System (ECDS)

0.CSCuz92700

2.6.8 (2016584300 )

Cisco Expressway Series

0.CSCuz92711

HEBEZIBIATLAREHE nE
¥ (201668308 ) .

Cisco Media Experience
Engines ( MXE )

0.CSCuz92704

BEDTFERHV XA

Cisco PowerVu D9190 Conditional
Access Manager

0.CSCuz96410

R2.0 ( 2016574 )

Cisco Show and Share

0.CSCuz92707

Cisco TelePresence 1310

0.CSCuz92789

6.1.14 ( 20165124318 )

Cisco TelePresence Conductor

0.CSCuz92697

HEEZTBDI AT LIK20165F8A
ETICTPYTIL—RENFET,

Cisco TelePresence Exchange
System ( CTX)

0.CSCuz92698

FEBESTRVATLAREFEE
T (2016%128 ) »

Cisco TelePresence ISDN Link

0.CSCuz92702

HEEZ TR ATLAOEHER
(20165128 )

Cisco TelePresence MX Series

0.CSCuz92709

8.2.0 (June 2016)
7.3.7 (TBD)

Cisco TelePresence Profile Series

0.CSCuz92709

8.2.0 (June 2016)
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7.3.7 (TBD)

Cisco TelePresence SX Series

0.CSCuz92709

8.2.0 (June 2016)
7.3.7 (TBD)

Cisco TelePresence Server 7010 &
& T MSE 8710

0.CSCuz92710

Cisco TelePresence Server on
Multiparty Media 310# & T¥320

0.CSCuz92710

Cisco TelePresence Server on Virtual
Machine

0.CSCuz92710

Cisco TelePresence System 1000

0.CSCuz92789

6.1.14 ( 20165124318 )

Cisco TelePresence System 1100

0.CSCuz92789

6.1.14 ( 20165124318 )

Cisco TelePresence System 1300

0.CSCuz92789

6.1.14 ( 20165124318 )

Cisco TelePresence System 3000
Series

0.CSCuz92789

6.1.14 ( 20165124318 )

Cisco TelePresence System 500-32

0.CSCuz92789

6.1.14 ( 20165124318 )

Cisco TelePresence System 500-37

0.CSCuz92789

6.1.14 ( 20165124318 )

Cisco TelePresence System EX >/ 1)
—X

0.CSCuz92709

8.2.0 (June 2016)
7.3.7 (TBD)

Cisco TelePresence TX 9000 Series

0.CSCuz92789

6.1.14 (20165F12A31H )

Cisco TelePresence Video
Communication Server ( VCS )

0.CSCuz92711

HEES IR VATLAREFHEhE
9 (2016F6A8308 ).

Cisco Telepresence Integrator C =/ 1)
—X

0.CSCuz92709

8.2.0 (June 2016)
7.3.7 (TBD)

Cisco EFFAEESATAL LI—X

0.CSCuz92721

Cisco Video Distribution Suite for
Internet Streaming ( VDS-IS/CDS-
IS)

0.CSCuz92724

4.3.2 (2016564300 )

Cisco Video Surveillance Media

0.CSCuz92751

Server
Cisco Videoscape Control Suite 0.CSCuz92716 | 8IEFEHEH V) FE A,
Cisco Videoscape Distribution Suite 0.CSCuz92781 | B E K EH V) £ A

Transparent Caching

Cloud Object Store ( COS )

0.CSCuz92719

HEES IR VATLAREFEhE
4 (2016F7A308 ).

J4VLA
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Cisco Small Business 121 1) —X
DAVYLATIOERARAU

0.CSCuz92759

EEBEZ TR ATLAOEHER
(2016118 )

Cisco Small Business 321 ) —X
DJAVYLATIOEARSA B

0.CSCuz92759

EEEZ TR ATLAOEHER
(20165118 )

Cisco Small Business 500 &) — X

0.CSCuz92756

HEEZ TR AT ALIF2016512A

DAY LATIOEA RSN ETICEFHENET,
Cisco WAP371 Wireless-AC/INT7 ¥ = HEEZ TR AT AIF20165F10A
ZRA YR 0.LSCLUZRIR3| o - mgra nx T,

YADKATY K H—EZ

Cisco Business Video Services
Automation Software

0.CSCuz92613

11.x ( 20165128318 )

Cisco 72T REX=)LF¥a2TF
4

0.CSCuz92630

HEERTBIATLIK20165F7A
ICEHENET,

A IVZTRHB—-ER

0.CSCuz92696

Cisco Cloud Web Security

0.CSCuz92763

Cisco Connected Analytics For
Collaboration

0.CSCuz92625

Cisco Intelligent Automation for Cloud

0.CSCuz92714

IAC MA 5.0 ( 20165108 )

Cisco Network Device Security
Assessment Service

0.CSCuz92621

TBD.Red Hat#* X— A

Cisco Partner Support Service 1.x

0.CSCuz92741

Cisco Proactive Network Operations
Center

0.CSCuz92624

EEZ7OV S ALFRERHE ATV
ﬁﬁ/bo ﬁ%q:'@Red Hat

Cisco Registered Envelope Service

0.CSCuz92629

BEFHEHV)ELEA,

Cisco Sentinel

0.CSCuz92626

3.4.1 (201665108 )

Cisco Services Provisioning
Platform ( SPP )

0.CSCuz92805

BEFHLEH)ELEA,

Cisco Smart Care

0.CSCuz92736

Cisco Smart Net Total Care

0.CSCuz92729

Cisco Universal Small Cell 5000/ 1)
—X:VYT7RIDITFTVI—=R
3.4.2 x N & E

0.CSCuz92778

3.5.12.21 ( 201668308 )

Cisco Universal Small Cell 7000=/1)
—X:YT7RIDTITFTIUI—=R
3.4.2 xH#&E

0.CSCuz92778

3.5.12.21 ( 2016568308 )

Cisco WebEx Messenger Service

0.CSCuz92639



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92759
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Cisco WebEx /— R

0.CSCuz92798

Red Hath' 5 DIBERFR L EH V) Tt
Ao

ZYRND—OZEEEEBIUOERE
L]

0.CSCuz92620

3.0 (20168 H 18 )

XYRND—OREMETL—LT—7

0.CSCuz92783

Network Performance Analytics
(NPA)

0.CSCuz92784

Small Cell factory recovery root

filesystem V2.99.4 or later

0.CSCuz92775

el ZEzEsATVEWS ENERENERR

XYRND=O F7)Tr—>3>, Y—ER, LTI EIL—3>

s Cisco BRREEFIVTA TTSAT A (ASA)VYTRDIT
e« CiscoAT2Y H—ERA ALY TF

XY RND—=O0BKVIATOY £F1UT1 FINAA

A\

yND—OFBETOEDa VY

+ Cisco Access Registrar 7 7’54 T 2 A

 Cisco Insight Reporter

+ Cisco Prime Access Registrar 7 7’24 F7 > A

» Cisco Prime Access Registrar

Ciscod>ToVteF1VTATITZAT AT Y T7TF— =N

« Cisco Prime Network Registrar IP 7 RL A XZ—2 + ( IPAM)
« Cisco Prime Network Registrar {(RZ&8T7 754 7> A

* Local Collector Appliance ( LCA)

Routing and Switching - Enterprise and Service Provider

*+ CRS-CGSE-PLIM
*+ CRS-CGSE-PLUS

+ Cisco ASR 9000 ) —AX#eafH—ERX T2 a1—-)

Unified Computing
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* Cisco Common Services Platform Collector

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

+ Cisco Desktop Collaboration Experience DX70 & & UF DX80
« Cisco IP 8800% 'J —APhone - VPN#&E

D4VLA

+ CiscolOS TOHEARKRA B

PAARATY RF—ERAR

» Cisco WebEx Meeting Center

« Cisco WebEx11 77U r—>3a> 4—N
+ DCAF UCS Collector

* MACD Process Controller ( MPC )
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