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Time Transport 
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160420-libsrtp

è©²å½“è£½å“�
è„†å¼±æ€§ã

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20160420-libsrtp

åˆ�å…¬é–‹æ—¥ : 2016-04-20 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2016-05-10 17:14

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.8

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCux35568 CSCux01782 

CSCux04317 CSCux00742 CSCux00686 

CSCux00697 CSCux01786 CSCux00711 

CSCux00745 CSCux00748 CSCux00716 

CSCux00708 CSCux00707 CSCux00729 

CSCux37802

CVE-2015-

6360

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160420-libsrtp
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:U/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux01782
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux04317
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00686
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux01786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00711
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00745
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00748
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00716
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00729
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux37802
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6360
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6360
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è£½å“� Defect Fixed Release Availability

Collaboration and Social Media

Cisco WebEx Meetings Server versions 1.x CSCux00729  

Cisco WebEx Meetings Server versions 2.x CSCux00729 2.6.1ã�Šã‚ˆã�³2.7ï¼ˆ2016å¹´6æœˆï¼‰

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco Jabber Guest CSCuz52891  

Cisco Jabber for Android CSCuz52906  11.6 

Cisco Jabber for Apple iOS CSCux82920  11.6

Cisco Jabber for Mac CSCuz52915  11.6

Cisco Jabber for Windows CSCux80499  11.6

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Ciscoé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢1 CSCux00686

8.4.7.31 

9.1.7 

9.2.4.6 

9.3.3.8

Routing and Switching - Enterprise and Service Provider

Cisco IOS XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢2 CSCux04317

3.14.3S 

3.13.5ç§’ 

3.16.2S 

3.10.7S 

3.17.1S 

3.15.3S

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco IP Phone 88x1ã‚·ãƒªãƒ¼ã‚º CSCux00708 11.0(1)

Cisco DX ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³ CSCux00697 10.2(5) 

Cisco IP Phone 88x5ã‚·ãƒªãƒ¼ã‚º CSCux00748 11.0(1)

Cisco Unified 7800 Series IP Phones CSCux00742 11.0(1)

Cisco Unified 8831 ã‚·ãƒªãƒ¼ã‚º IP Conference Phone CSCux01782  

Cisco Unified 8961 IP ãƒ•ã‚©ãƒ³ CSCux00707 9.4(2)SR3ï¼ˆ2016å¹´8æœˆï¼‰

Cisco Unified 9951 IP ãƒ•ã‚©ãƒ³ CSCux00707 9.4(2)SR3ï¼ˆ2016å¹´8æœˆï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00729
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00729
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52891
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52906
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux82920
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52915
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux80499
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00686
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux04317
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00748
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux01782
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00707


Cisco Unified 9971 IP ãƒ•ã‚©ãƒ³ CSCux00707 9.4(2)SR3ï¼ˆ2016å¹´8æœˆï¼‰

Cisco Unified Communications Managerï¼ˆUCMï¼‰ CSCux00716 10.5(2)SU3

Cisco Unified Communications Manager Session Management Editionï¼ˆSMEï¼‰ CSCux00716 10.5(2)SU3

Cisco Unified Communications for Microsoft Lync CSCuz52971 11.6ï¼ˆ2016å¹´å¤�ï¼‰

Cisco Unified IP Phone 7900 Series CSCux00745 9.4(2)SR2

Cisco Unified IP Phone 8941 ã�Šã‚ˆã�³ 8945ï¼ˆSIPï¼‰ CSCux01786  

Cisco Unified Wireless IP Phone CSCux37802 1.4.8.4

Cisco Unity Connectionï¼ˆUCï¼‰ CSCux35568 10.5(2)SU3

Cisco Virtualization Experience Media Engine  CSCuz52961  11.7ï¼ˆ2016å¹´9æœˆï¼‰

1. Cisco 

ASAã�¯ã€�ãƒªãƒªãƒ¼ã‚¹9.4.1ã�§SRTPã‚’ä½¿ç”¨ã�™ã‚‹é›»è©±ãƒ—ãƒã‚ã‚·æ©Ÿèƒ½ã‚’å»ƒæ¢ã�—ã�¾ã�—ã�Ÿã€‚ 
 

2. Cisco IOS XEãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�¯ã€�Cisco Unified Border 
Element(CUBE)ã�¾ã�Ÿã�¯Session Border 
Controller(SBC)æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�—ã�¦SRTPã‚»ãƒƒã‚·ãƒ§ãƒ³ã‚’çµ‚äº†ã�¾ã�Ÿã�¯å¤‰æ�›ã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�«è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Cisco 

IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�ªã�©ã€�å¤šã��ã�®ã‚·ã‚¹ã‚³è£½å“�ã�¯SRTPã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã�¾ã�™ã�Œã€�libSRTPã�¯ä½¿ç”¨ã�—ã�¾ã�›ã‚“ã€‚ã�—ã�Ÿã�Œã�£ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚Cisco
IOS XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³Cisco NX-
OSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯libSRTPã‚’ä½¿ç”¨ã�—ã�¾ã�›ã‚“ã€‚ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„è£½å“�ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

è©³ç´°

libSRTPãƒ©ã‚¤ãƒ–ãƒ©ãƒªã�¯ã€�SRTPã�®ã‚ªãƒ¼ãƒ—ãƒ³ã‚½ãƒ¼ã‚¹å®Ÿè£…ã�§ã�™ã€‚å…ƒã€…ã�¯ã‚·ã‚¹ã‚³ã�«ã‚ˆã�£ã�¦ä½œæˆ�ã�•ã‚Œã€�
https://github.com/cisco/libsrtpã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�libSRTPã�®ãƒªãƒªãƒ¼ã‚¹ä»¥é™�ã€�ä¸€èˆ¬ã�«å…¬é–‹ã�•ã‚Œã�¦ã�„ã‚‹ã‚½ãƒ¼ã‚¹ã‚³ãƒ¼ãƒ‰ã�Šã‚ˆã�³ãƒ©ã‚¤ãƒ–ãƒ©ãƒªã�«å˜åœ¨ã�™ã‚‹ã�Ÿã‚�ã€�1.5.3ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚ã�“ã�®å•�é¡Œã�¯ã€�SRTPãƒ‘ã‚±ãƒƒãƒˆå†…ã�®ç‰¹å®šã�®ãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã‚’å‡¦ç�†ã�™ã‚‹éš›ã�®ä¸�å��åˆ†ã�ªå…¥åŠ›ã‚µãƒ‹ã‚¿ã‚¤ã‚ºã�ŒåŽŸå› ã�§ç™ºç”Ÿã�—ã�¾ã�™ã€‚ã�“ã�®å•�é¡Œã‚’å¼•ã��èµ·ã�“ã�™ã‚ˆã�†ã�«è¨è¨ˆã�•ã‚Œã�Ÿãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�™ã‚‹ã�¨ã€�æ•´æ•°ã�®ã‚¢ãƒ³ãƒ€ãƒ¼ãƒ•ãƒãƒ¼ã�Œç™ºç”Ÿã�—ã€�ã��ã�®å¾Œã�®ãƒ¡ãƒ¢ãƒªæ“�ä½œã�Œå¤±æ•—ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ã‚¢ãƒ³ãƒ€ãƒ¼ãƒ•ãƒãƒ¼ã�Œç™ºç”Ÿã�™ã‚‹ã�¨ã€�ãƒ‘ã‚±ãƒƒãƒˆã�®å¾©å�·åŒ–ã�Œå¤±æ•—ã�—ã€�ãƒ¡ãƒ¢ãƒªã�®ç ´æ��ã€�ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã€�ã�¾ã�Ÿã�¯ã‚·ã‚¹ãƒ†ãƒ ã�®å†�èµ·å‹•ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�Œã‚·ã‚¹ã‚³è£½å“�ã�«ä¸Žã�ˆã‚‹å½±éŸ¿ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�«ã‚ˆã�£ã�¦ç•°ã�ªã‚Šã�¾ã�™ã€‚

å›žé�¿ç–

å›žé�¿ç–ã�¯ä»Šå¾Œ Cisco bugs ã�«è¨˜è¼‰ã�•ã‚Œã€�Cisco Bug Search Tool 
ã‚’ä½¿ç”¨ã�—ã�¦æ¤œç´¢å�¯èƒ½ã�§ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚
 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00716
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00716
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux00745
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux01786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux37802
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux35568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52961
https://github.com/cisco/libsrtp


   

http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html  
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


