SAARRICHET S OpenSSL DEH DT
¥ (2016 E 1 A )

Hiah T R)XA4H1)—ID : cisco-sa- CVE-
g 20160129-openssl 2015-
#12°B8H : 2016-01-29 16:00 3197
BA&EFHE : 2018-01-04 12:43 CVE-
N—=>32 1.15: Final 2016-

E]# % : No workarounds available -

Cisco /Y% ID : CSCuy07470
CSCuy07492 CSCuy07294
CSCuy16302 CSCuy07316
CSCuy07438 CSCuy07517
CSCuy07319 CSCuy07372
CSCuy07230 CSCuy07231
CSCuy07452 CSCuy07476
CSCuy07355 CSCuy07478
CSCuy16299 CSCuy07469
CSCuy07524 CSCuy07305
CSCuy07208 CSCuy07329
CSCuy07508 CSCuy07408
CSCuy07363 CSCuy07342
CSCuy07288 CSCuy07520
CSCuy07223 CSCuy07267
CSCuy07289 CSCuy07467
CSCuy07225 CSCuy07247

BEBCLIEHRE, RBCLIRNOFLABZBRTHY, XBREXEOMTH
BAOMBYF$2B8 1L, BRI EELEKT,

=

2016 £ 1 A 28 A, OpenSSL Project (& 2 DOMEEHEICODOVWTFRL cEFI1 )T 14 7 RINA
H)z BELEL L,

1 DU EDMHEMEOXEZZ (TS OpenSSLNY T—2ON—2 3 A EROS ARG ICHEHK
AFENTVWERT, ChiZKY), RFEDOVE—PREEN SSUTLS #E THEEREZRET S
AR B KT,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07470
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07492
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07294
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy16302
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07316
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07438
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07517
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07319
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07372
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07230
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07231
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07476
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07355
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07478
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy16299
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07469
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07524
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07305
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07208
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07329
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07508
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07408
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07363
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07342
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07288
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07520
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07223
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07267
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07289
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07467
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07225
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy07247
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3197
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0701
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0701
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0701

COT RNAFVRENMEBAAFARICE > EBRITEHRENETT,
JAOTR., ChoDRBUICHIZDYTIRNIIT FYTTF—RNE2RHEIZFETT,
ChSDIBHECHLIZIEARREHY XA,

COTRNAFUE, ROV OKYERTEEXT,
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160129-openssl

BEEm

SAOTR., AREEHEOFEZZ T HREFENHBEEZBETDLOORETAI U ORAEZR
TLTWVWET, Z0/NJF Cisco Bug Search Tool THERTE, B#EK (FRATELBEE ) &8
EEniEVY 7RI N=>23a>rigE, 72987 2—LBEEOEBMNERN AFARETT,

REEOH>HM

RORIZ, KT RNAFVICRBEENRBEEOREZZI TR AOARMERLERT,

Product Cisco Bug ID Fixed Release Availability
Collaboration and Social Media

Cisco WebEx Meetings Server versions 1.x ~ CSCuy07247 2.6 (April 2016)

Cisco WebEx Meetings Server versions 2.x  CSCuy07247 2.6 (April 2016)
Endpoint Clients and Client Software

Cisco Jabber for Windows CSCuy07508 11.6 (Apr-6 2016)
Network and Content Security Devices

Cisco ASA Next-Generation Firewall Services CSCuy07392

Cisco Email Security Appliance (ESA) CSCuy07231

Cisco PS CSCUOTA38 7 3(05) (ror 2016)
Network Management and Provisioning

Cisco Cloupia Unified Infrastructure Controller CSCuy07267 5.4.0.3 (31-March-2016)

Cisco Prime Collaboration Deployment CSCuy07476 11.5 (June 2016)
Cisco Prime Collaboration Provisioning CSCuy07329 11.5 (Jun 2016)
Cisco Prime License Manager CSCuy07355 11.5 (June 2016)
Cisco Prime Optical for SPs cscCuyo731e |0-0 (May 2016)
10502 Ny F UU—R (2016 £2 A
Cisco Prime Performance Manager CSCuy07305 1.7.0.4 (29-Apr-2016)
Cisco Unified Intelligence Center ( UIC ) CSCuy16299 11.5 (June 2016)

Routing and Switching - Enterprise and Service Provider
Cisco MDS 9000 Series Multilayer Switches  CSCuy07280 7.3 (May2016)

Cisco Nexus 3000 Series Switches CSCuy07288 #IE7 OV T AZRMHFE (2016 F 4
Cisco Nexus 3X00 I —X AA Y F CSCuy07289 2016 £ 4 AICEE7 OV LAZRHEF
Cisco Nexus 5000 Series Switches CSCuy07280 7.3 (May2016)

Cisco Nexus 6000 Series Switches CSCuy07280 7.3 (May2016)

Cisco Nexus 7000 Series Switches CSCuy07280 7.3 (May2016)

Cisco Nexus 9000 &) —X ( AZ> R70O

> . NxOS =17 ) LSCuy07262

Cisco ONS 15454 Series Multiservice

Provisioning Platforms CSCuy07408 10.6 (May 2016)


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160129-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://tools.cisco.com/bugsearch/bug/CSCuy07247
https://tools.cisco.com/bugsearch/bug/CSCuy07247
https://tools.cisco.com/bugsearch/bug/CSCuy07508
https://tools.cisco.com/bugsearch/bug/CSCuy07392
https://tools.cisco.com/bugsearch/bug/CSCuy07231
https://tools.cisco.com/bugsearch/bug/CSCuy07438
https://tools.cisco.com/bugsearch/bug/CSCuy07267
https://tools.cisco.com/bugsearch/bug/CSCuy07476
https://tools.cisco.com/bugsearch/bug/CSCuy07329
https://tools.cisco.com/bugsearch/bug/CSCuy07355
https://tools.cisco.com/bugsearch/bug/CSCuy07316
https://tools.cisco.com/bugsearch/bug/CSCuy07305
https://tools.cisco.com/bugsearch/bug/CSCuy16299
https://tools.cisco.com/bugsearch/bug/CSCuy07280
https://tools.cisco.com/bugsearch/bug/CSCuy07288
https://tools.cisco.com/bugsearch/bug/CSCuy07289
https://tools.cisco.com/bugsearch/bug/CSCuy07280
https://tools.cisco.com/bugsearch/bug/CSCuy07280
https://tools.cisco.com/bugsearch/bug/CSCuy07280
https://tools.cisco.com/bugsearch/bug/CSCuy07282
https://tools.cisco.com/bugsearch/bug/CSCuy07408

Unified Computing

Cisco Unified Computing System B-Series
(Blade) Servers

Voice and Unified Communications Devices

Cisco 8800 Series IP Phones - VPN Feature

Cisco Agent Desktop

Cisco Computer Telephony Integration Object

Server ( CTIOS )

Cisco Emergency Responder

Cisco IM and Presence Service ( CUPS )
Cisco MediaSense

Cisco Unified 8945 1P 7 # >

Cisco Unified Attendant Console Advanced
Cisco Unified Attendant Console Business
Edition

Cisco Unified Attendant Console Department

Edition

Cisco Unified Attendant Console Enterprise
Edition

Cisco Unified Attendant Console Premium
Edition

Cisco Unified Attendant Console Standard

Cisco Unified Communications
Manager ( UCM )

Cisco Unified Communications Manager
Session Management Edition ( SME )
Cisco Unified Contact Center Enterprise

Cisco Unified Contact Center Express - Live

Data Server
Cisco Unified Contact Center Express

Cisco Unified Intelligent Contact Management

Enterprise

Cisco Unity Connection ( UC)
Cisco Unity Express

test2

CSCuy07294

CSCuy07524
CSCuy07223

CSCuy07225

CSCuy07492
CSCuy07496
CSCuy07520

CSCuy07517
CSCuy07469
CSCuy07469

CSCuy07469
CSCuy07469
CSCuy07469
CSCuy07470
CSCuy07473

CSCuy07473
CSCuy07225
CSCuy16302
CSCuy16304
CSCuy07225

CSCuy07478
CSCuy07208
CSCuy07489

Video, Streaming, TelePresence, and Transcoding Devices

Cisco AnyRes Live ( CAL )

Cisco Edge 300 Digital Media Player
Cisco Expressway Series

Cisco TelePresence 1310

Cisco TelePresence Conductor

Cisco TelePresence System 1000

Cisco TelePresence System 1100

Cisco TelePresence System 1300

Cisco TelePresence System 3000 Series
Cisco TelePresence System 500-32
Cisco TelePresence System 500-37
Cisco TelePresence TX 9000 Series
Cisco TelePresence Video Communication
Server (VCS)

Cisco Videoscape Control Suite
Wireless

CSCuy07452
CSCuy07442
CSCuy07363
CSCuy07467
CSCuy07342
CSCuy07467
CSCuy07467
CSCuy07467
CSCuy07467
CSCuy07467
CSCuy07467
CSCuy07467

CSCuy07363
CSCuy07372

2.2.(3d) (Feb 2016)

11.5.0(Apr 2016)
11.51 (June 2016)

(
11.51 (June 2016)
J

11.5 (June 2016)

11.5 (Jun 2016)

11.5 (15-Jun 2016)
HEBEZTDIVI—AONYF 774)
2016 £ 6 AICREFE.

2016 F 9 RICNY FZzRHTE

2016 F9 AICNY FZRHTFE
2016 F 9 HICNY FZRHITE
2016 F9 ACNY FZRHETFE

2016 £ 9 RICNY FZREHTE

BENYTF 77A4IIARATEE,
ZRLTEZL,

11.5 (Jun 2016)

CDE

11.5 (Jun 2016)
11.51 (June 2016)
11.51 (June 2016)
11.5(1) (June 2016)
11.51 (June 2016)

11.5 (29-Feb 2016)
10.0 (Feb 2017)

9.6.3 (11-Feb 2016)

1.6RB4_4 (March 2016)

X8.7.2 (March 2016)

2016 £ 7 AICBE7OT S LAZRHET
XC 4.2 (March 2016)

2016 £ 7 BICBEE7OV S LAZREF
2016 £ 7 AICBE7TOT S LAZRHET
2016 £ 7 RIS E7OV S LAZREF
2016 £ 7 AICBE7OT S LAZRHET
2016 £ 7 AICBETOT S LAZRHET
2016 £ 7 BICBEE7OV S LAZREF
2016 £ 7 AICBE7TOT S LAZRHET

X8.7.2 (March 2016)
3.5.3 (29-Feb 2016)


https://tools.cisco.com/bugsearch/bug/CSCuy07294
https://tools.cisco.com/bugsearch/bug/CSCuy07524
https://tools.cisco.com/bugsearch/bug/CSCuy07223
https://tools.cisco.com/bugsearch/bug/CSCuy07225
https://tools.cisco.com/bugsearch/bug/CSCuy07492
https://tools.cisco.com/bugsearch/bug/CSCuy07496
https://tools.cisco.com/bugsearch/bug/CSCuy07520
https://tools.cisco.com/bugsearch/bug/CSCuy07517
https://tools.cisco.com/bugsearch/bug/CSCuy07469
https://tools.cisco.com/bugsearch/bug/CSCuy07469
https://tools.cisco.com/bugsearch/bug/CSCuy07469
https://tools.cisco.com/bugsearch/bug/CSCuy07469
https://tools.cisco.com/bugsearch/bug/CSCuy07469
https://tools.cisco.com/bugsearch/bug/CSCuy07470
https://tools.cisco.com/bugsearch/bug/CSCuy07473
https://tools.cisco.com/bugsearch/bug/CSCuy07473
https://tools.cisco.com/bugsearch/bug/CSCuy07225
https://tools.cisco.com/bugsearch/bug/CSCuy16302
https://tools.cisco.com/bugsearch/bug/CSCuy16304
https://tools.cisco.com/bugsearch/bug/CSCuy07225
https://tools.cisco.com/bugsearch/bug/CSCuy07478
https://tools.cisco.com/bugsearch/bug/CSCuy07208
https://tools.cisco.com/bugsearch/bug/CSCuy07489
https://tools.cisco.com/bugsearch/bug/CSCuy07452
https://tools.cisco.com/bugsearch/bug/CSCuy07442
https://tools.cisco.com/bugsearch/bug/CSCuy07363
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07342
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07467
https://tools.cisco.com/bugsearch/bug/CSCuy07363
https://tools.cisco.com/bugsearch/bug/CSCuy07372

Cisco Mobility Services Engine ( MSE ) CSCuy07319 8.0.140.0. (31-March-2016)

SAOAVZ7REBATY RY—ER
SE7O0Y5 A% ERBTE
Cisco Proactive Network Operations Center CSCuy07216 ﬂH’I)E7 QY2 L=RHTE (2016 F 3

Cisco Registered Envelope
Service ( CRES ) CSCuy07230 4.7 (March 2016)

Cisco WebEx Messenger Service CSCuy07254 Affected systems have been updated.

REEHEESATLEVC EFRRBEhEREA

DLTOERE., COTRNAFVICEBEENERBEOFEEZZITEEA,
T—7) EFA
. Cisco Unified 6921 IP 7 # >

Collaboration and Social Media
. Cisco SocialMiner
. Cisco WebEx Node for MCS

I>RR1IN OSATFTOREDSATNYITRDIT
- Cisco Agent for OpenFlow
- Cisco AnyConnect Secure Mobility Client for Android
. Cisco AnyConnect Secure Mobility Client for Linux
. Cisco AnyConnect Secure Mobility Client for OS X
- Cisco AnyConnect Secure Mobility Client for Windows
- Cisco AnyConnect Secure Mobility Client for iOS
- Cisco Jabber Guest 10.0(2)
- Cisco Jabber Software Development Kit
- Cisco Jabber for Android
- Cisco Jabber for Mac
- Cisco Jabber for iOS
. Cisco MMP H#—/\
. Cisco WebEx Connect 7274 7> b ( Windows )
. Cisco WebEx Meetings Client - Hosted
- Cisco WebEx Meetings Client - On Premises
- Cisco WebEx Meetings for Android
- Cisco WebEx Meetings for Blackberry
. Cisco WebEx Meetings for WP8
- Cisco WebEx Productivity Tools
- WebEx Recording Playback Client

RYND—=O F7UT—23>2, Y—EX, LTI L—>3>
- Cisco ACE 30 Application Control Engine Module


https://tools.cisco.com/bugsearch/bug/CSCuy07319
https://tools.cisco.com/bugsearch/bug/CSCuy07216
https://tools.cisco.com/bugsearch/bug/CSCuy07230
https://tools.cisco.com/bugsearch/bug/CSCuy07254

- Cisco ACE 4710 Application Control Engine ( A5 )

- Cisco Application and Content Networking System ( ACNS )
- Cisco InTracer

- Cisco Network Admission Control (NAC)

- Cisco Visual Quality Experience Server

- Cisco Visual Quality Experience Tools Server

- Cisco Wide Area Application Services ( WAAS )

RYRKND—=oBLOIT2Y EF21 T4 F/VL R
- Cisco ASA CX & Cisco Prime Security Manager
- Cisco ASA Content Security and Control ( CSC ) Security Services Module
- Cisco Adaptive Security Appliance ( ASA )
- Cisco Clean Access Manager
- Cisco Content Security Appliance Updater Servers
- Cisco Content Security Management Appliance (SMA)
. Cisco FireSIGHT AT L V7 NJIT
- Cisco Identity Services Engine ( ISE )
- Cisco IronPort Encryption Appliance ( IEA )
- Cisco NAC Guest Server
- Cisco NAC Server
- Cisco Physical Access Control Gateway
- Cisco Secure Access Control Server ( ACS )
- Cisco Secure Access Control System ( ACS )
- Cisco Virtual Security Gateway for Microsoft Hyper-V
- Cisco Web Security Appliance (WSA)

FYRND—OBBE O3 =20
- Cisco Application Networking Manager
- Cisco Application Policy Infrastructure Controller ( APIC )
- Cisco Configuration Professional
- Cisco Digital Media Manager
- Cisco MATE Collector
- Cisco MATE Design
- Cisco MATE Live
- Cisco Management Appliance (MAP)
- Cisco Mobile Wireless Transport Manager
- Cisco Multicast Manager
- Cisco NetFlow Generation Appliance
- Cisco Network Analysis Module
- Cisco Packet Tracer



- Cisco Prime Access Registrar

- Cisco Prime Collaboration Assurance

- Cisco Prime Data Center Network Manager ( DCNM )

- Cisco Prime Home

- Cisco Prime IP Express

- Cisco Prime Infrastructure Standalone Plug and Play Gateway
- Cisco Prime Infrastructure

- Cisco Prime LAN Management Solution ( LMS - Solaris )

- Cisco Prime Network Registrar ( PNR )

. Cisco Prime Network Registrar IP 7 RL A YZ—2 ¥ ( IPAM)
- Cisco Prime Network Services Controller

- Cisco Prime Network

- Cisco Prime Security Manager

- Cisco Quantum Policy Suite (QPS)

. Cisco Quantum SON Suite ( Cisco Quantum SON A4 — K )
- Cisco Security Manager

- Cisco UCS Central

- Local Collector Appliance ( LCA )

N=TFT A2 TBELRAYF T -T2 R—=TSA XBLFY—ERX 7’ O0/V 1 X —
- Cisco 910 Industrial Router
. Cisco ASR 5000 > 1J—X
- Cisco Broadband Access Center Telco Wireless
- Cisco Connected Grid Router - CGOS
. Cisco Connected Grid JL—#&
. CiscolOS Y 7 RN I F7 & CiscolOS-XEV 7 hDIT
. Cisco IOS-XE ( SSLVPN ##gE )
. Cisco I0S-XE ( WebU| #BED & )
- Cisco I0S-XR
- Cisco Nexus 1000V InterCloud
. Cisco Nexus 1000V > 1J—X A4 Y F ( ESX)
. Cisco Nexus 1000V &) —X A Y F
- Microsoft Hyper-V @+ Cisco Nexus 1000V A A ¥ F
- Cisco Nexus 4000 Series Blade Switches
- Cisco Nexus 9000 (ACI/Fabric Switch)
. Cisco OnePK All-in-One VM
- Cisco Service Control Operating System

N—FT 1LY F T -XF—)L ESEFX
. Cisco Sx220 switches



. Cisco Sx300 switches
. Cisco Sx500 switches

Unified Computing
- Cisco Common Services Platform Collector
. Cisco Standalone Z ¥ 2 #—/\ CIMC
- Cisco UCS Invicta Series Solid State Systems
- Cisco Unified Computing System (Management software)
- Cisco Virtual Security Gateway

EERLOI-774RIZa-5—>3> F/V1RX
- Cisco 190 ATA Series Analog Terminal Adaptor
- Cisco 7937 IP Phone
- Cisco ATA 187 Analog Telephone Adaptor
- Cisco Agent Desktop for Cisco Unified Contact Center Express
. CiscoDXZU—=XIP 77~
- Cisco Finesse
- Cisco Hosted Collaboration Mediation Fulfillment
- Cisco IP Interoperability and Collaboration System (IPICS)
- Cisco MeetingPlace
- Cisco Packaged Contact Center Enterprise
- Cisco Paging Server ( Informacast )
- Cisco Paging Server
- Cisco Remote Silent Monitoring
- Cisco SPA112 2-Port Phone Adapter
- Cisco SPA122 ATA with Router
- Cisco SPA232D Multi-Line DECT ATA
- Cisco SPA30X Series IP Phones
- Cisco SPA50X Series IP Phones
- Cisco SPA51X Series IP Phones
- Cisco SPA525G
. Cisco SPAB000 8 R— KN IPFL 74— —kDIA
. Cisco SPA8800IP TFL 74— 7—KJI A (4FXSR—NE 4FXO R— N ZAHR )
- Cisco TAPI Service Provider ( TSP )
- Cisco Unified 6901 IP 7 # 2
- Cisco Unified 6945 IP 7 #
- Cisco Unified 7800 Series IP Phones
. Cisco Unified 8831 =/ 1J —X IP Conference Phone
- Cisco Unified 8961 IP 7 # 2
- Cisco Unified 9951 IP 7 # »



- Cisco Unified 9971 1P 7 # >

- Cisco Unified Communications Domain Manager

- Cisco Unified Communications for Microsoft Lync

- Cisco Unified E-Mail Interaction Manager

- Cisco Unified IP Conference Phone 8831 for Third-Party Call Control
- Cisco Unified IP Phone 7900 Series

- Cisco Unified Sip Proxy

- Cisco Unified Web Interaction Manager

- Cisco Unified Wireless IP Phone

- Cisco Unified Workforce Optimization Quality Management
- Cisco Unified Workforce Optimization

. Cisco Virtual PGW 2200 VYV 7 R A Y F

- Cisco Virtualization Experience Media Engine

- Cisco Voice Portal

EFF ANU—=22T, FLTLER, BLFRNZRO—F1>20 F/V1 X
- Cisco AnyRes VOD
- Cisco D9859 Advanced Receiver Transcoder
- Cisco DCM Series 9900-Digital Content Manager
- Cisco Digital Media Players (DMP) 4300 Series
- Cisco Digital Media Players (DMP) 4400 Series
- Cisco Edge 340 Digital Media Player
- Cisco Enterprise Content Delivery System (ECDS)
- Cisco Headend System Release
- Cisco Media Experience Engines ( MXE )
- Cisco Media Services Interface
- Cisco Model D9485 DAVIC QPSK
- Cisco Show and Share ( SnS)
- Cisco TelePresence Content Server ( TCS )
- Cisco TelePresence EX Series
- Cisco TelePresence ISDN GW 3241
- Cisco TelePresence ISDN GW MSE 8321
- Cisco TelePresence ISDN Link
- Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300)
- Cisco TelePresence MX Series
- Cisco TelePresence Profile Series
- Cisco TelePresence SX Series
- Cisco TelePresence Serial Gateway Series
- Cisco TelePresence Server 8710, 7010
- Cisco TelePresence Server on Multiparty Media 310, 320
- Cisco TelePresence Server on Virtual Machine



- Cisco TelePresence Supervisor MSE 8050

- Cisco Telepresence Integrator C

- Cisco VENS501 Wireless Access Point

- Cisco Video Distribution Suite for Internet Streaming ( VDS-IS/CDS-IS )
- Cisco Video Surveillance 3000 Series IP Cameras

- Cisco Video Surveillance 4000 Series High-Definition IP Cameras

- Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras
- Cisco Video Surveillance 6000 Series IP Cameras

- Cisco Video Surveillance 7000 Series IP Cameras

- Cisco Video Surveillance Media Server

- Cisco Video Surveillance PTZ IP Cameras

- Cloud Object Store ( COS )

- Tandberg Codian ISDN GW 3210/3220/3240

- Tandberg Codian MSE 8320 model

T14YLX
. Cisco Aironet 2700 =X 7O 2RA RA4 > ~
- Cisco Wireless LAN Controller ( WLC )

SRATVZTRAIRTY RHY—EX
- Cisco Cloud Web Security
- Cisco Connected Analytics For Collaboration
- Cisco Intelligent Automation for Cloud
- Cisco One Portal
- Cisco Services Provisioning Platform ( SPP )
- Cisco Smart Care
- Cisco SmartConnection
- Cisco SmartReports
- Cisco UCS Invicta Series Autosupport Portal
- Cisco Unified Services Delivery Platform ( USDP )
. Cisco Universal Small Cell 5000 1) —X (V3.42x VY7 NI I T ZEIT)
. Cisco Universal Small Cell 7000 1) —X (V3.42x VY7 NJ I T7 &2 X7
- Cisco Universal Small Cell usc-iuh
- Cisco WebEx Meeting Center
- Cisco WebEx Meetings (Meeting Center, Training Center, Event Center, Support Center)
AT =23/ AZRL—23 4220 V=), REIXVBEY I, A
A1Z774A4ROAZ21Z5—232 TFYTIL—RLTFARATEAXD S
- Life Cycle Management Agent Manager ( LCM )
- Network Health Framework (NHF)
- Network Performance Analytics (NPA)



- Partner Supporting Service ( PSS ) 1.x

- Serial Number Assessment Service ( SNAS )

- Services Analytic Platform

- Small Cell factory recovery root filesystem V2.99.4 or later

=3

2016 £ 1 A 28 BIZH K E 1 /= OpenSSL Project DIEEMEDEZEMBE KT T NICBHET S
Common Vulnerabilities and Exposures ( CVE ) ID XD EH V) TT,

OpenSSL &3 DH /M T T II—T DB

OpenSSL LB T2 22 THRVWERIZE D < Diffie-Hellman (DH ) N X—ZERDOAEEFHE I &
V), RFBIAODE—RREEICTLSH—NOTTAX—KNDHEHZREENTLERS ATeEHS
HVET,

CDOHESEMIE. OpenSSL H/NN—2 3> 1.02 TEAEThE, Z2THEVERICESVTDHNS
XA—BRZERTIHEICERATIENDTT, cD/N—232 T, X942 AZAILDINTAX—3
TP7ANERBRFYR—RENTVET, COHEERE, ETPARLUTZA4X—KNDHEKRZEA
LCENRDIAVZBRETTIAET, BEAThDIUEMI BN ET. BEAThD L,
TLS H—NDOT7FA4R—KNDHEHNFMF REEh, SSLUTLS FEHETHEEREZEESE D AEE
FHYWVET,

AiE554 D ID (& CVE ID CVE-2016-0701 TY,

OpenSSL SSLV2 LB W TEMILE hEEEF 7Oy Y hix)

OpenSSL @ SSL XY T—2 3V ICBFRMBHICE Y, H—/NTEMLE N TLS SSLv2 B
BErOxd3I—varve, ARAOVE—MNRBECEEENTLES> TN B ET.

COMEFEME, SSLV2Z SN ITNTENICHE>TVRIHEETE, BEEOHZIIVZA TV MY —
NTEMEENLE SSLV2ZESENXROS I3 2R ELTSSLV2 N\ RIS IVZRETT
EREILLDENTY, BEATIDE, BBASSLV2ZESEORIII -3 EEkESh
T SSL/TLS #hizfthe ., PRAFHRBICNL THRBSZREICE>TLUERS ARSI GV ET,
AiEE5H O ID (& CVE ID CVE-2015-3197 TY,

(=5 5%

B8 % &5 % Cisco bugs (528 & 1, Cisco Bug Search Tool ZFEHA L TRERRETT,



https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID

BERKYTRITTF

SAARZOFT RNAHFVICRBENLHEECHNTIBEOY I NVIT TYTTF—NER
HLTVET, BFEFAM AN LEYYR-—KEZZFZYTEZOR., F1EVAZIE
AVEREWEVYTRNDIT7 N=232ET714—F¥ Y MIRLTOHKEBNERT., TOLD
BIVINDIFT FTYTIL—REAVAN=IL, 802 0O0—RTB, &2k, TOERALLEY,
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