AR MICEE T BH0penSSLAEF T — 5
BHEREDEEME (2015574 )

T RINA 1 —ID : cisco-sa-20150710- CVE-2015-
Mediunf?enss! 1793

726 B : 2015-07-10 16:00

RREHH : 2015-09-16 16:54

/N\—>321.23 : Final

[E138 %€ : No Workarounds available

Cisco /N ID : CSCuu82763 CSCuv26109

CSCuv26209 CSCuv26316 CSCuv26844

CSCuv26185 CSCuv33644 CSCuv26164

CSCuv26150 CSCuv26172 CSCuv26183

CSCuv26293 CSCuv26283 CSCuv26259

CSCuv26303 CSCuv26213 CSCuv26279

CSCuv26167 CSCuv26168 CSCuv46148

CSCuv26099 CSCuv26243

BARBCLBEHE. KBCLDRLOFAREBRTSY . KBERIXEOMTH
BOMEBT 52 BAE, RERXSBELET,

BE

2015%F7H9H. OpenSSL Projectld., SSL/Transport Layer Security(TLS)/Datagram Transport
Layer Security(DTLS)V ZA T > KX, 94T hNRALZERA T HSSLUTLS/IDTLSH—/N\NA &,
AEAEERIIT DT 7T —2a ICEE2EAMBHICOVTERLEEFIUFT AT RN
AHF)=Z))—-ALEXLI,

BEOAOAHAIC, CORBHECHKITSH/IN—23>200penSSLINY T—I AN HHMAIAENTEH
V., AT TOVEVWUE—NOREENFERTERZVIARAZTORENDTFIY U Z/N1/NAL,
PEERBEICEATES "EHETED AIAZSZRETESARES BV XTI,

COT RNAFVRENMEBAAFARICE > EBRILTEHRENET,

Cisco Tk, COMBULCHLITZIBENDY IRNIIT FYTF—REVI—-ATBFETT,

COMRBUZERTIEREANFAAREEEN HYET,

COT RNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150710-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu82763
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26109
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26209
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26316
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26844
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26185
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv33644
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26164
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26150
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26172
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26183
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26293
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26259
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26303
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26213
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26279
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26167
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26168
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv46148
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26243
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20150710-openssl|

HUHR

Z MD/\NJ & Cisco Bug Search Tool THRETE, ERE (FHAELES ) LEBEFEhEY TR

DIF7N=23 BE, TSYRTA—LEEQOEMNERN AFAEETT,

fESEtENH2>Rm

RO AR BIE, 201578108 ®OpenSSL ProjectzF¥ 21 U F 14 7 RNAHF U ICEREHE 1
ERBHEDSBE12ULEDOEEEZZ TH N ERENATVET,

I:I

il

AR

Defect

Fixed releases availability

Colla

boration and Social Media

Cisco SocialMiner

0.CSCuv26844

11.5.1 (20165818 )

Cisco WebEx Node for MCS

0.CSCuv26109

IVRERANDTZATUORNEDTZATUNYTRNIIT

Cisco Agent for OpenFlow

0.CSCuv26243

FEBEXTHV)-ATRRATREL/N

YFT7T7A4),

Cisco Jabber Software
Development Kit

0.CSCuv26303

11.0(0) (2015 & 8 A 26 B )

XY RND—OBKT]

SN, =~

ST S

YEe®F1UTA TFNAA

Cisco ASA CX & Cisco Prime
Security Manager

0.CSCuv26213

9.3.3.4(MR6) ( 201549 A )

Cisco Virtual Security Gateway for
Microsoft Hyper-V

0.CSCuv26137

5.2(1)VSG2(1.4) ( 20155108318 )

XY RND—OEBETO

voaz=>2yg

Cisco Packet Tracer

0.CSCuv26183

7.0 (20155124 18H )

Cisco Prime Access Registrar

0.CSCuv26150

7.0.1 (20155108 )
6.1.3 ( 20155108 )

Cisco Prime Collaboration
Deployment

0.CSCuv26283

11.5.1 ( 2016453 A )

Cisco Prime Collaboration
Provisioning

0.CSCuv26164

10.6 ( 2015%7H31H )
10.5.1 (2015%F7H31H )
10.0 ( 2015%7H318 )
9.5 (2015%7H318 )

Cisco Prime License Manager

0.CSCuv26185

11.0.1 ( 20155104 )
10.5.2 ( 20151248 )

Cisco Prime Network Services

0.CSCuv26168

3.4.1¢c ( 201558 A20H )
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Controller

Cisco Prime Security Manager

0.CSCuv26209

9.3.4.2-4 ( 20155F8H29H )

Cisco Security Manager

0.CSCuv26167

4.8 SP1 (2015%7A318 )
4.9 (2015%8H318 )

Local Collector Appliance ( LCA )

0.CSCuv26267

2.2.10 (201558A7H )

Routing and Switching - Enterprise and Service Provider

Cisco 910 Industrial Router

0.CSCuv26253

1.2.1RB3 ( 2015%8AH20R )

Cisco I0S-XE ( WebUI #EED & )

CSCuu82763

XE3.13

14

15

16 (Available)
XE3.11
13(RDVI—R)

Cisco Nexus 9000 (ACI/Fabric
Switch)

0.CSCuv26128

11.1.2 ( 2015584 )

Unified Comput

ng

Cisco Virtual Security Gateway

0.CSCuv26136

5.2(1)VSG2(1.3a) ( 2015% 124308 )

EEBXRVCIZT7 74 RIAZTa=Z5—>3> FNA4 A

Cisco Emergency Responder

0.CSCuv26293

115 (2016 &£ 2 B )

Cisco IM and Presence
Service ( CUPS)

0.CSCuv26296

Cisco MediaSense

0.CSCuv26316

11.5 ( 20154108208 )
11.0 ( 20154108208 )
10.5 ( 20154108208 )

Cisco Unified Attendant Console

Standard

0.CSCuv26279

11.0(2) (2015%9H308 )

EF#. ANU—-32T, FL

T7LEVRA, 8RCENFVAOA—FT1 2T FNAA

Cisco Digital Media Players (DMP)
4300 Series

0.CSCuv26173

5.4(1)RB(2P4)

Cisco Digital Media Players (DMP)

0.CSCuv26173

4400 Series 5.3(6)RB(2P3)
: . : 5.4(1)RB(2P4)

Cisco Digital Media Player 0.CSCuv46148
5.3(6)RB(2P3)

Cisco Model D9485 DAVIC QPSK

0.CSCuv26259

1219 (2015 7 H31RH)

Cisco TelePresence Conductor

0.CSCuv26172

Cisco Videoscape Control Suite

0.CSCuv33644

XC4.0 ( 201578298 )
B4

EEEZ TR —ATHATEER/N
YF774)L (2015%7A208 )
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SPADARATY RY—ER

Cisco Registered Envelope

0.CSCuv26099||4.4.1 ( 201 1
Service ( CRES ) = (2015%8R18 )

Cisco Universal Small Cell 5000 =/
)—X (V3.42xY 7NV ITF% |[0.CSCuv26256|BV3.4.4.8
£17)

Cisco Universal Small Cell 7000 =/
1)—X (V3.42xY7RNJIT% |0.CSCuv26256|BV3.4.4.8
£17)

Cisco WebEx Messenger Service | 0.CSCuv26116(/7.9.9 EP1 ( AF 18 )

Network Performance Analytics

0.CSCuv26268|(1.11.3 ( 201549
(NPA) uv (2015494308 )

Partner Supporting

0.CSCuv26208
Service ( PSS ) 1.x =

ZEIBV)—ATRAAEE/NY F

Services Analytic Platform 0.CSCuv26091
774 )

el ZEEATVREVWC ENEFEENERR

DA, 2015%F7H9R ICOpenSSL Project A & &R L -iE5EMHA". ROHRICFEELEVZ L
ZHEFELUEL L

Collaboration and Social Media

» Cisco WebEx Meetings Server versions 1.x
» Cisco WebEx Meetings Server versions 2.x

IVRRANDOSATUORNEDTATUONYTNDIT

» Cisco AnyConnect Secure Mobility Client for Android
» Cisco AnyConnect Secure Mobility Client for Linux

+ Cisco AnyConnect Secure Mobility Client for Windows
» Cisco AnyConnect Secure Mobility Client for iOS

+ Cisco IP Communicator

+ Cisco Jabber Guest 10.0(2)

+ Cisco Jabber for Android

» Cisco Jabber for Mac

+ Cisco Jabber for Windows

+ Cisco Jabber for iOS

» Cisco NAC Agent for Mac


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv26099
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Cisco NAC Agent for Web

Cisco NAC Agent for Windows

Cisco UC Integration for Microsoft Lync
Cisco Unified Personal Communicator
Cisco Webex Meetings Client - 7R A M &
Cisco WebEx Meetings Client - On Premises
Cisco WebEx Meetings for Android
Cisco WebEx Meetings for Blackberry
Cisco WebEx Productivity Tools

WebEx Meetings Server - SSL Gateway
WebEx Recording Playback Client

ND—=O TF70Tr—23>, Y—ER, 8LTT77EZL—>3>

Cisco ACE 30 Application Control Engine Module
Cisco ACE 4710 Application Control Engine ( A5 )
Cisco ACE GSS 4400 Series Global Site Selector
Cisco Application and Content Networking System ( ACNS )
Cisco Extensible Network Controller ( XNC )
Cisco InTracer

Cisco Network Admission Control (NAC)

Cisco Nexus Data Broker ( NDB )

Cisco Visual Quality Experience Server

Cisco Visual Quality Experience Tools Server
Cisco Wide Area Application Services ( WAAS )

RO—0BLATY EF21VFT4 FNARA

Cisco ASA Content Security and Control ( CSC ) Security Services Module

Cisco Adaptive Security Appliance ( ASA )

Cisco Adaptive Security Device Manager

Cisco Clean Access Manager

Cisco Content Security Appliance Updater Servers
Cisco Content Security Management Appliance (SMA)
Cisco Email Security Appliance (ESA)

Cisco FireSIGHT AT AL V7 KDIT

Cisco IPS

Cisco Identity Services Engine ( ISE )

Cisco IronPort Encryption Appliance ( IEA )

Cisco NAC Guest Server



Cisco NAC Server

Cisco Physical Access Control Gateway
Cisco Physical Access Manager

Cisco Secure Access Control Server ( ACS )
Cisco Web Security Appliance (WSA)

KRDO—o8BE7OE>a=>2d

Cisco Application Networking Manager

Cisco Cloupia Unified Infrastructure Controller

Cisco Configuration Professional

Cisco Connected Grid Device Manager

Cisco Connected Grid Network Management System
Cisco Digital Media Manager

Cisco Insight Reporter

Cisco Linear Stream Manager

Cisco MGC Node Manager ( CMNM )

Cisco Multicast Manager

Cisco Netflow Collection Agent

Cisco Network Analysis Module

Cisco Prime Analytics

Cisco Prime Cable Provisioning

Cisco Prime Central for SPs

Cisco Prime Collaboration Assurance

Cisco Prime Collaboration Manager

Cisco Prime Data Center Network Manager ( DCNM )
Cisco Prime Home

Cisco Prime IP Express

Cisco Prime Infrastructure Standalone Plug and Play Gateway

Cisco Prime Infrastructure

Cisco Prime LAN Management Solution ( LMS - Solaris )

Cisco Prime Network Registrar ( CPNR )
Cisco Prime Network

Cisco Prime Optical for SPs

Cisco Prime Performance Manager

Cisco Prime Provisioning for SPs

Cisco Prime Provisioning

Cisco Show and Share ( SnS )

Cisco UCS Central

Cisco Unified Intelligence Center

Cisco Unified Provisioning Manager ( CUPM )



» CiscoWorks Network Compliance Manager

Routing and Switching - Enterprise and Service Provider

« Cisco ASR 5000 1) —X

» Cisco Application Policy Infrastructure Controller ( APIC )
» Cisco Broadband Access Center Telco Wireless

» Cisco Connected Grid Router - CGOS

« CiscolOS Y7 RhJIF& CiscolOS-XEV 7 RNIJIT
+ Cisco IOS-XE ( SSLVPN #£&E )

* Cisco IOS-XR

» Cisco MDS 9000 Series Multilayer Switches

» Cisco Mobile Wireless Transport Manager

» Cisco Nexus 1000V InterCloud

+ Cisco Nexus 1000V 1) —X A4 ¥ F

« Cisco Nexus 2000 ') —X FEX

+ Cisco Nexus 3X00 ) —X AA Y F

» Cisco Nexus 4000 Series Blade Switches

» Cisco Nexus 5000 Series Switches

» Cisco Nexus 6000 Series Switches

» Cisco Nexus 7000 Series Switches

+ Cisco Nexus 9000 > J—X ( AX > RF7O>, NxOS Z%£1T)

» Cisco ONS 15454 Series Multiservice Provisioning Platforms
+ Cisco OnePK All-in-One VM
» Cisco Service Control Operating System

WN—TFTAVIBRTCRAYFUT -AE—I EZXRRA

» Cisco Sx220 switches
» Cisco Sx300 switches
» Cisco Sx500 switches

Unified Computing

» Cisco Common Services Platform Collector

- Cisco Standalone ¥ ¥ #—/\ CIMC

» Cisco UCS Invicta Series Solid State Systems

» Cisco Unified Computing System (Management software)
» Cisco Unified Computing System B-Series (Blade) Servers
» Cisco Virtualization Experience Media Engine



EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco 190 ATA Series Analog Terminal Adaptor

» Cisco 8800 Series IP Phones - VPN Feature

» Cisco ATA 187 Analog Telephone Adaptor

» Cisco Agent Desktop for Cisco Unified Contact Center Express
» Cisco Agent Desktop

» Cisco Billing and Measurements Server

» Cisco Computer Telephony Integration Object Server ( CTIOS )
« CiscoDXZU—=XIP 7%~

» Cisco Finesse

» Cisco Hosted Collaboration Mediation Fulfillment

» Cisco IP Interoperability and Collaboration System (IPICS)
» Cisco MeetingPlace

» Cisco Packaged Contact Center Enterprise

» Cisco Paging Server ( Informacast )

» Cisco Paging Server

» Cisco Remote Silent Monitoring

» Cisco SPA112 2-Port Phone Adapter

» Cisco SPA122 ATA with Router

» Cisco SPA232D Multi-Line DECT ATA

» Cisco SPA30X Series IP Phones

» Cisco SPA50X Series IP Phones

» Cisco SPA51X Series IP Phones

» Cisco SPA525G

+ Cisco SPA8B0008 ;R—NIPFL 74— 4 —KJI A

« Cisco SPA88B00IP TL 74— —KRJIA (4FXSR—HM& 4FXO R—NZHE )
» Cisco TAPI Service Provider ( TSP )

» Cisco USC8088

+ Cisco Unified 3900 1) —XIP 7 # >

 Cisco Unified 6901 IP 7 #* >

+ Cisco Unified 6911 IP 7 #* >

+ Cisco Unified 6921 IP 7 # >

» Cisco Unified 6945 IP 7 #* >

» Cisco Unified 7800 Series IP Phones

« Cisco Unified 8831 </ 1J —X IP Conference Phone

» Cisco Unified 8945 IP 7 #* >

+ Cisco Unified 8961 IP 7 #* >

 Cisco Unified 9951 IP 7 #* >

 Cisco Unified 9971 IP 7 #* >

» Cisco Unified Attendant Console Advanced



» Cisco Unified Attendant Console Business Edition

» Cisco Unified Attendant Console Department Edition

» Cisco Unified Attendant Console Enterprise Edition

» Cisco Unified Attendant Console Premium Edition

» Cisco Unified Client Services Framework

» Cisco Unified Communications Domain Manager

» Cisco Unified Communications Manager ( UCM )

» Cisco Unified Communications Manager Session Management Edition ( SME )
» Cisco Unified Contact Center Enterprise

» Cisco Unified Contact Center Express

» Cisco Unified E-Mail Interaction Manager

» Cisco Unified IP Conference Phone 8831 for Third-Party Call Control
» Cisco Unified IP Phone 7900 Series

» Cisco Unified Integration for IBM Sametime

» Cisco Unified Intelligent Contact Management Enterprise
» Cisco Unified Operations Manager ( CUOM )

» Cisco Unified Sip Proxy

» Cisco Unified Web Interaction Manager

» Cisco Unified Workforce Optimization

» Cisco Unity Connection ( UC)

» Cisco Unity Connection

» Cisco Virtual PGW 2200 V7 R AA Y F

» Cisco Voice Portal ( CVP )

+ xony VIM/CCDM/CCMP

EFF. ANV=32T, FLTLEVA, 8LTNFVAOA—F12T FNAA

» Cisco AnyRes Live ( CAL )

» Cisco AnyRes VOD ( CAL )

» Cisco D9824 Advanced Multi Decryption Receiver
» Cisco D9854/D9854-1 Advanced Program Receiver
» Cisco D9858 Advanced Receiver Transcoder

» Cisco D9859 Advanced Receiver Transcoder

» Cisco D9865 Satellite Receiver

» Cisco DCM Series 9900-Digital Content Manager
» Cisco Edge 300 Digital Media Player

» Cisco Edge 340 Digital Media Player

» Cisco Enterprise Content Delivery System (ECDS)
» Cisco Expressway Series

» Cisco Headend System Release

» Cisco Internet Streamer ( CDS )



Cisco Jabber Video for TelePresence ( Movi )

Cisco Media Experience Engines ( MXE )

Cisco Media Services Interface

Cisco TelePresence 1310

Cisco TelePresence Advanced Media Gateway Series

Cisco TelePresence Content Server ( TCS )

Cisco TelePresence EX Series

Cisco TelePresence Exchange System ( CTX))

Cisco TelePresence ISDN GW 3241

Cisco TelePresence ISDN GW MSE 8321

Cisco TelePresence ISDN Link

Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300)
Cisco TelePresence MX Series

Cisco TelePresence Management Suite ( TMS )

Cisco TelePresence Management Suite Analytics Extension ( TMSAE )
Cisco TelePresence Management Suite Extension ( TMSXE )
Cisco TelePresence Management Suite Extension for IBM
Cisco TelePresence Management Suite Provisioning Extension
Cisco TelePresence Profile Series

Cisco TelePresence SX Series

Cisco TelePresence Serial Gateway Series

Cisco TelePresence Server 8710, 7010

Cisco TelePresence Server on Multiparty Media 310, 320
Cisco TelePresence Server on Virtual Machine

Cisco TelePresence Supervisor MSE 8050

Cisco TelePresence System 1000

Cisco TelePresence System 1100

Cisco TelePresence System 1300

Cisco TelePresence System 3000 Series

Cisco TelePresence System 500-32

Cisco TelePresence System 500-37

Cisco TelePresence TX 9000 Series

Cisco TelePresence Video Communication Server ( VCS )
Cisco Telepresence Integrator C 1) —X

Cisco VDS Service Broker

Cisco VENS501 Wireless Access Point

Cisco Video Surveillance 3000 Series IP Cameras

Cisco Video Surveillance 4000 Series High-Definition IP Cameras
Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras
Cisco Video Surveillance 6000 Series IP Cameras

Cisco Video Surveillance 7000 Series IP Cameras



Cisco Video Surveillance Media Server
Cisco Video Surveillance PTZ IP Cameras
Cloud Object Store ( COS )

Tandberg Codian ISDN GW 3210/3220/3240
Tandberg Codian MSE 8320 model

D4VLA

» Cisco Mobility Services Engine ( MSE )
» Cisco Wireless Control System ( WCS )
» Cisco Wireless LAN Controller ( WLC )

PAARATY RF—ERAR

» Cisco Cloud Web Security

» Cisco Intelligent Automation for Cloud

» Cisco Proactive Network Operations Center

» Cisco SmartConnection

» Cisco SmartReports

» Cisco Unified Services Delivery Platform ( CUSDP )

» Cisco WebEx Meetings (Meeting Center, Training Center, Event Center, Support Center)

s dX2Z5—232/AZKRL—>3> 42200 V=), REIXZVEBEY—IL, A
A1Z774ROAX1Z257—232 TFYTIL—RLFARATEAX

» Connected Analytics for Network Deployment(CAND)

 Life Cycle Management Agent Manager ( LCM )

» Serial Number Assessment Service ( SNAS )
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