Cisco
ASAZ, VHAfeaf"d 4 83, ca@®erntr°a@®e, Talste€

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2015-

H igh 20150408-asa 0677
& @a...né-«e—Y¥ : 2015-04-08 16:00 CVE-2015-
af @afvaa, afsaf 1.0 : Fina 0675
CVSS4, 14,35, ¢ : 8.3 CVE-2015-

&76€¢¢- : No Workarounds available 0676

Cisco af 4a,° ID : CSCuq77655 CSCur21069
CSCus95290

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@
Ciscoé@ ©a;00dz<d,»a,af¥afafta,£3a,caf—afoa,na, cafa, (ASA)3,1xaf+af 3,1 5,83,C3@ a€@x-ia@®e,]
o Cisco ASASf«3, 8afVAaf «B, 5 v.af @afa, 2af2af3af %03, 2535, 3,53, 3, af85 5@ ®&, 13 hte€s
« Cisco ASA DNSAfiaf¢afee? o 159 ®e, talitae€s
« Cisco ASA VPN XMLAf* &f Va4, fif A€ ®DoSe, ta%te€s

Cisco
ASAEf 8 8afvaaf«a, aéf%éf@éf%é,3éfié.f3§.f%oé,néf-”é,,é,§§,_é,-éf§é.f3§0®é,,’ré%4_rae€§é0®é,éae£é“©g"

Cisco
ASAG@®DNSAfiafcaf*e? 2 Fa@®e,tal+x€83@Exr,¢" 303, Ed 3@ 3€@4,3,"'aftaf 3@ Ea, @aR

Cisco ASA VPN
XMLAf af v, fif V4@ ®DoSe, TaY+e€83 Eae, ¢" 5€+3,(E4, 3@ 3€@WebVPNAF—4f3,»5,'5€ES, afC
VPNaeZ¥c33€ ®afa,»affaf 3694, 3, aftaf 3@ ®3 @A®AR32E85€ P39S, 3€°00%31,"4,°3, 4f 4

5 415,50 30"5,E3, %3908, 131255« %at! 3@™3a,a,%:af3f 3, 5,83,¢5, caffaf—aftafaafa, s
ASAGF3,8af%35«a, 5f %af @af 1k 2af753af %08, 051%3, 3,83, 5,-af853@®e, 1a1%+2€55€ " Cisco
ASA


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:A/AC:L/Au:N/C:C/I:C/A:C/E:H/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq77655
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur21069
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus95290
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0677
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0677
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0675
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0675
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0676
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0676

DNSafiafcafiae? 2 1d@®e,Ta%+r€85@«d %#iQ—3@ 3@ 3€QIQ"3,(ES,%0d@®e,Tal+e€sd, enlii

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-asa

a3 1Y/ ee0s Boo— Y@ «3FaF 5143, 363, EA€Y Cisco Security Advisory Cisco ASA FirePOWER
Servicesa€pSd, "G€p °Cisco ASA CX Crafted Packets Denial of Service Vulnerability( cisco-sa-20150408-
cxfp)a@®é, Fa%+e€80,'eS£ e+ @™ a, i€ «i€¢ G€@Cisco

ASAG, 50f+0f°d, | 6,80, caffariara, '€ ®a, ¢caffaf—a,c af-ar%af%o0@ Ed;...e | @ i€« G,«i 0 G Ed
ASAZORIOSARCXE 3¢ F€€Cisco-sa-20150408-

cxfpd,'cC°e’@a@P—a € | 3€<3,%03€Q QPO ®Cisco

ASAG,V-af-af"a,!a,83,¢cafafafa, a@«a,caffaf—a,°af-af1haf%oa @™a 3«3, e+°a®SaQ9™a,<3; ... | @

Cisco Security Advisory Cisco ASA FirePOWER Services and Cisco ASA CX Crafted Packets Denial of
Service Vulnerabilitya@ a€@-j3@®af a3, 3€<3,%0d... ¥ %3 @83 @ @3 @AIQ™aE,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-cxfp

€031 e£8" €@

i AQPREVI"QIQP8IRVe|FI@+3,TF3¢ | 53€,3,Cisco
ASAQ,%af+af"a, | é,§é,Céé_é€0éniae-°§0®é,,’ré%1rae€§é0®éVziéVgé,’é@—éO’é0%50““56

* Cisco ASA 5500 3, -af28f Y48, e ©a; 00a7<d,»a,af¥afafta,£ 4,¢af—af03,14,¢afa,"
» Cisco ASA 5500-X &, -af%afvsd, %eenja —8»Eaf 4, |4, 08 ¢4, 13 ©afvaf «
« Cisco Catalyst 65008, -af3af V.3, °5, 18, oaf faf @3 €53, a€>Cisco
76004, -af*afa,°af«af1ad,¢¢" Cisco ASAA,uafaaf s, afca, af¥asiaaf«
» Cisco ASA 1000V 3, af©a,af%o af+a, g aa, ¢4 |8 Oafvaaf«
+ Cisco é@©3a;00a7<3,»3,af¥afaf1a,£a»®aef3,¢af—af©a,na,¢af3a, " 1%  ASAviva%o

&/+6Y i3, 8@ —a3€'3,<Cisco
ASAG,V»af-af"3,!a,83,ca@®afafafa,'a@ €@ cho'a®3aQP®e,T1a1+x€83@«3, 3 QLY g-°é@aé,§é
e TaVaaE83@®a@,a,«e£%-3" @
Cisco
ASAAfe3, 8afv.af«a afvaf Qé.f%é,3§.fi§.f3§.f%o§,né.f"‘é,,5,§§,_§,-§.f§§.f350®é,,1'é%iae€§
Cisco
ASAZ VoAf+af 4,15, 88, ¢5€@ a€@a, 3,'aftaf 3@ Eaf€a,na, cafMa,ndfO©af afiasta £afcaraaftoia”as 3,
failover
ipsecesOY ef 5@ Ee " a®35 @3, EIQ | 3€,3,<a ’é0‘5€0§0“é@®é,,’ré%iae€§é0®é1/zié\"(gé,’e°10—é4


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-asa
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-cxfp

Cisco

ASASG Y5af+af 4, |5, 83, ¢a€ (EaS+3,8afhaf«a,2afhaf@afac" d@«e " aR33Q+3,EIQ | 3,3, 3@« 3@O0a¢€
show failover 8, 3af Z&f3af %08, a4 ¢’ a@p—a € | A€ @af+a,8afaf«a,2afhaf@asfha @&

ON&@«e ' a®33@+3, i@ |39,3,<39"3€@ 3, QIP—aQNIQP™I€,x-d@BRIIQP F€@afa, 83
ASA3,cr°a@—3€@ | 30, QHIP™MAE,

ciscoasa# show failover
Failover On

[...]

failover
ipsecasO Y ef V-4 Eae0e%03S 4@ «3 Q3 QL3@ | 56,5, 39 FQOIPTIHE, ' QIP™I I QP «FQ a€
show running-config failover | include

ipSecd, 3Af 78f 38 %od, 8locC” AQ@P—a €@ | AEQ 10853 Ee”

an

©3,E3«3Q"3@ 3/c(°°QPIQP—30%IQP"

3@ ®E%EQ A€ failover ipsecaOV ef 5@ Ee02%0dS 5@ «3 939 L3€ | 3€,3,<Cisco
ASA3, 1’3 —3@ | 59,59%IQ™MIE,

ciscoasa# show running-config failover | include ipsec
failover ipsec pre-shared-key *****

a1V Sfailover keyd, 3af7af3af %08, 8o a€p—a€YCisco

ASAIO®E IR3IQP IEQIQ"IQPB®R, TaV+2E8IQP®IV2+6Y,3,'4Q—39'39%I >3, 3E,

failover

ipsecagOY ef//4€) SEQ@AfIafa,0af«af 59839 2e%dS'3Q«3PAQLIQ | 39,3933, 3E,

Cisco ASA DNSAfjaf ¢4 e 159 ®8,, talatae€s

Cisco
ASAG Yoaf+3f"4, 15,83, ¢5€ A€@QDNSA, pafluaf@a,af«aflhaf—i@«a° i@ i@ @ie 3,13€@13€@R®DNS
DefaultDNSE@®e " dR3IQP®A £€6f 3@ Q@ —3€ | € ARSIO™3,«3 Q"3 4, 3€QASf | afud, a®S¢HO:

DNS3, fif Vaf @ 3@ ®IP3, Caf%oaf-3,'d@Ee " a®3@ 3, E3@ | 39,3« 3Q@0IQ TIP3, ¢ QaO™
show running-config dns server -groupa, 3af Zaf3af %08, 8v2:¢" 8@ —a€p | €€ name-
server af‘ f O&f jaf V.4, (A «IP3,Caf%oaf-3," 3@ Ed @ «3 93, E3@ | 39,339 3@ "3,c(°°Q@iQP—i©

aenja



OR339 3€QDNSE,Paf%afQIP 192.168.1.159 E
DefaultDNSA, fif 4f 93, °3f«af %3f—3 @ ®3 €6f 59 39 —3@ & aR359+3,E5€ 59,5, Cisco
ASA3, (n°3@—3@ | 5€,39%IQ™IE,

ciscoasa# show running-config dns server-group
DNS server-group DefaultDNS
name-server 192.168.1.1

o /&9 O3 QODNSE ff VAf ©3,°3f 3 haf— 3983, FEQ3f1af5,03f«5f 59536 DNS name-
Srver i@ ®3€n3Q & 4RI 3, EI0 | 59,50%3 13, 5€,

Cisco ASA VPN XML af‘afvaa, fva€®DoSe, Tavatae€s

Cisco ASAZ YAaf+3f 4, 15 85 ¢a@ a€@4a, 3,'aftaf 3@ EAnyConnect SSL

VPNE€@3, af©3,03,¢a3af af-a,"'SSL VPN§€Q§Q%§QV§0_AnyCOn nect IKEv2

VPNC" " 3€«@ " 3®339+3,F3@ 50,3, 3@ 3€ Q9 "39®L,131+x€83€9B®311+46Y: 3,/ 49— 393
ASA&,%af+af"a, | 5,835,039 3€QIQ"IO®,Ta%+tr€83Q9®I+EY;3, 89 —3@'3933€>3,"3€,

5, -3, 'af taf a@8AnyConnecta@%43@Ya@ 3, afOa,na,cafaf af-a,'sSL

VPNI@Ee dR33 @3, Ei@ | 39,3, 3@3QO0i@Ti@E,/ cC°QPIOP™E,<3Q«aQ AE€Q show
running-config

WebvpNa, 3af 28[58 %08, &sc’ AP —3@ | A€ QIO FO VIO "3, 15913 ®F,naF3E,; 3 1hEF5,58,15, 5
webvpna@ Eaece%o03S' 3@ «3 93 QL£3Q | 59,3, 39 5@ "5,/ QIP—IQAUIGP™IE, 2P P3G
outsided, naf33, (AfYaaf 5, 83, 08, 5@ 8SSL VPNI@ Eaee%0dS 5@ «59°3@L£3€ | 3€,5,<Cisco
ASAS,Cr°3Q—3@ ' 5€,39%IO™EE,

ciscoasa# show running-config webvpn

webvpn
enable outside

[...]

8, -8 1af taf a@8AnyConnect IKEv2

VPNI@EE dR35@ 3, E3@ | 5€,3,<39 Q0@ Ta@d,cC°QIOP™E, 3 @P«I@ 3€Q show
running-config crypto ikev2 | include enabled, 3af Zaf3af %08, &/2:¢" 8@ —a € | a€ € client-

servicesdf af ©afjafv.a, (A@Ea"ace  dQ@™A <A@ 3@ 3,/ QIOP—IQPNIQP™IE,x-aQPBIIIQ A€
outsided@8AnyConnect IKEv2 VPN3I@Ere%idS i@ «39°39£36 '3@,a,Cisco

ASAQ,'cr°a@—3€@ | 3@, @HaQP™IE,

ciscoasa# show running-config crypto ikev2 | include enable
crypto ikev2 enable outside client-services port 443



& 1/8SSL VPNa€S3,"a€>AnyConnect IKEv2
VPNae©OVefha@ 5€@aftaf5,0af«if 59550 20e%idio«ie iOLie  30,50%36:5,"3€,

aRYe|(E4, 5@ ®a,2afaf "4, 4,83, caf@afua, afsaffa@®ccoe’ @

&, T&V/+oec83@ ®aQ,3,«af @afha, afsafa€® Cisco ASA
3,%,af-3"3,13,83,C3@E3,Caf—3f03,13,¢a3F%3,'3€@83RYe|Fi@+3,Fi@ | 5€,3,3 @3 QO0IQTIH A,
show version &,3afZaf38f %03, (™% Ea@—a@%a @ ™a€,e- 3@ ®a343€¢ a€@Cisco

ASA3, V3543, 4,83, Caf@afiaa, 3f8a0.2(1)3,a®Ve|Fi@—3€ | 3€,3,<3,Caf—af04,05,¢a5%3,'3, ¢

ciscoasa#show version | include Version
Cisco Adaptive Security Appliance Software Version 9.2(1)
Device Manager Version 7.4(1)

Cisco Adaptive Security Device
Manager(ASDM)3,” 8/4:C" " a@p— 50 af@é n3,'3, (RicOTIQP—3€ | 36,3, 39SEBC2E 3 IEQAS:
ASDMA, ! ,£3F35f%03, | 3@ ®3- | 5 563.. 30« ¢2°a€+3,EA, @] 3€83,3f4 3, 4,83, Caf@aflsd, a8

&, &Y/ taeE8s, 49 «a,"3983€,30%36,30"30 39 ECL Qa9 3, EFPYeLLI"©

Cisco ASA FirePOWER Servicesa€S3,"3€>Cisco ASA Context-
Aware(CX)Servicesi€@ €@ 3@ "3O®8,T8%+rE859P®AV+EY:3,'8@—39'39%3€>3,"3E,

S GIGERERERIYAZE R EL RET IEL WL R L AGEREVINEN  ERE R EVRER QL IZET MR- ST R
e©3¢ °

Ciscoé@©a;0edz<a,»a,af¥afasta,£a,caf—afoa,na, cafa, (ASA)a, af-af"a, | 8,83,¢a€@ a€€@Cisco

ASA 55003, -af%3f143,°6 @ ©a; 00dZ<a,»3,af¥af*afta,£3,caf—afoa,n3a,¢af’a,"'a€@Cisco ASA 5500-
Xee-ja,-a»£afea,ja,na,ca, a,0afaf«a€€@Cisco Catalyst

65003, 3f258f143,°3,'3,0aff3f @ 3€ 53, 3€°Cisco 76003, 3f25f%4,°5f«af%a,:¢" " Cisco
ASAG,pafnaf a,'afca, af¥asnas«(ASASM)a€€Cisco ASA

1000V3, 4fO43, | 4f%0adf4,ia,08,¢4, | 8,0af 14af«3EQa€S3, 3@>Ciscoé@©3; 007,38, 3F¥aF4f1 5, £4»®c
ASAGS3,jafYaf3€ a€@afa,id,na,¢a, ! 8,0af%af«3€@a%pa.. ¥€2334ia, 3, aftaf (IPS)a€@3a,caffaf€a,

Cisco ASAEf+4, SafVAaf«a, %fvAf @af1ad, cafzaf af%oa, naf’a, 5,53, a, a/55 3@ @8, Talit €S

Cisco ASAG, Y58f+af "4, 14, 88, ¢a@® failover
ipsecagOY ef 4@ ®, 1814+ 2€85 9«8, 5,556 9 @& 1439 +3,FiQ | 5€,59°5€,65F7¥IQ™I " "»e'fé



dQ"'3O®e,Ta%+e€85@ €@ falover
ipsecaaOY ef 4@ Ee " AR3EQ 3, Ei@ | 3,3, 3@ 3@ «3€Qa,»3,af¥3,Ca@2afa,8afhaf«3,2af haf@asy

B TY/LAQ"aQP®e,T1aVite€8a@ R4 @RLA"OC" d@«al (" iQliQ @3, 3Q9RIQ F€9L0?3),"5,-3, afts

4@ "3@®e,Tal+r€83€¢ €@ Cisco Bug ID CSCur21069(

CTM»&E2Af 1af V4, 98°,¢" )a@ a9 —a@ | 2T, dE-3 @3, EaEQCommon Vulnerabilities and
Exposures(CVE)IDad€@ "a@—a€ | CVE-2015-

06755 E&%023,58%:"5€) | 5,%03, E3@ ' 50,50 %3O™

Cisco ASA DNSAfjaf¢afiee? s 159 @8, 1Vt €S

Cisco
ASA3 Yoafeaf 4, \a 83, ¢é@®DNS§,3éJ‘%éJ‘%oéQ®é,,Té%iae€§é@«éﬁé,§é€0éaéé "%a@d, Q| 0€,39

59"39®8,18%1e€55€ F€QDNSIFE,+affaf 5O®I 90 153t (O T1FP YD 5O—5O%IO™
ASA3,C3f—afO3,05,Caf%5, '3« | @t 5, CEQHGO™E,GO"IQ TOSIEQIQ IO®R, 1At 2E85,'5 @

B VEO"EO R, A/t aEsiO B3 QLS O 3@« 3O55Q V3, GOPIQ FEHLO Y aFIaf @A x
ASAZ, 155353, 5,88, Ca@«aY5+6Y:3,4 759 3QUIQO™IE,3Q%IQVIEHIO 5O, 1VitrEEiQ FEH
5f 3f04f+5,£55F5, 3@ IPV6

5F 3fO&f+3,£35F8, A 8aF a8, ~af 433, E5 3@ efbae€si@Eid,35,559%aQ™IE,

4@ "3@®e,TaV+xr€85€¢ 3€@Cisco Bug ID CSCug77655(
CTYEERAfIAYA T8, ¢ )0 39 —3@ | @-ta §E-5€+5, EFEQCVE IDI@ 5 —3€ | CVE-2015-
067630 E&%023,58Y:"5€ | 5,%03, E3@ ' 50,30 %3O™

Cisco ASA VPN XML &f &afva8, if V&€ ®DoSé, talatae€s
Cisco

ASAS VAfAf "3 15, 85, CA@®XMLAFAFAS, Uaf 4T @ ®L, T3Vt 2E55 9«3, 5,556 9298 1%3+5,E5 50,3
VPN&Z¥cN359®af3,»affaf 3694, -3, 4f15f 39 ®3 @3®%aRIXEEIEH IS, 5002825, -3, 451 5f


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur21069
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq77655
https://sec.cloudapps.cisco.comRPF/register/register.do

G@"3@®e,TaV+x€83@ FEQXMLAFASA, pafhe ARSIQPRAN AE-3QEI QIQ QI TaQ83@,4,30"3
SSL VPNéQéé,AéQ%nyConnect IKEv2 VPNg”"éQ«é"é®§é@°é,&'é@?€isco
ASA3,C3f—af03,03,Caf%8, 5@ «312+6Y;3,/4 739 3@ %hIQ™IE,4»-39RIQ™IQ 5@ | 5OBVPNE " d®3S:

B YRAQP"aQP®e, 18/taf85@®I @RLA"OC" 3@«al (" i@’ Q@I IQPRIQP €90 a)"4, 3, aftal
af-afoaf-a,caffa, a€ " IPv6
3f afO&f-5,£3ffa, 3@8af af3,~af1h3€+3,ES, 3@ &fx€85@E5€,5,559%IQ™IE,

d@"3@®e,TaV+r€85¢ €@ Cisco Bug ID CSCus95290(

CTYEERAfIAYA T8, ¢ )0 39 —3@ | @-ta §E-5€+5, EFEQCVE IDI@ 5 —3€ | CVE-2015-

06773 E3%0%5,58%:"3€ ' 3,%03, E3© | 5©,50%3O™

D7EQ G-

Cisco ASA Failover Command Injection VulnerabilityZ€83€ a€€ failover

keyagOY ef 44, dvoiG’ a@—a€p | af+8,8afhaf«a 2afhaf@afud; @e-a,'e ARSI Q@ —a€@ failover

ipsecasOY ef Y48, 8%0SE™rE@P™E 3P 3@ QP8I QIQ"IPRI 9E(FS, D76 QP 5P QP QIQAUIQ™AEE,AS
failover key <key>3 Saf2af35f %08, asiC" 4@ —aQ@HIQ™IE, 23 QB3O FE@ failover

ipsecasOY ef VoA, 8% SE™ i@ —a€@ 3,4 1ha€n cisco-keyd, d/iC" A€p—a€ | failover

keysdOY &f VA, & BREGEO ™3 133, (5 9 —3 @ | 5, 3O UIO™IE,

ciscoasa(config)#no failover ipsec pre-shared-key
ciscoasa(config)#failover key cisco-key

Cisco
ASAZ@®DNSAfjafcaf*ez 2 Fa@®e,Ta%+x€83@«d %#IQP—3€@ | 3@ €QDNSS pafhaf@a, caf«aflaa

& GQPRIIIQP AEQAftaf-d,0af«af GQ@®DNSE, paflhaf@a, af«afihaf—(

DefaultDNS)4@ ®afaf"af0d,ne " a®33,03@«e " ARSIQ9™a @-"3+3,'(r°iQP—i@ | 5€,39%IO™

ciscoasa(config-dns-server-group)# DNS server-group DefaultDNS
ciscoasa(config-dns-server-group)# retries @

Cisco ASA VPN
XMLA&f afvaa, ﬁf%é@@DoSé,,Té%J_rae€§é@<<é‘%éomé,<é>ié05g—é0_“0,5,%0%5@>é,"é€,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus95290
https://sec.cloudapps.cisco.comRPF/register/register.do

d,®acfxa@¢a,2afaf " q,,4,8a,¢

8, V5Af+af 4,5, 84, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 3@ ™34 ‘3@ 3@ €@ http://www.cisco.comc
4@ ® Cisco Security Advisories, Responses, and Alerts
3,C3f%a,«a,0af-3,,3€ @a%NECYSa @ ®3,Caf%odf@a,03,95f°8,3@.C..88 @—3@ | a%UIR’ G QORI effoce
a,),afaf¥af1a, af8af°a,c(°° Qi@ —3i@Q | QO QIO 30 30,3,

59,3953, E3Q®S 3073, 3€@45,Caffaf—a,°af~afhaf%od @™a «affaf€a,n3,'a@«a @ @3 ta@af;afca
Technical Assistance

Centeri’a TACi¥%%o3, 3@ —3Q Q3@ a¥'(,30—3€ | 36,3, afaFaf1arSaF5, af—afaf €3, nafEAf 43 €«
&-ia@®Cisco ASAS,2af+af"3,]4,83,Ca@®e| dQ®IQ,c|Ed@«3@ d€@Cisco

ASAG&fia, affafhafiafiafd,'a @ a@ i@ «i€QaQ a@®a, caf%af@a,na fafd@«e "e%%iae a3, EiQ
ASAG&fia, afEafafiafriasa,'a@«a 34ae™a ee-3,Caf%oaf€a,na, i@«  "e%%id@ 3, Ei@ | 39,

CSCur21069 - Cisco ASAAf+8, SafYVAf «8 B v.Af @ 35143 2552555 %0a, 03535, 3,83, 3, 5f55°5@®¢, T3Vt e€

CSCuq77655 - Cisco ASA DNSAf4f ¢afees se 5@ ®e, T4Vt €S

CSCus95290:Cisco ASA VPN XML Parseréd€p®Denial of Service Vulnerability

d©"a@®a,»a,af¥afafta, £4a,caf%oaf@a,na,9aa0RIO™MaO'aQ | aO®e, Talste€sa,'a; ®rLa€

14e06 8ae—¥a@ «af2 5525113, 3€+3, Ea€ Y Cisco Security Advisory Cisco ASA FirePOWER

Servicesa€) Sd, G€p °Cisco ASA CX Crafted Packets Denial of Service Vulnerability( cisco-sa-20150408-
cxfp)a@®e, tali+e€8a,'eSLe+°G€™a,« i€ «i€ G€@Cisco

ASAGQ, v:af6f°a, | 6,84, cAf'ar'afa, ' a@®a, ¢caffaf—a,caf-af1uaf%oa€ Ed;...e | @ i€« °d,«0 ‘4@ € Ed
ASAZO PRI SAB®CRE I 3€@cisco-sa-20150408-

cxfpad,'cC°e’@a@—3 @ | d @3, %03€ @I OIY®Cisco

ASA3,Y»af+af"3,!3,83,cafafaf1aa, a@«a,caffaf—a, caf-af1haf%od @™a, 3 @<a,' e +°a®SaQ9™a <3;...8 | @

Cisco Security Advisory Cisco ASA FirePOWER Services and Cisco ASA CX Crafted Packets Denial of
Service Vulnerabilityd€) €@ ax-id@®afafa, a€<3,%0d..¥e%od@83Q @3 9hi@™aE,


http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-cxfp

2 Cisco
ASASfEfeEfY4,17.2(5.16)4953,"59°9.3(3)30 3€@420e 152 Y5O %I Q55O 2O @a%na 3, Ed G

5, VAAf+af 4 4 83, CAO®AFEA, | AF2a £33 5%o

Cisco ASA3, :8f+af "4, |3, 84, ¢4 a€@Software
Center(Cisco.com)a€p<3,%0af€3, | a7 afaf14af%oa @33 @ @3 @343 Q9 ™3E,
http://www.Ci sco.com/cisco/software/navigator.html

Cisco ASA 550083, -Af2afY.8,%6€p ©3; 00873 ,»3,af¥af 514, £5,Caf—3f035,n3,C5F5,'4€55,"5€>Cisco

ASA 5500-X Next Generation Firewall3@®3 3@ 3@ a€@[ef1La"€(Products)] >
[3,»3,af¥afafta,£(Security)] > [af+3,id,na,¢3, | 3, ©afhaf«(Firewalls)] >
[6@©a;00d7¢3,»3,af¥af*af13,£3,¢af—af0a,13,¢af3," (ASA)(Adaptive Security Appliances

(ASA))] > [<Cisco ASAafcaftaf«>] >
[6@©3;0037<3,»3,af¥afaf13,£3,Caf—afOa,0a,¢af%a,"(ASA)a, 1Laf+af 4, | 4,83, C(Adaptive Security
Appliance (ASA) Software)]

G «C8»acAQP—aQNIQO™AE,39"3,(ES, %0 d@RIfPIf1A, AfS3FPa@PP®I €Ef 3@ 2S«A®SAf@af1aa, af8e
8, (Af-8," at6<a@P™I 3@ & ¢r° @3, EIQUIQ™AE,

Cisco Catalyst 65008, - %if /48, °3, 14, oaf faf @3 € 53,"3@>Cisco 76003, -3f2af143,°af«4f%4,:¢" " Cisco
ASAG,pafnaf a,'afca, afyafhaf«a@®a 3@ a@ ac@[e£lz3"€(Products)] >

[Ciscod,naf’a,; af14af+3,83,13, 353, 3€°3fC3, af¥afhasf«(Cisco Interfaces and Modules)] >
[Ciscoa,pafhafa, afca, af¥asfuaf«(Cisco Services Modules)] > [Cisco Catalyst
65003,-3f2af%3,°/76004,-3f*afa,°ASAa,uafaaf a,'afca, afyafasf«(Cisco Catalyst 6500 Series /

7600 Series ASA Services Module)] > [Adaptive Security Appliance (ASA Software]

159 «]a @ «C8» a3 QP—aQNIYP™IE,39"3,(ES, %od @BRIf@afa, 3f8aFa@®A€Ef 3@ 25«a®Af@afa
8, (Af-8 at-6<a@™a,« 3@ "&] ¢r°a@-a,EIPAHUIG™AIE,

Cisco ASA 1000V 3, 3f©3, |af%oaf+3, 3, 08, ¢35 13 OafVaf «a@®a 3@ 3@ a€@[eL)a"€(Products)] >
[a,»a,af¥afasta,£(Security)] > [af+a,id,=a,¢a, | 3, ©afaf«(Firewalls)] >
[6@©3;0037<3,»8,af¥afafta,£3,¢af—afOa,ra,¢af%a,"(ASA)(Adaptive Security Appliances
(ASA))] > [Cisco ASA 1000V3, af©3,|af%oaf+a,ia,na,ca, | a0afhuaf«(Cisco ASA 1000V Cloud
Firewall)] >

[6@©a;00d7<3,»3,af¥af2af13,£3,¢af—af©a,03,¢afa, (ASA)a, v2af-af"a, | 4,83, C(Adaptive Security
Appliance (ASA) Software)] 4@ «(8»a« 3 @—3 @I Q@ ™3IE,

Ciscoé@ ©a;0eaz«d,»a,af¥afasta, £a»®afs,¢af—af0a,1d,¢a3a, (ASAV) G @ 83€ @ [£123"€(Products)]
> [a,»a,af¥afasta,£(Security)] > [af+3,id,2a,¢a, | 3, ©afaaf«(Firewalls)] >


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-cxfp
http://www.cisco.com/cisco/software/navigator.html

[6@©3;00d73,»3,af¥afaf13,£3,Caf—af©a,ra,¢af%a, (ASA)(Adaptive Security Appliances
(ASA))] > [Ciscoé @ ©a; 00ad7d,»3,af¥af*afta, £a»®aefa, caf—af©a,na, cafa, (ASAv)(Cisco
Adaptive Security Virtual Appliance (ASAv))] >
[6@©a;00373,»3,af¥af2af13,£5,¢af—af©4,08,¢Ca8, (ASA)3, V2af-af "4, | 4,83, C(Adaptive Security
Appliance (ASA Software)] &@«¢8»a« 3 @—a @A Q™aAE,

4, @eE£A"OC" " a%8%<E3Q "A...~a% Q™o "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,n3 aff @« "e%%id@ 3, Ei€ | 39,3, ¢, Taltet

Cisco
ASAZf3 8afY.af«& Afvaf @afd,afzafaf%od,

n3f35,,3,83, 4, 4f83P 3@ ®¢e,T8%+e€85€ a€@Alec
Stuart-Muirk3€«3,"3@£3€ ' 3,-3,'3,33€«3 +3'S3

3,83
©°3,EaQ%IQ9—a@VaE,

Cisco
ASAZ@®DNSAfjafcaf*eZ 2 Fa@®e,Tal+x€83@ A€, Paf@afhaf a,+afka,'a@®esLare+d 3@«c™

Cisco ASA VPN XMLAF* 8fv4 fif v4@®DoSe, Ta1+xe€55€ 5€QAECIQ®OIdrich
Valkae°@3€«3, 3L '3,5,'5,25€«a +3'556+3, EaQ%I@—3@VaE,
URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-asa

o' 1e’, at¥ae

afeaf &, &f S

10 20158 doee 8ae—¥ | & @ &>2a...~é-<afafaf1a,"

éA@Q” "é:égln

a3, Caf%oaf € 3,035,933 8,98 %hiQP®], IQORIQP 19—31Q IO xQPPIWIO—3 | 5653,55¢
e0e-d,Caf%af @3, nd N3 3@®x]..4 +3953," 53358, 3@V " QP «E-CaP™E,@%-EmIP®E £
AQUIOYIEDE, 3,359 2e-af%03,af¥afafaf 3@ ®AT.. 403,42 8'S5 5@ —3 @ «dn%oe> TP —F€
a0e-d, Caf %oaf @ 4,13, 3P 5@ ®e "8 °8T.. AR '3 «é-CAH—3@ | 2f..& +6..95;i5€® URL

3,/CeQCYIQP—ICQIQ -IPB®E»(2Y%0d,, 2,90 33, - 1LIQP—3QYE 49 I QI (nUIYPTCR|cO
3O 3@ ®af%03,af¥af3FAf 3@®xS..4 +t3@ 3€4,3,'5°0£ 13" @IQ®F, AP af%0af | 3F143, 958,87 Vbl


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150408-asa

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



