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<#root>

Rout er# show service-insertion appnav-control | er-group
Al'l AppNav Controller Groups in service context
Appnav Controller Goup : acg

Menmber Appnav Control ler Count : 2

Menbers:

| P Address

21.0.0.36
21.0.0.160

AppNav Controller : 21.0.0.36

Local AppNav Controller : Yes

Current status of AppNav Controller : Aive
<out put suppressed>
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dftaf€a,nd,'a@E L4R

(" aQ«RiR" QiPa,EiQ3€,3,<3 A9 AEQOR »X'FEE...59«8, AQLIQ | A€QASF-E,nafun

4

afeaf€a, naf-a,”a,-afsafaQEd;...8 ' 939 39%,<3,"39139«a-88| AP« °a-¥aHa,EAHY
IPv4 3©%3€©Yaé® IPv6

afa,raffaf a@ Eenie°é€Qi;iae a,Ei AP a9 a983€HIH"aQ B, Ta1e€85Q ES @ L

L4R 3@ EeScr" @QaOa,Ea@|a9,a,<a " a@ a€eCisco 10S XE
3,%a8535°3,14,83,CaQEa:16Y:5,'49—30'3,<a9 &fLx€839 EFQ,3,539%aO™€E LIR
39 aftafa,0af«af 39839 ¢,ja5'30«39 9L 30,30 %IQ™AE,



dftaf€a,na,'aes LAR

FQOErsr Q9ie i, 19 .56,5,<30«300501303,¢C°°QaQP™3,<59«3Q a€Pshow
running-config | include

redirectc%olas ©EXECA, 3af 2af3af %od, 82 C" "ap—a @ ¥a @ ™a€,redirect server-group

4€Sa,” 3@ redirect to group 3 & show running-config | include

redirecti€ a€QLARAQ Ere%0dS'3953€,3,<39 "3 3,'¢r°aQ—aO%AH™AE,

a»¥a «a@«a€@Cisco I0S XE &,%2af+af"4,! 4,834,398 LAR

AQExrix"QiQ*a,Ei®|39,3,<a "a® aO® show running-config | include

redirectd, 3afzaf3af%oa,’ Cisco 10S

XE8, v/Afeaf 4,4, 84, ca@8aRYeiEa @ ™a,«<3@ a€QaFtafOa,0a,'a9SLARIHGEL " 4R35 93, E3 Q!

Rout er# show runni ng-config | include redirect
redirect server-group TEST_SERVER
redirect to group TEST_SERVER

Cisco | OS XE &, V2af+af "4, 4, 83, ¢a@«3@Sa9'a,<a...16€5afafafva
aftafuaf-af«a@«a %ae®™a,a-8a | T""50«(;'°é-¥§0'5,CEé0V5f‘§,i§.f.f§.f"50«5,“§,<
Denial of Servicei%s"DoSi%%o0a @ ®e, talatae€s

Cisco |OS XE &, Y:Af+af "4, '4, 84, ¢a9p«a€ e, Tal%+e€53QEa€,3,5a€€UDP IPV4

aFa,xaffaf at..a€83-88 ! MA@« °a-¥a@a,EIOY IPV6

afa,xaffaf a@Ea,«af—a, »af«ad(E-39+3,E3Q ' 3953,53€930QIOBAFE,aFFAF aQEST ¢
aF¢afa,;aFa5%38,%1% " MMONI%4%0af aFOafa,£a5f3, ereeY»3€QiQ%aQOYIQ aF affafa
IPv6 af"af0af-a,£affa, a©@® Network-Based Application
Recognitioni’a”NBARi%%oerceeY»3Q Ee " d®55€3,EiQ | 5€,5,<3 39 a0 «a9RIY;3€03

an

V"'aO®e,1a1+tr€aQ9RI,GPREfA"O¢" " dQEIQ &f39°5OPRIQ A€HIPV6

fa,raffaf a@E IPv4 UDP

Fa,raffaf a,'ana@9—a@ | ac™ae-d,FaQ|i@,3, A9 dQORIHG;IH3H™AE,e0%AY"afta
IPv43€9a,«af—a, »af«aE-a@+a,EaQ|39,30°3€, IPV6

afaraffaf a@Ei@"aO®e,tavte€8a,'af afa,~afuaQP™Ma i 3@ 3@ 19839 Q9IH%AY:

an an

MMON &, NBAR
Af AfOAf+a EAf {3, aromeY »3@ G€QaFIaFa,0af«af 50530 ¢,.ia5'30«E05OL30 50,30 %3

MMON

Af afOaf+3,£4f f4, onceeY »a@Eaftaf@a,nd,'a@«e AR5 @*3,Ei@ |39,3,<39«390aQTaH<4,
policy-map type performance-monitor ¢%otae © EXEC

&,38fZaf3af %08, dv2: ¢’ a@—a@a@™a€,service-policy 4 E show policy-map type



performance-monitor interface

FOPARYeECHOP 2RI P «at°aS>393,(Ed < 49 a9 a€QaFIafOa,na,'a€« MMON
dQEL"aR339+4,Fi9|3€,5,<30"309 73,2, 93%°3090—a39%AQ™AEE,

ar¥a @ «a€eCisco I0S XE
3,%24535°3,14,83,¢3,/4RVe{E39—3€|38€,4,<3F1aF94,53,"398 MMON
GOER " aR35H4,Ei¢|50,5,<d 39 aORIBYEcUORZeRE, ¢°aP—aPNAHP™AE,

Rout er #show pol i cy-map type perfornmance-nonitor
Servi ce-policy perfornmance-nonitor input: nmon_policy

Cl ass-map: cl ass-default (match-any)
0 packets, 0 bytes
5 mnute offered rate 0000 bps, drop rate 0000 bps
Mat ch: any
Total Packets classified: 0O
Total Bytes classified: 0
Moni tor AOR di sabl ed

Servi ce-policy perfornance-nonitor output: mmon_policy

Cl ass-map: cl ass-default (match-any)
0 packets, 0 bytes
5 mnute offered rate 0000 bps, drop rate 0000 bps
Mat ch: any
Total Packets classified: 0O
Total Bytes classified: 0
Moni t or AOR di sabl ed ethernet 0/0

Cisco |OS XE & Y:ifaf 4, 4 84, ¢4, A0V & Ea9—a9 | 5©..5,<3F155 93,03, '5955€QIPV6
39RIF 33O af«AE-aF aFOaFa,£5FF, a9 «a %AO™a,« NBAR

eucexY»3, eEIOTa 39 3€QaF afafOaf«

3,:8,08f—30 30—30 ' 3,pafOIFNEF 59+5,EiO'50,5,39RFO Teredo 56"
IPVGINIP 59§35 ™3€,

af afsafe@af«aE- IPv6 af afOaf+a,£affa, a@«a %4a€™a,« NBAR
ereeY»dQEifiafed,ng, a9« 40589 3,Ei¢5€,3,«<39«390aQTa9 A, ¢C°22QIP™4,<
running-config | include nbar .+(ter edo|ipv6inip)c%e.tee ©EXECAE, 3afzaf3af %o.aep8a@™a<€,ip nbar
classification tunneled-traffic ipv6inip 4@« ip nbar classification tunneled-traffic teredo
A9B®AV,3053,EaO<«a®E show running-config | include

nbar .+(teredo|ipv6inip)a€® a€Q@af affafPaf«dA(E-3€+a, EdQYIPV6ASF aF0Oafa,£aFFa, a€© ®NB/

ar¥a <a@«a€@Cisco I0S XE

3,%.aF+35°4,'4,83,¢3,'40Ye{E3Q—3€© '3€,3,<aftafO4,03,'3983€HTeredo 3€53,739°
IPV6INIP 3@ ®4 je-'a@®af affaf@af« a,;a,raf—a@8s NBAR

af afoafa £affa, ereeY»iQPExs e Qi a,Ei¢ 3,34 39 aQRARYECHOP RIS,



Rout er# show run | include nbar.+(teredo|ipv6inip)
ip nbar classification tunneled-traffic ipv6inip
ip nbar classification tunneled-traffic teredo

S@Y & (E4, VAAf-af 4, !4 84, ¢ af @aFa, 35359 ®E 3 ¥

Cisco ASR 1000 &, -af3afvaa,° & ¢4, °afea, 2afv.a, -af 8af2 a, afv-af a1 af«afva, ;a€® 10S XE
afeafrafna,'ae a€eCisco I0S 4,'2af+af°4,!4,583,¢

afafaf1a, 139« %a; 039 —39 39,30 %IO™I€IQYIO 39 39°a€HCisco I0S

XE Release 3.6.2S 3¢ a€€@Cisco ASR 1000 3,-aF2af%a,° &,¢3,°aF°3,2aF%a,-af8aF

a,pafnaf a,’ af«afraa,;a@® 10S XE affafasfraa,’ 15.2(2)S2

AQ«a %A;eaQP™3a,<3,128FaF°3,)4,84,¢ aFafafa,'a9839™a€,Cisco I0OS XE
afeafrasfna,'ae " é-CE€£a9™a,« Cisco I0S
affafasf1a,'a@ "aQ9®a %a;ei@PReO3 ¢ iP«iPrie, ieao a€HPx-ii, 'a0..5380—36a
http://www.cisco.com/en/US/docs/r outer s/asr 1000/r elease/notes/asr 1k_rn_intro.html

8, 1AVt aESaO @39, 3,<af @ 3F13, 3F53,°39® 10S XE

3,%:5535°3,'3,83,¢3@ EaFtaf@a,03,'30530Ye{Ei9+3,E30 ! 50.3,<i9< 3003013 <A, cCo@
version &,3af 7834 %08, 4R & EA@—a @ %A@ ™MIE€, dr¥i 5@ «a€QCisco I0S XE

3,%aF+38°3,!5,83,¢ af©afa, 3F5aF 3.6.25i% Cisco 10S &,%afaf 3, !5,83,¢

3F@aFa, 3F835° 15.2 (2) S2

39«3 %A; Ri1%03, ARV EIO—30 | 50,5,<3 30 3OBa%A, CrFH—3QUIO™MAE,

Rout er #show ver si on

Cisco 10S Software, |10S-XE Software (PPC_LI NUX_| OSD- ADVENTERPRI SEK9- M), Version 15.2(2)S2, RELEASE SC
Techni cal Support: http://ww. ci sco.conitechsupport

Copyright (c) 1986-2012 by Cisco Systens, Inc.

Conpi | ed Tue 07- Aug-12 13:40 by ntpre

<out put suppressed>

&1Y8Cisco |0S

XEA&, VAAf-af 4,13, 848, ¢4, oaf |afva, A€ a€@afaffa,tafva, € a,a"%hi€°a,(ES,«7aQ9naQBA€A"¥
IOS XE &,%2af+af"4a, | a,8a,(ae® In-Service Software
Upgradei'a"ISSUi%%o0e©Yef1,a, dv:¢" " a@™a,a,”a@te e " "a+3,Ea¢ | 5953,5a€Haf! afas
IOS XE &,%2af+af"4, | a,84a,¢

afaffa, tafna, a@®e0’c °aQ9«aPri@, a9 |ie i€P9Pxii,'de.C.580—39|i0QIiO 3030
http://www.cisco.com/en/US/partner/prod/collater al/r outer s/ps9343/product_bulletin_c25-

448387.html



http://www.cisco.com/en/US/docs/routers/asr1000/release/notes/asr1k_rn_intro.html
http://www.cisco.com/en/US/partner/prod/collateral/routers/ps9343/product_bulletin_c25-448387.html
http://www.cisco.com/en/US/partner/prod/collateral/routers/ps9343/product_bulletin_c25-448387.html

af Af 4, +afV4, 8, 46 ¥a@«a,caffaf—a,°af-af1%af%ea 9 —aoYa 86 3 a€@show

version 3,378 %3 ®aA®Ye|EcH @ rZei QP «a@ a€Qrpiosaf affa +afv.a, at...a@® IOS
AftGf%aFCar’ @@ ; a9 EGEGS A a0, EGOHhTH ™€, 4 € 3@ )"aQ B, CaF%0af@a,na, 93
espbase &f  &f fa, +af V.4, &t...4@«d"Goe "GO ™, i€ “G€ "€ «a, %oa€€ inSarZd€  show

version running &,3af2af3af %od,’ avs.c’ "a@™a,<a;...e | 050&50,5,%0%50“5&@%&

af'affa, +afv.a, 2@ ®afe@ as1a, arsade «i @nde, d¢ | d€@ GEQshow version running |

section espbases, 3af zaf3af %oiYss

Rout er #show versi on running | section espbase

Package: espbase, version: 03.10.03.S.153-3. S3-ext, status: active
File: bootfl ash: packages/ asr 1001- espbase. 03. 10. 03. S. 153- 3. S3- ext . pkg, on: ESPO
Built: 2014-06-01_11.45, by: ntpre
File SHAL checksum f07al5e85bdd0c23603504ea56994924ec9c0eab

8, TaVatee€8s, 40 «4,"89839,39°89,30"39 3O ECC°e* 95O 3, EIQYL2a"§
Cisco |OS &, V/af+af 4,4, 84, Cac@ a9 %a@Ya€ Cisco I0S XR
3,%.8F+35°4,!4,83,¢3,'40Ye{E3Q—3€9 36,3, 2£113"Q3Q 3€QI9"4,(EA,%od®®8, TaVite€SS
Cisco ASR 900 &, -Afeafy.a,°
af«afvd, 3@ a9 "aO®e,Tali+r€saP®a+6Y:3,' 89— 'aO%I>3, A€,
Cisco 4300 &, -af%afY:4,° | SR 4@ ® Cisco I0S XE &,%2afaF°3,'4,83,¢
afafafna, 139 €999 a9 e, Tatr€iaQ9Ei;Pefe,"39:50550,5,<30V3,93€046
Cisco ASR 1000 &, -af2afv.4,° af «af V4, ¢34 Cisco 4400 &,-3F2aF"4,° ISRG€€ Cisco CSR 1000v
3,-85°a513,°8»¥an-3Q83€QcO%R™,(,'a9 88, 1a1%1e€8aPB®A21EY ;3@ ECC 22 QIO+, EFQY
eo3¢’°
-39 ®a,»d, a,,af83F3683€0I9 I, EIOZ3,EIO DL, Tai+€859 «6-CAO™A, ;1285 &=f.. 4 +
Cisco|OSXE
8, 1.8f+4f 4,4, 84, Ca@«a@Sa@'a,«<afaf0a,cafiafaF aE-aFfa,raffaf ae«a,"a,« Denial of
Servicei%a"DoSi%%o0a @ ®é, Talate€s

Cisco IOS XE



a,v5af+af 4, |a, 84, ¢a@® High-Speed
afa,®afa,civa"HSLivu%oeOYefLae ®e, 1alste€8a@«3a,”a,5a€H e’ Qe " 4hae-a,Eae 13€©,,20%3€
of Servicei’a"DoSi%%o¢SYee...cAQ@EC™C"YaHP ™A, «a @ &f2€5a9 E9,4,539%aH™AE,

5@ a@®e,taltxe€8d@ a€@af-afoa,cafiariaf acE-IP
af'a,taffaf a@O®a 99O 1393t cO1aQ«ep-d 3QP—aQPANIHY™AE, 2" »e'fe€..a 9 EI€HE0?d
8,¢85%o0aF3,1an%o0e @>1% " NATI4%05€ ~ HSL

20Yefra@«a, a«at lc@ta@ afafoacafiaffaf aE-a@Ea;...e! QIO 36%3,<3,7301306HZ
IPv4

af'a,taffaf a,é€9a;ia0™a,«<39" 39 1953€9IH"aQ®e,1a1te€85,'4 9Xr£A"O¢" " aQO™E,<A O
DoS ¢SY...caQEC™¢"YaQP ™A, <A@ efhxe€8iQEI,4,559%IQ™MAE,

ae0e-@, TaY-aec85€¢) a€@Cisco Bug ID CSCu025741iYs

CTM»EE2Af A YA 18°.¢" 1V %08 "4 —a€ | so-tae> AE-3Q*4,E3Q ' 5©53,55€©Common
Vulnerabilities and Exposuresi'”CVEi%%oID CVE-2015-0640

3©EA&%0%8,54%:"8€ | 8,%03,E3Q ' 5€.3Q%AO™AE,

Cisco | OS XE &, YAf+4f "4, !4, 84, ta@ «a@Sa€'a,<3-83 | A« °4-¥a@+a,EAHY TCP
aFfa,zaffaf ae«a, " a,«afafcaFuaf a,tafhaf%oa®Ye|EaQ®e, tavtae€s

Cisco |0OS XE &,%4f+af"4, 3,848, ¢a¢® AppNav
ajlafaf@afnars@afrar ao®e, 1al%te€saP«a,",5icHéHze°9e haPP®aFfaFcaFnaf e "nae'fi

3O "aP®e,Ta%+2€83Q A€HA-83!™MAQP«( °a-¥aQa,EIOY TCP

aFa,taffaf a@®a 96903 13931 (O TaQ«eP-&> GO9O—AQ IO ™A€, 2" »R'FEE...5Q EIE€HRO2S
AppNav

ajlaffaf@afuafeariaf aesao®at! (@i Es;...e Q3@ 36%3,<a,"39 139 «3-83! ™A« °a-¥
TCP

aFa,tafFaf 3, 6€94;ia0™3,«a9"3Q AP8I€HIQ"aHOB,TaVat2€8]4,'4 @RELOC" " AQP™E <A@
3,354, 3 39839Rirnae, QIO B, afhaf%iaBYe(ES, ' EAQTIO &fx€33QEa6,a,536%a

>

ae0e-@, TaY+a€85€¢ a€@Cisco Bug ID CSCu053622iY4
CTM»EE2ASIAf YA 18°.C7 1Y Dboi€) " —a € | se-taer AE-3€°3,EFEHCVE ID CVE-2015-0644
3 E3%0%3,5312"5€ ' 5.%05,F3€ '3, 3O NHIQO™IE,

Cisco | OS XE & YAf+4f "4, !4, 84, ta@ «a@Sa€'a,<3-88 | A« °a-¥a 4, EAHY IPV6
afa,raffaF a€«a,"a,« Denial of Servicei’a"DoSi%%o0d @ ®e, talstae€s


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo25741
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo53622
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do

Cisco |OS XE &,%4f+4f"4, |3, 83, ¢a@® IP afaflaa, afsas’
6% IPV6i%a%o0e§feZ @ 2™,aQP®e, talite€saP«ad,”a,Sa€He Qe 133, Ei¢ 13€©,30%°a€,afa.
of Servicei’a"DoSi%%o¢SYee...cAQ@EC™C"YaHP ™A, «a @ &f2€5a9 E9,4,539%aH™AE,

GO aQ®R,Ta%1te€i5Q A€HA-8a!™MIQ«( A ¥aHa,EAHY IPV6

afa,raffaf A@P3, QEQO0A 139 R7IQIQ Y- 3Q—AQUAGP™AE, 2" »e'FE...aPEI€HA-§3
IPv6

aFa,xaffaf a,’e0%a:"aftaf@a,rad, a9 «6€94;iaQP™a <19 39 319JI€HIQ"aH®e, TaVat €8],
DoS ¢SY...caQEC¢"YaQP ™A, <A@ efxe€8iQEI,4,559%IQ™AE,

49" "3©®e,a%+2€83€ a€Cisco Bug ID CSCvcIB8209iYs C™M»EME2Af \Af YA, 18°. ¢ 1Y/ %60A€
CSCubB8073iY4s ¢™»&E2afIAf VA 18°.C" 1/ 2od€) "3 @—a@ | se-tae> AE-2€+3,EAEHCVE ID
CVE-2015-0641 3€ Ea%0%3,531-"3€ ' 3,%03,Ei€ ' 3€,393%IH&™MAE,

Cisco |IOS XE
8, V48[ +4f 4,14, 84, CA@ «A@Sa9'a,<a-88 | MAQ«( °a-¥a @A, EAQYaFa, taffaf 2839 ®af-a,0afn
4 352aF€3,0aF-3, af a€«3a,”a,« Denial of Serviceisa"DoSi%%03 @ ®¢&, taVatae€s

Cisco |OS XE &,%:af+af 4,3 84 ta@®af-a,nafa 4
afaf€a, naf~a, aF % LARY: %03 @ «3 @539 3,<3,°aF1%aF%0at | cOTaO®&, Ta%+ €53 «a,”8,5a€

59"39®8,13%+e€556 €HQLAR

2OVef%39 Exie 9i0+3,Eio | 5655,55€05 @2£56° IPV6

353,+35F3F 50 ES ©EO0 130 «at! cOT180+3,(EF, G950 305" VIO—3O%UIO™MIE, 2" »a
IP 35353, 3FSaF 4iva IPVAI%%03 @%@ VaO  IP afQafva, 3F5aF

6% IPV6i1h%0af '3, +5fFaF 58, '6€04;i5O—3€H 3O €4, ES, %od @ E Cisco I0S XE

3,835 °5,5,85,03,'40Ve{Ea0—39 | 50.4,<5f15F95,15,'50® LAR

2OVef%39531 cO136+3,E5, <3950 10JI€QIO"5O®R, 13%1r€559ES @RLE OC" 564,

aee-e, TaYarac€83€p a€€Cisco Bug ID CSCuq59131iY4
CTM»EE2ASI1Af YA, 18°.¢7 1Y%03€ "4 Q@—a € | se-tae> AE-39°3, EGEQCVE ID CVE-2015-0645
3© E&%0%38,58%:"3€ | 8,%03,EiQ ' 5€.3Q%AO™AE,

Cisco |OS XE &,%58f+4f "4, !4, 83, ¢4 «3@Sa9'a,<3...16€5aFafaf
aftafnaf-af«a@«a %HaO™aa-8a! TMéQ«g”é-¥50-5,CE§QV&.f‘é,ié.f.fé.f"é@«é,"é,< Denial
of Servicei¥a"DoSi%%o03 ¢ ®¢&, talatae€s

Cisco |OS XE &,%24f+af 4,4, 84, ¢a@®a...+té€3afafaf%


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc98209
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub68073
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq59131
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do

aFtafraaf-af«iva”CFTi%%oa @@t cOTaP«aPSa9'a @, Talte€8aHP«a,"a,53€He @& 1%ia§+a,C

4Q"a@®e,tavtr€8aQ A€HIP afQPafa, afsas 4iva"IPv4iva%oa©® UDP

aFa xaffaf at...a€8a,«af—a,»af«aE-a€+a,EAQY IP af@afa, af8as°
6i%"IPV6is%o0af'a,raffaf a@Ra 9EQO0a"1aHat | cOTaQP«ep-a» aQ9—aP%aG™a€ afiasta, £a,c¢
aFCasa,:a5a5%4,°1% " MMONi14%03€9 39 %439 Y36 Network-Based Application
Recognitionia"NBARi"1%0d ¢ (Ee " a®53@+a, @ |3€,3,<a 'aQ d€QR"»x ' fe€..aQEI QXrfa®
IPv6 af'a,taffas a,’ IPv4 UDP

aFfa,zaffaf at...a983,«af—a,»af«dE-3+3,EaOYST...caQ8eniré€Pa;jaO™a AP a® a

ae0e-@, TaY-aec85€) a€@Cisco Bug ID CSCua79665ivs
CTM»&E2Af'af VA 18°,.C" V@ 3 —a€@ | e-1aer AE-3€°3, EZE€CVE ID CVE-2015-0639
3O F3%0%3,531:"3€ 1 3,%03,Fi® 3,30 %IO™IE,
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