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<f#froot>

Router>
show versi on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.2(4)M5, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Fri 13-Sep-13 16:44 by prod_rel_team

I--- output truncated

CiscolOSY 7 Rz TF7n)) —ABBRBOEIMEREE. TWhite Paper: Cisco 10S and NX-
OS Software Reference Guides THERTZEE T,

feBtEEATVAVWZ EfBFEEh-REA

CiscolOS XR I, ChsDifsEMtOFEEZZ XL A,
CiscoNX-OS |, Chos DBt E=ZHERA,
O ADRBICBEVTZOT7 RNAMHPUOEEEZIT2E0, BEEREATVLERA,

FHAM

IKEv2 7’0 M )Lk IP Security (IPsec ) ORI A4/ —FTRESEMEOXI>I—>avic
FHzN, COBMRBEESELEBEELY >3 0RAICFEHAEAET, ChoNBEHICIEE
BUOFTILIAVXL, E—R, REF—HNEENET. KEDFERBSsShHHELEY I VUE
N, BEF—Z2EHIZLEHICFERAEIAET,

CiscolOS Y 7RI IT7H KLV CiscolOSXE V7 NI IT T, IPv4 KT IPve BERA IKEV2
BHR—NLULET, IKEV2BEFEXDO UDPR—KNEFERHTEEXT,


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html

« UDP 7R— K 500

. UDP R—K 4500, XY NJ—% 7 KL AZH (NAT) RS/N—4)L ( NAT-T)

« UDP 7R— I 848, G-IKEv2 for GETVPN Z&BMIZ L =54 0 Group Domain of
Interpretation ( GDOI )

CiscolOS V7 R IJIFTHRT CiscolOSXEVI7IRNIITFDA UV R—FKYNF—TIOAFIYV
DN=232D2(IKEV2) ED1—I)LOMEHICKY ., REThTVEVWIE—NREENfFE
ZZI3FNAAOVO—RZS|ER L, TOHERY—EALBE (DoS ) RENKET S AlEE
MEAHYET,

AR, BEOFRESZ IKEV2 /NI Y NEMEBTZHECRBEALEYT. HEEZF23F /N1 A
Tld. FEZRIKEV2Z NT Y M IEEENDEMBUN T IOATOM RENDAEENF HYYET,
COIVAZOA4BMIEKY), REBEFZRYATLAOUO—REZS|ERL T, DoSREZRE
TEEBENTEFRT,

CiscolOS YV 7 R IJIT7H KLV CiscolOSXE V7 NI I F7TIKEVI £/l ISAKMP 2B %1IC T
DEIKEV2 ZEBWICEMICBEYET, ChSDEENIRETH DK, FTEKIKEV2/NT Y N
NEEFEhEBEICRSNET,

IOVA7O4hEhde, REBE2ZTATNAAOVO—RKEZRXTEUMENBIEREh,
DoS REEIC DA D AREMA BV T,

AEEMEETVATOANE, VANCEREENLEZUDPR—MOVTIAAICSVT, IPV4 &
IPv6 DEES L ZFERAL TREEDAIEMENI BV ET,

EEMEOABRIAUATICXEENATVET,

« Cisco Bug ID CSCu075572 (& 1—H%HHA ) . Common Vulnerabilities and
Exposures ( CVE ) ID CVE-2015-0643 A"E|V) H TS5 hTWVET,

- Cisco Bug ID CSCum36951 ( B#& 1 —HHHA ) . Common Vulnerabilities and
Exposures ( CVE ) ID CVE-2015-0642 A&V TS5 hTWVWET,

[o] 6% 5%
CNSOHEEEERITAEEREHEFBA,
BEBZEHRYVYTINDIT

V7RNDITOT7Y7TIL—RERETSDHEE. http://www.cisco.com/go/psirt @ Cisco
Security Advisories, Responses, and Alerts 7—HA 7 X, #HEOT7 RNAHF U ESBLTERED
AEEMERERBT YT IL—RIYVI—3 0 2BRLTLEE,

WFNDIFEE., TYTIL—RIBDTFNAACTDBAEIN BB 2L, BRVRED/\—R


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo75572
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum36951
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICEBLEbELSEE L,

CiscolOS Y7 hDITF

AT, BEEN CiscolOS Y7 NI ITOMBEICETSETNTVBRIAESHEHITS -
HOY—)LEBMHLTWVWET, CiscolOS Software Checker ek V), D BRAVEERTTEET

o

s RAY TRV XZ1—H5VV—RAZ2BRTDH. O—HDILATLADPST7AILET
Y7O—RTBEICKDT, REEZBRHKTS

 show version AN ROEHEY =)L THNTTS

s NARIAALERE (BEICLABAENLEIXNTOROEF21 VT4 FRNAY )RR
BHRICANLEY, BEDEROK, FLEEHON RILEROIXNTOT RNAHFU%
EHBRLE ) EERTD

COYV—NEFESCET, EOVYTIRNDIT V)—ACHETZIIXNTO A X174
TFRNAFVERETE, THENOT RNAFUTERENZBBUEEBEL ZRAODOD 1) —
A ("First Fixed" ) ZHRETEE T, FLEXIHTBIES. IXNTOT RNAFUOMEBHENMEEE
NE&AD ) 1) —A ("Combined First Fixed" ) Z4FE T& £ 9, Cisco I0S Software Checker &
ZRIDN, KDT 1 —)LRIZ CiscolOS YT RIIF YI—REAILT, WFhhOREE
1= CiscolOS V7 RV I T FRNAFVICHETRINESHL ZHMTEEXT,

(f : 15.1(4)M2)

Check

CiscolOSXEV 7RI 7

2015 £ 3 A ® Cisco I0S
V7RI IF7 2F21UT4
T RINAHD N2 RIL N
TUr—23a>odRTh
T RNAH VI T S First
Fixed Release ( {§IE&E h
ERAOJI—R)

fesstEdH ).  |MeFEtESH V). 3.12.3SE
3A2.3SBARRIC [ICBITLTSEZ L,

Cisco 10S First Fixed

XE V7 b | Release ( {£1E

JIT D | EhisInY)
J—A J—A)

25X



https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x

BITLTLSEZ
(A

2.6.x

MESs1ED V) o
3.12.3SBAREIZ
BITLTLSEE
Lo

fEsgtEd V). 3.12.3SLA[E
CBITLTLSEEY,

3.1.xS

fesStEd V) o
3.12.3SLAREIC
BITLTLKSEE
(A

fEsstEd V), 3.12.3SLARE
CBITLTSEEZL,

3.1.xSG

fEss s L

fesstEz L

3.2.xS

RESStEdH V) o
3.12.3SEAR&IC
BITLTSEZ
Wo

MesstEd V) . 3.12.3SLARE
CBITLTLSEETL,

3.2.xSE

fesstEH ).
BTAEURICHE
TLTLKEZL

o

MesstEdH V) . 3.7.1ELLBEIC
BITLTLSEZTL,

3.2.xSG

fesstEa L

flesstEzz L

3.2.xX0

fessteis L

fesstEs L

3.2.xSQ

fesstEis L

fesstEs L

3.3.xS

MESs1ED V) o
3.12.3SBAREIZ
BITLTLSEE
Lo

fEsgtEd V). 3.12.3SLA[E
CBITLTLSEEY,

3.3.xSE

MBS,
3.7AELARRICE
FLTLEE W

o

MesstEd V). 3.7.1ELABEIC
BITLTLEEL,

3.3.xSG

BB,
3.7AELARRICH
FLTLEEQ

o

MesstEdH V). 3.7.1ELABEIC
BITLTLEEL,

3.3.xX0

BHEH Y,
3.71ELRICHE
ALTLEE W

fesstEd V). 3.7.1ELARRIC
BITLTLEZL,




)

3.3.x8Q

flessteis L

eSSt L

3.4.xS

fesStEd V) o
3.12.3SLAREIC
BITLTLKSEE
(A

fEsstEd V), 3.12.3SLARE
CBITLTSEZL,

3.4.xSG

BB,
3.7AELARRICH
FLTLEEQ

o

MesstEdH V) . 3.7.1ELLBEIC
BITLTLEEL,

3.4.xSQ

fessteis U

fesstez L

3.5.xS

fesstEd ).
3.12.3SLAREI(C
BITLTSEZ
(A

MesstEdH V). 3.12.3SLAME
CBITLTLSEETY,

3.5.xE

fEsstEd V) o
3.7.1ELARRICH
TLTLEEV

o

fessEd V). 3.7 1ELREIC
BITLTLSEZWL,

3.6.xS

fesstEH ).
3.12.3SLARE(Z
BITLTLSEE
W

fesstEds V) . 3.12.3SLARE
ICBITLTLSEZL,

3.6.xE

fEsstEd V) o
3.71ELLRRICH
FLTLEEWY

)

fesstEd V). 3.7.1ELARRIC
BITLTLEEL,

3.7.xS

MESs1ED V) o
3.12.3SBAREIZ
BITLTLSEE
Lo

fesgtEd V). 3.12.3SLL[E
CBITLTLSEEY,

3.7.xE

3.7.1E

3.71E

3.8.xS

RESStEDH V) o
3.12.3SLARE(C
BITLTLSEZ
W

MesstEd V). 3.12.3SLARE
CBITLTLSEETL,

3.9.xS

RESStEd V) o

MesstEd V) . 3.12.3SLARE




312.3SBAREIC | IEBITL TS EE L,
BITLTSEZ
W

fEsgtEd V). 3.12.3SLA[E

10. .10.5S
M LBALTIEE,

fesStEd V) o
3.12.3SLARRIC | AESSMESH V). 3.12.3SLARE
BITUTLKEZ [EBITLTSEZ L,

o

3.11.xS

MesstEd V) . 3.12.3SLARE
CBITLTLSEETL,

3.13.xS 3.13.2S 3.13.2S
3.14.xS |MesMHEEL fesstEz L
3.15xS |MESEMEEL flesstEzz L

3.12.xS 3.12.3S

CiscolOS Y 7RI F7 UJ—AAD CiscolOSXEV 7RI UY—AOIVvETIZDOW
Tlk. TCiscoIOS XE 2 Release Notes1 . "Cisco 10S XE 3S Release Notes | . & &T T
Cisco 10S XE 3SG Release Notes | ZZBL T E&E L,

CiscolOSXRY 7 DI

CiscolOSXRY 7 RNTJITFIE, 2015 3 AM CiscolOSY 7RI ITF7 F21 )57 414 T RINA
HY N RIVMICEENTVZBEHEOXEEZZ (TEB A,

#RBEE
$propertyAndFields.get("recommendations")
TERASH EAXNFEE

Cisco Product Security Incident Response Team ( PSIRT ) Tlk, &7 RN/ HFUIZEBEEh TV
PHMBEOI VAT OA NEHPETOLNKREZEEL TLVEE A,

NS DifEEMHEFE. RBTFARBKRY CiscoTAC ICEKDHAZI— T —ADBRPICKREET L
FLU L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-



http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150325-ikev2

20150325-ikev2

NG B
IN— O | AT
>3 B >a|— B
> 4 A
2016 &
1.3 EHEhIEOVALERZFEHATEEXT, 1287
H
BECARENEZETINTO CiscolOSY T RNDIT7 221 UFT 4« 2016 &
1.2 |7 RINAH) BBLTE S CiscolOS Checker Y 7RI T ® 1814
Checker 7 #—LZE#HULEL I, H
2015 FE 3 A M CiscolOS Y7 RIIT7 vF21 T4 TRINAY 2015 &
| DNRINTIUT—=23>o03XTOT RNAHFVICEVNT 3 B 25
' First Fixed Release (fEEELIz&#D VU —R ) OEFFMZEHML X .
L.
2015 £
1.0 [(FEZ2BEVUU—X 3H25
H
F AR

AT RNAFVRERIEOEDE L TIRELTHY, WALBIBEORIAERRITDENTR
HYERBA, ETRNABVOBHBEBICVIVDOERICETZIREEN—IFTNhSOEREC
HB2ENDELERT, Fh, DAORBAERFIXNOABRZFESRLICEEL LY, EFRLLEY
TRENEZBLET,

AT RNAF)ORENBICEL TIHREE O URL Z2EBEL, BIOEHEPERZRL LI5S,
HUANEBLEBBREGRBZENERA. TS LEERE, BRR[FEsIERILEY, EER
BHARELTVWEY TRTAEMEAN BN ET, CORFIXDMOBERE., >AOHROIV R
A—YZRRELTVWET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150325-ikev2

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



