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openssl
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Cisco /N7 ID : CSCut46164 CSCut46044

CVE-2015-
0285
CVE-2015-
0293
CVE-2015-
0291
CVE-2015-
0209

CSCut46165 CSCut45990 CSCut46200

CVE-2015-

CSCut46047 CSCut46201 CSCut46564

0292

CSCut45869 CSCut45902 CSCut45904

CVE-2015-

CSCut45907 CSCut45985 CSCut45866

0207

CSCut45987 CSCut45867 CSCut45900

CVE-2015-

CSCut46151 CSCut45980 CSCut46035

0290

CSCut68520 CSCut45971 CSCut45851

CVE-2015-

CSCut45972 CSCut46028 CSCut46029

1787

CSCut45854 CSCut45975 CSCut45976

CVE-2015-

CSCut45977 CSCut45978 CSCut46140

0288

CSCut46145 CSCut45970 CSCut46146

CVE-2015-

CSCut45968 CSCut45960 CSCut46136

0289

CSCut45840 CSCut45961 CSCut45841

CVE-2015-

CSCut45962 CSCut45963 CSCut46139

0287

CSCut45964 CSCut46019 CSCut45844

CSCut45965 CSCut45966 CSCut45846

CSCut45967 CSCut46096 CSCut46130

CSCut46011 CSCut46530 CSCut46498

CSCut46092 CSCut45836 CSCut45837

CSCut45958 CSCut45838 CSCut45950

CSCut46126 CSCut46368 CSCut45951

CSCut45798 CSCut45953 CSCut45954

CSCut45834 CSCut45835 CSCut45956

CSCut46528 CSCut46480 CSCut46003

CSCuu83317 CSCut45947 CSCut45827

CSCut45828 CSCut45829 CSCut46478

CSCut46632 CSCut46634 CSCut45942

CSCut46635 CSCut45944 CSCut46198

CSCut46199 CSCut46079 CSCut46072



http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:H/Au:N/C:P/I:N/A:N/E:F/RL:U/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46164
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46200
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46047
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45900
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45840
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46634
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46199
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46079
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46072
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0285
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0285
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1787
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1787
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0288
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0288
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0289
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0289
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0287
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0287

CSCut46193 CSCut45935 CSCut45936
CSCut45894 CSCut46103 CSCut46503
CSCut45932 CSCut45933 CSCut45934
CSCut46183 CSCut46580 CSCut46188
CSCut45893 CSCut46180 CSCut45925
CSCut45926 CSCut45883 CSCut46059
CSCut46214 CSCut46215 CSCut46458
CSCut46612 CSCut45888 CSCut46054
CSCut46175 CSCut46176 CSCut46572
CSCut45880 CSCut46056 CSCut46177
CSCut46211 CSCut46058 CSCut46171
CSCut45914 CSCut46607 CSCut46608
CSCut45916 CSCut45919 CSCut46048
CSCut45994 CSCut45874 CSCut46204
CSCut46207 CSCut45878 CSCut45879
CSCut45912 CSCut46209 CSCuy37090
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Service (DoS ) JRRE#ZB|ER L V), OpenSSL D7 AOFA XFEUO—BEBFIEL V)57
BEMEN BV FET, 2015 F 3 A 19 H. OpenSSL Project l& 13 HFDEIFHIC OV TEHRL &+
A)TA TRNAFVZRXEALELLE, RO 7TEHEBRRERBEFRT, CORFIXNTRE I
SOMBUEEUTOLSICSBLTVET,
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« CVE-2015-0292:0penSSL Base64M 71— R XEUHEDOIETHME

« CVE-2015-0293:0penSSL SSLv2 CLIENT-MASTER-KEY (Z & [+ % DoSHE 55 1%
« CVE-2015-0209:0penSSL Elliptic Curve d2i_ECPrivateKey— & 7% DoSHfE 55 1%
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46056
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46177
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fEsttEnH2>Rm

Hm Defect Fixed releases availability

Collaboration and Social Media

10.0 (18-Sept-2015)
Cisco SocialMiner CSCut46145 ||10.5 (18-Sept-2015)
10.6 (18-Sept-2015)

CWMS 2.5MR4 (24-Apr-

Cisco WebEx Meetings Server versions 1.x CSCut45854 2015)
, , , CWMS 2.5MR4 (24-Apr-
Cisco WebEx Meetings Server versions 2.x CSCut45854 2015)

Cisco WebEx Node for MCS CSCut45844 || T30 WebEx Cloud apps (30-
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https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46145
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45854
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45854
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45844

May-2015)
3.12.3.7 (30-May-2015)

Cisco WebEx Social

CSCut46214

No further releases are
planned.

IVRERAVNDTATURNE

D92AFT2NITRDTT

Cisco Agent for OpenFlow

CSCut46072

Affected systems have been
updated

Cisco AnyConnect Secure Mobility Client for
Android

CSCut46503

4.0 (6-May-2015)

Cisco AnyConnect Secure Mobility Client for
Linux

CSCut46503

4.0 (6-May-2015)

Cisco AnyConnect Secure Mobility Client for
Windows

CSCut46503

4.0 (6-May-2015)

Cisco AnyConnect Secure Mobility Client for iOS ||CSCut46503 ||4.0 (6-May-2015)
Cisco Jabber Guest 10.0(2) CSCut46612
Cisco Jabber Software Development Kit CSCut46177 ||11.0 (26-Aug-2015)

Cisco Jabber Video for iPad

CSCut46175

No further releases are
planned.

Cisco Jabber Voice for iPhone

CSCut46207

No additional releases are
planned.

Cisco Jabber for Android

CSCut46204

10.6.2 (24-April-2015)

Cisco Jabber for Mac

CSCut46176

10.6(1) (10-Mar-2015)

Cisco Jabber for Windows

CSCut68520

10.6(2) (Affected systems
updated)

11.0 (Affected systems
updated)

Cisco Jabber for iOS

CSCut46608

11.0 (7-Apr-2015)

Cisco Webex Meetings Client - 7R A N &

CSCut45862

T30 T29.9EP4 (12-May-
2015)

Cisco WebEx Meetings Client - On Premises

CSCut45852

Orion 2.6 ( 2015%5H30H
)

Cisco WebEx Meetings for Android

CSCut45846

Android 7.5

Affected systems have been

Cisco WebEx Meetings for WP8 CSCut45851
updated
WebEx Meetings Server - SSL Gateway CSCut45855 (|2.5MR4 (24-Apr-2015)
, , T30 (12-May-2015)
WebEx Recording Playback Client CSCut45861

T29.9EP4 (12-May-2015)
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46072
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut46204
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45852
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XYRND=O F7VT5—232, Y—ER, 8LOTF7IEZL—23>

Cisco ACE 30 Application Control Engine
Module

CSCutd6572

3.0 (17-Apr-2015)

Cisco ACE 4710 Application Control
Engine ( A5)

CSCutd6572

3.0 (17-Apr-2015)

Cisco Application Control Engine (ACE10 and
ACEZ20)

CSCut45874

No further releases are
planned

Cisco Application and Content Networking
System ( ACNS )

CSCut46003

5.5.41 (30-July-2015)

Cisco CSS 11500 Series Content Security
Switch

CSCut45869

No further releases are
planned.

Cisco InTracer

CSCuu83316

Cisco Network Admission Control (NAC)

CSCut46004

A patch file will be available

for 4.9.3
4.9.4 and 4.9.5 (30-May-
2015)

Cisco Visual Quality Experience Server

CSCut45994

3.8.6 (March 2015)
3.9.5 (March 2015)
3.10.2 (24-Apr-2015)

Cisco Visual Quality Experience Tools Server

CSCut45994

3.8.6 (March 2015)
3.9.5 (March 2015)
3.10.2 (24-Apr-2015)

Cisco Wide Area Application
Services ( WAAS )

CSCut46458

5.5.3 (30-April-2015)
6.0.0 (30-April-2015)

ZYRND=0BKOAVTIY EF2IVT 4
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Cisco ASA CX Context-Aware Security

CSCut46028

MR4 (Aug 2015)

Cisco ASA Next-Generation Firewall Services

CSCut46031

1.1.3.x (31-Aug-2015)

Cisco Adaptive Security Appliance ( ASA )

CSCut46019

8.2.5.58 (April 2015)
8.3.2.45 (April 2015)
8.4.7.29 (April 2015)
8.5.1.25 (April 2015)
8.6.1.18 (April 2015)
8.7.1.17 (April 2015)
9.0.4.34 (April 2015)
9.1.6.2 (24-Apr-2015)
9.2.3.5 (April 2015)

9.3.3.1 (8-May-2015)
9.4.1.1 (8-May-2015)
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Cisco Content Security Appliance Updater

CSCut45841
Servers
Cisco Content Security Management Appliance
CSCut45840 ||8.3.6 (TBD)
(SMA)
8.5.6 (20-Apr-2015)
8.5.7 (28-May-2015)
Cisco Email Security Appliance (ESA) CSCut45836 |(8.0.1 (20-Apr-2015)
9.1 (20-Apr-2015)
9.5 (TBD)
Affected syst h b
Cisco FireSIGHT CSCutd5838 || o o0 SySiems ave been
updated.
Ci IPS7.1.11-TBD
Cisco IPS CSCut46079 || ~o°0
Cisco IPS 7.3.4 - TBD
Cisco ldentity Services Engine ( ISE ) CSCut46056 ([1.3.x (4-July-2015)
, . . No further releases are
Cisco IronPort Encryption Appliance ( IEA ) CSCut45837
planned.
A patch file will be available
_ for 4.9.3
Cisco NAC Guest Server CSCut46011
4.9.4 and 4.9.5 (30-May-
2015)
A patch file will be available
, for 4.9.3
Cisco NAC Server CSCut46008
4.9.4 and 4.9.5 (30-May-
2015)
Cisco Physical Access Control Gateway CSCut46478 ([1.5.3 (15-Apr-2015)
Cisco Prime Security Manager (PRSM) CSCut46035 ((9.3.3.1-13 (Aug-2015)
Fix will be released (Au
Cisco Prime Security Manager CSCut46029 (Aug
2015)
Cisco Registered Envelope Service (CRES) -
J P (CRES) - |l cscutassss | 4.5 (19-Sept-2015)
ESA
Cisco Secure Access Control System ( ACS ) CSCut46073 ||TBD
Cisco Virtual Security Gateway for Microsoft 1.0.1m
CSCut45899 ,
Hyper-V (30-April-2015)
9.0.0-485
8.8.0-085
Cisco Web Security Appliance (WSA) CSCut45842
8.5.2-024
8.0.8-113

XY ND—OEBETOEDIZ2Y
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Cisco Cloupia Unified Infrastructure Controller

CSCut45878

5.4 (Sept. 2015)

Cisco MATE Collector

CSCut46092

6.2.0 (July 2015)
6.1.2 (May 2015)

Cisco MATE Design

CSCut46092

6.2.0 (July 2015)

Cisco MATE Live

CSCut46092

6.2.0 (July 2015)

(
(
6.1.2 (May 2015)
(
6.1.2 (May 2015)

Cisco Management Appliance (MAP)

CSCut46555

Affected versions have been
updated.

Cisco Mobility Unified Reporting System (MUR)

CSCut45803

No further releases are
planned

Cisco NetFlow Collection Agent

CSCut45937

A patch will be available
(15-May-2015)

Cisco Network Analysis Module

CSCut45934

NAM/N—3 3>
6.2: (2015%6A1H )

Cisco Packet Tracer 7.0

Cisco Packet Tracer CSCut45971
(31-duly-2015)
Cisco Prime Access Registrar CSCut45916 ||7.0 (10-May-2015)
Cisco Prime Collaboration Assurance CSCut45944 ((11.0 {29-June -2015)
PCD 11.0: ( 20154 H14H
Cisco Prime Collaboration Deployment CSCut46580 )
PCD 10.5.3: ( 201554 A
14H )
. , . S PCP 11.0 (22-June 22-
Cisco Prime Collaboration Provisioning CSCut45942 2015)
Cisco Prime Data Center Network
CSCut45879 ||7.1.2 (30-Apr-2015)
Manager ( DCNM )
Cisco Prime IP Express CSCut45926 (|2.2.2 - (April 2015)
Cisco Prime Infrastructure Standalone Plug and 2.2.0.11
CSCut45935
Play Gateway (30-May-2015)
Cisco Prime Infrastructure CSCut45936 ||2.2.2 (May 2015)
Cisco Prime LAN Management Solution ( LMS -
_ CSCut45912 |4.002(30-Jun-2015)
Solaris )
Cisco Prime License Manager CSCut45972 ((11.0 (14-May-2015)
8.1.3.3 (April 2015)
Cisco Prime Network Registrar ( CPNR ) CSCut45914 (18.2.3 (June 2015)

8.3.1 (July 2015)
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Cisco Prime Optical for SPs

CSCut45919

10.3 patch 1 (April 2015)
10.0 patch 1 (30-April-2015)
9.8 patch 5 (TBD)

Cisco Prime Performance Manager

CSCut45907

PPM 1.6.0 SP2 (30-May-
2015)

Cisco Quantum Policy Suite (QPS) CSCut46093 ||7.5 (TBD)
4.7 (Available)
Cisco Security Manager CSCut45947 ||4.8

4.9 (Available)

Cisco UCS Central

CSCut45902

1.4(1a) (Dec. 2015)

Cisco Web Element Manager (WEM)

CSCut45800

No further releases are
planned

Local Collector Appliance ( LCA )

CSCut46114

2.2.9 (29-Apr-2015)

Prime Collaboration Provisioning

CSCut46368

PCP 10.6 (10- April-2015)
PCP 11.0 (22-June-2015)

Security Module for Cisco Network Registrar

CSCut45915

2.2.2 - (April 2015)

Routing and Switching - Enterprise and Service Provider

Cisco 910 Industrial Router

CSCut46085

kunpeng 1.2 (24-Apr-2015)

Cisco ASR 5000 1) —X

CSCuu83317

V20 (31-Oct-2015)

Cisco Application Policy Infrastructure
Controller ( APIC )

CSCut45880

1.0(3j) (30-APR-2015)

Cisco Connected Grid Router - CGOS

CSCut46303

CG4(4)
(1-Apr- 2015)

Cisco I0S Software and Cisco IOS XE Software

CSCut46130

15.5(01)S (TBD)

Cisco I0S XE (WebUI feature only) CSCut46126 ([16.1 (29-Apr-2015)
Cisco I0S XR CSCut45951
, , , , 5.2 (June 2015)
Cisco MDS 9000 Series Multilayer Switches CSCut45884
6.2 (July 2015)
Cisco Mobile Wireless Transport Manager CSCut45945 ((MWTM 6.1.7 (May-2015)
Patch will b lied [May-
Cisco Nexus 1000V InterCloud CSCut45883 221‘;] will be applied [May
5.2(1)SM3(1.1a) (1-Jun-
Cisco Nexus 1000V Series Switches (Hyper-V) ||[CSCut45888 201(5)) ( )
: 5.2(1)SP1(7.3) : ( 20154
Cisco Nexus 1010 CSCut45892
4H308 )
Cisco Nexus 3000 Series Switches CSCut45893
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Cisco Nexus 3500 Series Switches

CSCut45894

Cisco Nexus 4000 Series Blade Switches

CSCut46081

4.1(2)E1(10) (30-May-2015)

Cisco Nexus 5000 Series Switches

CSCut45896

7.2 (May-2015)

Cisco Nexus 6000 Series Switches CSCut45896 ||7.2 (May-2015)
Cisco Nexus 7000 Series Switches CSCut45885
Cisco Nexus 9000 (ACI/Fabric Switch) CSCut45882 |11.0(4) (1-May-2015)

Cisco Nexus 9000 Series Switches

CSCut45886

7.0(3)11(2) (30-Apr-2015)

Cisco ONS 15454 Series Multiservice
Provisioning Platforms

CSCut46048

10.51 (31-July-2015)

Cisco OnePK All-in-One VM

CSCut46047

No further releases are
planned.

Cisco Service Control Application for Broadband

CSCut46564

5.2.0 (September 2015

Cisco Service Control Collection Manager

CSCut46564

5.2.0 (September 2015

Cisco Service Control Engine 1010

CSCut46564

5.2.0 (September 2015

Cisco Service Control Engine 2020

CSCut46564

5.2.0 (September 2015

Cisco Service Control Engine 8000

CSCut46564

(
(
(
(

5.2.0 (September 2015

Cisco Service Control Subscriber Manager

CSCut46564

)
)
)
)
)
)

5.2.0 (September 2015

WN=TFTAITHERCARSYF
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Cisco RV180W Wireless-N Multifunction VPN
Router

CSCut46489

No additional releases are
planned.

Cisco Small Business ISA500 Series Integrated
Security Appliances

CSCut46058

No further releases are
planned.

Cisco Sx220 switches

CSCut46486

No additional releases are
planned.

Cisco Sx300 switches

CSCut46496

1.4.1.x (1-Nov-2015)

Cisco Sx500 switches

CSCut46497

1.4.1.x (1-Nov-2015)

Cisco WAG310G Residential Gateway

CSCut45998

No further releases are
planned

Unified Computing

Cisco Network Configuration and Change
Management Service

CSCut45808

1.5 (2-Apr-2015)

Cisco UCS C-Series (Standalone Rack) Servers

CSCut45903

Patch is scheduled for (22-
May-2015)

Cisco UCS Invicta Series Solid State Systems

CSCut45897

Cisco Unified Computing System (Management

CSCut46044

A patch will be available
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software)

(30-Oct-2015)

Cisco Unified Computing System B-Series
(Blade) Servers

CSCut45900

2.2(4) (May 2015)

Cisco Virtual Security Gateway

CSCut45898

5.2(1)VSG2(1.3)
(30-Apr-2015)

EEBLVIZT774 RIS
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Cisco 190 ATA Series Analog Terminal Adaptor

CSCut46142

1.2.0: (20155 12H318 )

Cisco 8800 Series IP Phones - VPN Feature

CSCut46632

10.4(1)(31-Oct-2015)

Cisco ATA 187 Analog Telephone Adaptor

CSCut46188

9.2(4) (30-Dec-2015)

Cisco Agent Desktop

CSCut45827

10.0(2) (2-Apr-2015)

Cisco Computer Telephony Integration Object
Server ( CTIOS )

CSCut45829

11.0 (April 2015)

Cisco DX Series IP Phones - Software VPN
Feature

CSCut46198

10.2.4 (20-Apr-2015)

Cisco Emergency Responder

CSCut46165

11.0 (June 2015)

Cisco Finesse

CSCut46164

Affected systems have been
updated.

Cisco Hosted Collaboration Mediation Fulfillment| CSCut46171 |/10.6.1 (13-Apr-2015)
Cisco IM and Presence Service ( CUPS ) CSCut46168 ||11.x (16-April-2015)
Cisco IP Interoperability and Collaboration

System (IPICS) CSCut45987 ||5.5 Patch (24-Mar-2015)
Cisco IP Phone 8800 Series CSCut46199 ||10.4 (Oct 2015)

Cisco MS200X Ethernet Access Switch CSCut46498 :Z::]retz.er releases are
Cisco MediaSense CSCut46193 |(11.0.1 (22-Apr-2015)
Cisco MeetingPlace CSCut46180 (|8.6MR1 (3-Apr-2015)
Cisco Paging Server ( Informacast ) CSCut46607 ||11.0.1 (June 2015)

Cisco Paging Server CSCut46607 ||11.0.1 (June 2015)

Cisco Remote Silent Monitoring CSCut46196 ([11.0 (June 2015)

Cisco SPA112 2-Port Phone Adapter CSCut46059 ([1.3.7: ( 20155F12A31H )
Cisco SPA122 ATA with Router CSCut46059 [[1.3.7: (20155%F12A31H )
Cisco SPA232D Multi-Line DECT ATA CSCut46059 [[1.3.7: ( 2015%F12A318 )
Cisco SPA30X Series IP Phones CSCut46065 ||7.5.8 (31-Dec-2015)
Cisco SPA50X Series IP Phones CSCut46065 ||7.5.8 (31-Dec-2015)
Cisco SPA51X Series IP Phones CSCut46065 ||7.5.8 (31-Dec-2015)
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Cisco SPA525G

CSCut46063

7.5.8 (31-Dec-2015)

Cisco Unified 6901 IP 7 # / CSCut46182 |19.3(2)SR3 (11-Nov-2015)
Cisco Unified 6911 IP 7 # >/ CSCut46190 |19.3(1) SR3 (2-Feb-2016)
Cisco Unified 6921 IP 7 # > CSCut46191 ||19.4(2)SR2 (31-Dec- 2015)
Cisco Unified 6945 IP 7 # 2 CSCut46189 |19.4(1)SR1 (12-Dec-2015)
Cisco Unified 7800 Series IP Phones CSCut46200 ((10.4(1) (31-Oct-2015)
Cisco Unified 7962 IP 7 # / CSCut46634 |19.4(2) (Nov. 2015)
Cisco Unified 8831 IP Conference Phone CSCut46620 ||10.3(2) (Oct. 2015)
Cisco Unified 8941 IP 7 # 2 CSCut46621 ||9.4.2 SR2 (12-Dec-2015)
: . - 9.4(2)SR2
Cisco Unified 8945 IP 7 =~/ CSCut46183
(11-Nov-2015)
Cisco Unified 8961 IP 7 # / CSCut46169 |19.4(2) (Nov. 2015)
A patchi ilable fi
Cisco Unified Attendant Console Advanced CSCut46139 paten 1s avallable for
vulnerable releases.
Cisco Unified Attendant Console Business A patch is available for
. CSCut46139
Edition vulnerable releases.
Cisco Unified Attendant Console Department A patch is available for
. CSCut46139
Edition vulnerable releases.
Cisco Unified Attendant Console Enterprise A patch is available for
N CSCut46139
Edition vulnerable releases.
Cisco Unified Attendant Console Premium A patch is available for
. CSCut46139
Edition vulnerable releases.
A patchi ilable f
Cisco Unified Attendant Console Standard CSCut46140 paten 1S avallable for
vulnerable releases.
Cisco Unified Communications Domain Manager || CSCut46209 ([8.1.6 (30-Jun-2015)
10.5(2.12019.1)
10.5(2.12900.14)
10.5(2.12900.5)
Cisco Unified Communications 10.5(2.22900.2)
CSCut46146
Manager ( UCM ) 11.0(0.98000.321)
11.0(0.98000.413)
11.0(1.10000.10)
9.1(2.14900.1)
10.5(2.12019.1)
Ci Unified C icati M 10.5(2.12900.14
isco Unified Communications Manager CSCUtA6146 ( )

Session Management Edition ( SME )

10.5(2.12900.5)
10.5(2.22900.2)
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11.0(0.98000.321)
11.0(0.98000.413)
11.0(1.10000.10)
9.1(2.14900.1)

Cisco Unified Communications for Microsoft
Lync

CSCut46158

10.6.2 (21-Apr-2015)

Cisco Unified Contact Center Enterprise

CSCut45829

11.0 (April 2015)

Cisco Unified Contact Center Express

CSCus42785

11.0 (June 2015)

Cisco Unified IP Conference Phone 8831 for
Third-Party Call Control

CSCut46138

9.3(5) (31-Dec-2015)

Cisco Unified IP Phone 7900 Series (VPN
Feature)

CSCut46635

9.4(2) (Nov 2015)

Cisco Unified IP Phone 7900 Series CSCut46201 ((9.4(2)SR2 (25-Dec-2015)
Cisco Unified Intelligence Center ( CUIC ) CSCut45828 ||11.0(1) (30-June-2015)
Cisco Unified Intelligent Contact Management
, J J CSCut45829 |111.0 (April 2015)
Enterprise
, .. , No further releases are
Cisco Unified Quick Connect CSCut46162
planned.
Cisco Unified Service Monitor CSCut45925 |[No future releases planned.
No furth I
Cisco Unified Service Statistics Manager CSCut45922 o furiher releases are
planned.
Cisco Unified Sip Proxy CSCut45798 |18.06 (19-Jun-2015)
Cisco Unified Workforce Optimization Quality
CSCut46215 ||10.5 (TBD)
Management
, . o WFM 10.5 SR 6(TBD)
Cisco Unified Workforce Optimization CSCut46216
WFM 11.0 (TBD)
Cisco Unity Connection CSCut46151 ||11.x (9-Apr-2015)
Cisco Virtualization Experience Media Engine CSCut46211 |[11.0 (June 2015)

EFF. ANU=X2T, FLTLEVRA,

BEERSYAIA—F 12T FINAA

Cisco AnyRes Live ( CAL )

CSCut46530

9.5.1 (01-May-2015)

Cisco AnyRes VOD ( CAL )

CSCut46528

2.1.2: ( AFTHE )

Cisco Cloud Object Store (COS CSCut45991
) (COS) 3.0.0: (2015%5827H )
Cisco D9036 Modular Encoding Platform CSCut46103 |[V02.03.xx(30-May- 2015)
Cisco DCM Series 9900-Digital Content 16-10
CSCut45904

Manager

(1-July-2015)
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Cisco Digital Media Manager ( DMM )

CSCut45976

5.6.1 (July 2015)

Cisco Digital Media Player 4310

CSCut46084

5.4(1)RB(2P3) (24-April-
2015)
5.3.6RB(2P3) (24-April-
2015

Cisco Digital Media Players (DMP) 4300 Series

CSCut45957

DMM 5.3.6
5.3.6(RB1)

5.4.0

5.4.1

5.4.1(RB1)

5.3.6(RB2)

5.4.1(RB2) (25-Apr-2015)

Cisco Digital Media Players (DMP) 4400 Series

CSCut45957

DMM 5.3.6

5.3.6(RB1)

5.4.0

5.4.1

5.4.1(RB1)

5.3.6(RB2)

5.4.1(RB2) (25-Apr-2015)

Cisco Edge 300 Digital Media Player

CSCut46086

1.6RB2_P1 (24-Apr-2015)

Cisco Edge 340 Digital Media Player

CSCut46083

ce340-1.2-patch-0.6.tar.gz
(24-Apr-2015)

Cisco Enterprise Content Delivery System
(ECDS)

CSCut45958

2.6.4 (3-April-2015)

Cisco Explorer Controller

CSCut46095

Cisco Expressway Series

CSCut45985

X8.5.2 (25-Mar-2015)

Cisco Jabber Video for TelePresence ( Movi )

CSCut45966

4.8.11 (29-Apr-2015)

Cisco Media Experience Engines ( MXE )

CSCut45969

MXE3500 v3.5 (28-May-
2015)

Cisco Media Services Interface

CSCut45952

4.1.2 (31-Jul-2015)

Cisco Model D9485 DAVIC QPSK

CSCut46096

1.2.19 (30-Oct-2015)

Cisco Show and Share ( SnS )

CSCut45976

5.6.1 (July 2015)

Cisco TelePresence 1310

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence Advanced Media Gateway

Series

CSCut45953

1.1 (24-Apr-2015)

Cisco TelePresence Conductor

CSCut45954

XC3.0.3 (May 2015)

Cisco TelePresence Content Server ( TCS )

CSCut45978

6.2.1 (30-Apr-2015)
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Cisco TelePresence EX Series

CSCutd5977

TC7.3.3 (30-May-2015)
TC6.3.4 (30-Apr-2015)
CES8.0.0 (30-May-2015)

Cisco TelePresence IP Gateway Series

CSCut45960

No further releases are
planned (EOSM)

No further releases are

Cisco TelePresence IP VCR Series CSCut45961
planned (EOSWM)
7.4
Cisco TelePresence ISDN GW 3241 CSCut45962 |18.0
8.1(30-June-2015)
7.4
Cisco TelePresence ISDN GW MSE 8321 CSCut45962 |18.0
8.1(30-June-2015)
Cisco TelePresence ISDN Link CSCut45963 ||1.1.5 (May 2015)
Cisco TelePresence MCU (8510, 8420, 4200,
CSCut45965 ||4.5 (30-July-2015)
4500 and 5300)
No furth I
Cisco TelePresence MPS Series CSCut45967 © furiher releases are
planned (EOSWM)
TC7.3.3 (30-May-2015)
Cisco TelePresence MX Series CSCut45977 || TC6.3.4 (30-Apr-2015)
CE8.0.0 (30-May-2015)
, Affected systems have been
Cisco TelePresence MXP Software CSCut45970
updated.
, o , No additional releases are
Cisco TelePresence Multipoint Switch (CTMS) ||CSCut45956
planned
TC7.3.3 (30-May-2015)
Cisco TelePresence Profile Series CSCut45977 || TC6.3.4 (30-Apr-2015)
CE8.0.0 (30-May-2015)
Cisco TelePresence Recording No additional releases are
CSCut45964
Server ( CTRS ) planned.
TC7.3.3 (30-May-2015)
Cisco TelePresence SX Series CSCut45977 || TC6.3.4 (30-Apr-2015)
CE8.0.0 (30-May-2015)
, , , 1.0MR5
Cisco TelePresence Serial Gateway Series CSCut45975
(31-Oct-2015)
Cisco TelePresence Server 8710, 7010 CSCut45980 (|4.1MR2 (30-April-2015)
Cisco TelePresence Server on Multiparty Media
party CSCut45980 ||4.1MR2 (30-April-2015)

310, 320



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45977
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45960
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45961
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45962
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45962
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45963
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45965
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45977
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45970
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45956
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45977
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45964
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45977
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45975
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45980
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut45980

Cisco TelePresence Server on Virtual Machine

CSCut45980

4.1MR2 (30-April-2015)

Cisco TelePresence Supervisor MSE 8050

CSCut45968

2.3MR3
(30-Sept-2015)

Cisco TelePresence System 1000

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence System 1100

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence System 1300

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence System 3000 Series

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence System 500-32

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence System 500-37

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence TE Software (for E20 - EoL)

CSCut45979

A fix will be released (Aug
2015)

Cisco TelePresence TX 9000 Series

CSCut46136

6.1.9 (9-Jul-2015)
1.10.12 (9-Jul-2015)

Cisco TelePresence Video Communication
Server ( VCS)

CSCut45985

X8.5.2 (25-Mar-2015)

Cisco TelePresence Integrator C Series

CSCut45977

TC7.3.3 (30-May-2015)
TC6.3.4 (30-Apr-2015)
CES8.0.0 (30-May-2015)

Cisco VDS Service Broker CSCut46101 ||1.3 (28-Apr-2015)
Cisco VEN401 Wireless Access Point Product ||CSCut45988 ((1.24.32.78 (1-Sept-2015)
Cisco VEN501 Wireless Access Point CSCut45989 |(120.2.45.1 (12-Oct-2015)
3.3.1 (30-Apr-2015
Cisco Video Distribution Suite for Internet cscutas992 14.0.0 §30 Ap; 2015;
Streaming ( VDS-IS/CDS-IS ) R n Be P
4.1.2 (30-Apr-2015)
Cisco Video Surveillance 3000 Series IP
CSCut46482 ||2.7.0 (30-Jul-2015)
Cameras
Cisco Video Surveillance 4000 Series High-
. CSCut46480 ||2.4.6 (30-Jul-2015)
Definition IP Cameras
Cisco Video Surveillance 4300E/4500E High-
o CSCut46481 |13.2.7 (30-Jul-2015)
Definition IP Cameras
Cisco Video Surveillance 6000 Series IP CSCut46482 |12.7.0 (30-Jul-2015)
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Cameras
Cisco Video Surveillance 7000 Series IP
CSCut46482 |12.7.0 (30-Jul-2015)
Cameras
Cisco Video Surveillance Media Server CSCut46054 |[VSM 7.7.0 (30-Sept-2015)
Cisco Video Surveillance PTZ IP Cameras CSCut46482 |12.7.0 (30-Jul-2015)
Cisco Videoscape Control Suite CSCut45990 |/004.001 (6-May-2015)
, , Patch is scheduled (30-
Cisco Videoscape Voyager Vantage CSCut46111
May-2015)
7.4
Tandberg Codian ISDN GW 3210/3220/3240 CSCut45962 |18.0
8.1(30-June-2015)
7.4
Tandberg Codian MSE 8320 model CSCut45962 |18.0
8.1(30-June-2015)
JA4VYLA
Ci 3300 Series Mobility Servi Engi 8.0.120.0 ( 2015%F5H30
isco eries Mobility Services Engine CSCUt5933 ( F5H30H
(MSE) )
Cisco Wireless LAN Controller ( WLC ) CSCut45950 ({8.1/8.0.120.0 (June 2015)
Cisco Wireless Location Appliance (WLA) CSCut45932 {[8.0.120.0 (30-May-2015)
SADARATY RHY—ER
Cisco Intelligent Automation for Cloud CSCut45986 (4.3 (Aug. 2015)
Cisco Master Content Rating Database Server No further releases are
CSCut45799
(MCRDBS) planned.
Cisco One Portal CSCut45821 ||1.41 (11-July-2015)
Cisco Registered Envelope Service ( CRES ) CSCut45834 (4.4 (30-May-2015)
, ) L Affected systems have been
Cisco Services Provisioning Platform ( SPP ) CSCut46655
patched.
Cisco Smart Call Home CSCut46001 |(4.001 (6-May-2015)
Patch is scheduled for (15-
Cisco UCS Invicta Series Autosupport Portal CSCut45873 (
Apr-2015)
Cisco Universal Small Cell CloudBase CSCut46518 || TBD
Cisco WebEx Meetings (Meeting Center, ,
. CSCut45866 ||7.0(3)11(2) (30-April-2015)
Training Center, Event Center, Support Center)
Cisco WebEx Messenger Service CSCut45857 ||7.9.3 EP1 (21-Mar-2015)
Network Health Framework (NHF) CSCut46117 ||TBD
Network Performance Analytics (NPA) CSCut46119
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Partner Supporting Service ( PSS ) 1.x

CSCut46027

pss2.6 (30-May-2015)

Small Cell factory recovery root filesystem
V2.99.4 or later

CSCut46088

Affected versions have been
updated

Unified Communication Audit Tool (UCAT)

CSCut45911

10.6 (15-May-2015)

WebEx Meeting Center

CSCut45867

WebEx11 1.3SP15 (30-
April-2015)

el ZEEATVEVWC ENEFEENERR

IVRRAVNOSATUORNEDTATUONYTNDIT

* Cisco IP Communicator

» Cisco NAC Agent for Mac

» Cisco NAC Agent for Web

» Cisco NAC Agent for Windows

+ Cisco Unified Communications Integration for Microsoft Office Communicator

» Cisco Unified Personal Communicator

+ Cisco WebEx Connect 724 7>~ ( Windows )

» Cisco WebEx Meetings for BlackBerry

» Cisco WebEx Productivity Tools

RYRND=D0 F7VTr—23>2, Y—ER, 8LTT7IEZL—

Cisco Nexus Data Broker ( NDB )

Cisco ACE GSS 4400 Series Global Site Selector
Cisco Extensible Network Controller ( XNC )

XYRND=OHBKOCAVTIY £F2 VT4 FINARA

=

\/

» Cisco ASA Content Security and Control ( CSC ) Security Services Module

+ Cisco Adaptive Security Device Manager

« Cisco Firewall Services > 1—)L

XY ND—oEBE7OED I =T

Cisco Configuration Professional

Cisco Insight Reporter

Cisco Application Networking Manager

Cisco Connected Grid Device Manager
Cisco Connected Grid Network Management System
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» Cisco Linear Stream Manager

» Cisco MGC Node Manager ( CMNM )

» Cisco Multicast Manager

» Cisco Physical Access Manager

» Cisco Prime Analytics

» Cisco Prime Cable Provisioning

» Cisco Prime Central for SPs

» Cisco Prime Collaboration Manager

» Cisco Prime Home

» Cisco Prime Network Services Controller

» Cisco Prime Provisioning for SPs

» Cisco Prime Provisioning

« Cisco Quantum SON Suite ( Cisco Quantum SON A4 — K )
» Cisco Unified Operations Manager ( CUOM )
» Cisco Unified Provisioning Manager ( CUPM )
» CiscoWorks Network Compliance Manager

Routing and Switching - Enterprise and Service Provider

« Cisco ASR 5000 = 'J—X - MCRDBS
» Cisco Broadband Access Center Telco Wireless
+ Cisco IOS XE ( SSL VPN #£&t )

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco Agent Desktop for Cisco Unified Contact Center Express
» Cisco Billing and Measurements Server

« CiscoDX2U—=XIP 7%~

» Cisco PSTN Gateway ( PGW ) 2200

» Cisco Packaged Contact Center Enterprise

+ Cisco SPAB0008 R—KNIPFTL 7 _— 4 —KkDIA

« Cisco SPA88B00IP TL 74— —KRJIA (4FXSR—HM& 4FXO R—KNZHE )
» Cisco TAPI Service Provider ( TSP )

» Cisco USC8088

+ Cisco Unified 3900 1) —XIP 7 # >

+ Cisco Unified 7937 IP 7 #* >/

+ Cisco Unified Client Services Framework

» Cisco Unified E-Mail Interaction Manager

» Cisco Unified Integration for IBM Sametime

» Cisco Unified Web Interaction Manager



Cisco Unified Wireless IP Phone

Cisco Virtual PGW 2200 Y 7 N AA Y F
Cisco Voice Portal ( CVP )

xony VIM/CCDM/CCMP

EFF. ANV=32T, FLTLEVA, 8LTNFVAOA-F12T FNAA

» Cisco D9034-S Encoder

» Cisco D9054 HDTV Encoder

» Cisco D9804 Multiple Transport Receiver

» Cisco D9824 Advanced Multi Decryption Receiver

» Cisco D9854/D9854-1 Advanced Program Receiver

» Cisco D9858 Advanced Receiver Transcoder

» Cisco D9859 Advanced Receiver Transcoder

» Cisco D9865 Satellite Receiver

» Cisco TelePresence Exchange System ( CTX))

» Cisco TelePresence Management Suite ( TMS )

» Cisco TelePresence Management Suite Analytics Extension ( TMSAE )
» Cisco TelePresence Management Suite Extension ( TMSXE )
» Cisco TelePresence Management Suite Extension for IBM

» Cisco TelePresence Management Suite Provisioning Extension
» Cisco TelePresence Manager ( CTSMan )

D4VLA

» Cisco Wireless Control System ( WCS )

PAARATY RF—ERAR

» Cisco Cloud Web Security

c DA VT IVRBELVONZ—IJRHY—ERTSYRNTA—L4

« Cisco Discovery H—E A

» Cisco Services Platform Collector ( CSPC )

» Cisco Unified Services Delivery Platform ( CUSDP )

« Cisco Universal Small Cell 5000 ') —X (V3.42x VY7 NI I T &ET)
« Cisco Universal Small Cell 7000 ') —X (V3.42x VY7 NI I T &ET)
+ Cisco WebEx WebOffice & & ' Workspace

» Data Center Analytics Framework ( DCAF )

» Serial Number Assessment Service ( SNAS )
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OpenSSL Project &, 2015 £ 3 F 19 BIC 13 HDRFBEHEZLBEALEL L. Chs 1 2ELLEDME
551%E OpenSSL DU ZA T hEH—NOEFDA AN —IIIRRICHEEEEAET, fHH
NDEHRB LT TNICEET S Common Vulnerabilities and Exposures ( CVE ) ID XD EH Y T
CB

SAOAHBHF NS OBEEL SRITIEERE, RMIEICERYERT,

DAOHRICDOVWTR, ARFIXMNO "HERm, OEICEHE N TWDB Cisco Bug ID 1F#
ZZRLUTLKEZVY, BEMBEREFMFIERG. BRIEOAA A ANL—>3Y 4R, O
74F2AL -3 HAR, BREXTF VA HA RICEBEChTVET, cS5BBHBEY
7 RNA AN DERZEE., BEEOYR—NE2EEIIABICHBLEDEIEETL,

OpenSSL ASN1_TYPE_cmp ' —E AHE ( DoS ) IE55H

KRR, EPEBICI2>TIZATUNELERY—NERETHEICASNA 7—IILEOEL WV
HBICKBRIDZELCRBALET, FANTVEAVWIE-FRBEER, FARKROIZ1T>
NELERY—NASOIAAELETMIZT/NARACHL THIENEAAEZIAFE IS LT,
IZ—REEs|ERTARMI B KT,

AiEEEMH O ID (& CVE ID CVE-2015-0286 TT,

OpenSSL ASN.1 BEBRAICL D X T UHIROMREM

AHEEHME, B EOHEEEETIDLEHIC OpenSSL ZFRATZI 77U Tr—>3 > IcsVT,
ASN.1 BEN TEYICBFAEhZ CEICBEALET, L, SSLELELE TLS #iBHE
ENLTEEIVATOANRNTRZ LR TEERA, TVATOMNTDICE, FEEZTS
OpenSSL BEZFERA TR T 7 VT—23 Ik 2TTF—ENVEBENDBEN HYVET, ¥
EZFRTTVT—2a o REBEICLK>THEENDE, BBEEZEZRVETF—IXNFREEFEE L,
DoSRENB|IZER_ENBDBREN BV ET,

AMe55M% D ID & CVE ID CVE-2015-0287 T9,
OpenSSL PKCS7 NULL R4 > RBFESRICK D —EAHE ( DoS ) iEesstE

ARESE ML, SAEB Contentinfo EEAXE L io PCKS#7 SIAEZBYICEMTE RV EICER
LET, LEL, SSLERFLR TLSERESAZNLTEEIVA7OMNNTRERFTERE
Ao OpenSSL ICFIEZ PCKSH#H7 SIFAE ZBEIZEMEBE B LBEICOHK, BEMENRELET, i
HEZMNESHERIEN TEDIHEER., BHEZRVIFTIESR ASN.1 T 0— RO PKCS#T
BLOB Z{ERX L. DoS REEZS|IER BB HJEMHN HY ET,

AiEEEMH O ID (& CVE ID CVE-2015-0289 TT,



OpenSSL Base64 B5 X E B OIS

AREFEM L, OpenSSL ICHWT, Base64 I 1—REhEF—R2E2BUICEFTZERVI LI
AL FET, OpenSSL IZFIE% Baseb4 T— X ZNBE BB EN TEDRFBIAO) E— MNHE
EZiE, BROT O A—T70O—REZS|ER_EBHATEMINHBYET, CchFENYT7 F—N—7
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