GNU glibc gethostbynameB#n /Ny 7 7 A —/\
— 70— D54

T RINA 1 —ID : cisco-sa-20150128- CVE-2015-
ghost 0235
#1/~B B : 2015-01-28 22:30

RIKEFH A : 2015-07-24 17:47

/N—23 2 1.33: Final

[5]38 %€ : No Workarounds available

Cisco /N ID : CSCus69513 CSCus95601
CSCus69559 CSCus69558 CSCus66766
CSCus69517 CSCus68905 CSCus70263
CSCus85759 CSCus69682 CSCus85675
CSCus69563 CSCus69665 CSCus69422
CSCus69543 CSCus69620 CSCus68533
CSCus69788 CSCus68534 CSCus69424
CSCus69622 CSCus69787 CSCus69547
CSCus69789 CSCus68537 CSCusb69472
CSCus69791 CSCus69592 CSCus69430
CSCus69550 CSCus69792 CSCus69431
CSCus69475 CSCus71708 CSCus69610
CSCus69731 CSCus69535 CSCus69612
CSCus69732 CSCus69539 CSCus69615
CSCus68529 CSCus69617 CSCus69738
CSCus74488 CSCus68928 CSCus69460
CSCus69463 CSCus68770 CSCus69388
CSCus69387 CSCus69585 CSCus69763
CSCus69524 CSCus69766 CSCus69523
CSCus71883 CSCus69768 CSCus69525
CSCus69646 CSCus69769 CSCus69607
CSCus69529 CSCus69606 CSCus69609
CSCus69809 CSCus69491 CSCus69494
CSCus69493 CSCus69570 CSCus69495
CSCus69696

BARBC LB EHE, KBCLDBELOFAREBRTH Y, KBRLEOMTH
BOMBT 52 BRI, RERXSBELET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69513
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus95601
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69558
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus66766
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69517
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68905
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus70263
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus85759
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69682
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus85675
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69563
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69665
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69422
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69620
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68533
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69788
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69424
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69622
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69787
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69789
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68537
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69791
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69592
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69430
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69550
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69475
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus71708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69535
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69732
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69615
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus74488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68928
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69460
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69388
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69387
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69763
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69524
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69766
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69523
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus71883
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69768
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69646
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69769
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69809
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69491
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69494
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69493
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69495
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69696
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0235
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0235
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TNEDATADSHEBHRERMBLEY, BEIZK2TRE, TVATOAMRNENDZ T T )T—
2AVORBEZFERALTVE—PNI—REBFTZETLLEY TR AEEI Y ET,

glibcT 175k, GNUYZRIIT7OVIINC&>TUU—REh—BNICEAE 1D
Y—RN—FAOYTRITFIAVR—ZV R THY, B<OTATRRNFBES T2 Ak
FHYET,

COF RNAFVRFEMBEBIAFARICEDEB/ITEHRENE T, Cisco TR, CDAESHEM
LT REBEDOY I RNIIT PYTTF—REV)—RATDFETT, ChSDOEHEHICHLT
FEERS B XA,

COT RNAFUE, ROV OKYERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20150128-ghost

ZEHm
SATEHRS A OMEERTLTHY . TORREROEI IV ERRENTLET,

fesEtnsH2HRm

RONT OETRRZEBHL -WHEHE, Cisco Bug Search ToolZEH L THES DM
ZHFE L., #7232 T Save Bug%i#IR L T Email Notification#ge# EMICTH &, NTH
BEHEnEEZICEBNICEANZZ TR LN TEET, BERXRY T NIITIE,
cisco.comNA I O—RR—=IHASAFTEET,

KOG T3 a3V ICBBEhhTVRREBBLVOY—ERARF., COBBHOEEES TR L
NEREThTVWET,

R m Defect Fixed releases availability

Collaboration and Social Media

8.6(1.18) 8.5(5.45) ( 2015%2A27H
)

Cisco SocialMiner 0.CSCus68534 || Affected systems have been updated.
Cisco WebEx Meetings Server 0.CSCus69430(/2.5MR2 2.0.1.707 ( 2015%2H9A8 )

Cisco MeetingPlace 0.CSCus69792



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150128-ghost
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150128-ghost
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
http://www.cisco.com/cisco/web/support/index.html#%7Eshp_download
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69430

versions 2.X

Cisco WebEx Node for MCS

0.CSCus69424

eureka-3.12.8 ( 201553 H22H )

IVRERAVKNDZ

ATORNEDTZATNITRNDIT

Cisco Jabber Guest 10.0(2)

0.CSCus69789

10.6.5 ( 2015%4A230 )

Cisco MMP H#—/X\

0.CSCus69437

MMP3.8.2.1 ( R3E )

XYKND=O F7)Tr—>3>, ¥—ER

BROCTIOESIL—>3Y

Cisco Application and Content
Networking System ( ACNS )

0.CSCus69585

Cisco GSS 4492RZ7 O0—/N)LHY 1
LR

0.CSCus69592

4.1.3.0.9 (2015%4A818 )

Cisco Intercloud 7 7 7 v &

0.CSCus71883

Affected systems have been updated.

Cisco Prime Network Service
Controller(PNSC)

0.CSCus71883

Affected systems have been updated.

Cisco Visual Quality Experience
Server

0.CSCus69570

Affected systems have been updated.

Cisco Visual Quality Experience
Tools Server

0.CSCus69570

Affected systems have been updated.

Cisco Wide Area Application
Services ( WAAS )

0.CSCus69606

2.18
2.2 (2015F4 898 )

XYRID—=UOBK

;AT EF1VT4 FINARA

Cisco ASA CX & Cisco Prime
Security Manager

0.CSCus69607

100.1 (TBD)

Cisco Content Security Appliance
Updater Servers

0.CSCus69422

2.0.3 : FATRE

SAARABE AT AL (IPS)

0.CSCus69646

7.1.10 ( 201555888 )
7.3.4 (TBD)

Cisco Physical Access7*— kU I A

0.CSCus69612

ZERBIZRINY FHFERAETATVLE
EE

Cisco Physical Access Manager

0.CSCus69613

CPAM 1.5.3 ( 2015%4A3H )

Cisco Registered Envelope
Service ( CRES)

0.CSCus66766

4.3.0-191 (2015%F2H3H )

Cisco Secure ACS 5.x

0.CSCus68826

Affected systems have been updated.

Cisco Virtual Security Gateway for
Microsoft Hyper-V

0.CSCus69456

5.2(1)VSG2(1.3) ( 2015%58308 )

Identity Services Engine ( ISE )

0.CSCus68798

001.001(003.913) ( 2015528208 )

lronAR— NEEBALT IS4 T A

0.CSCusb6747

6.5.7 (TBD)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69424
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69789
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69437
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69585
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69592
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus71883
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus71883
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69422
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69646
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69613
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus66766
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68826
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69456
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68798
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus66747

XY ND—OEBETOEDIZ2Y

Cisco Access Registrar 7 7' 4 7
VA

0.CSCus69480

Affected systems have been updated.

Cisco Application Networking
Manager

0.CSCus69444

005.260 ( 2015%3A2H )

Cisco Multicast Manager

0.CSCus69474

Cisco Network Analysis Module

0.CSCus69494

NAM 6.2 ( 2015468 )

Cisco Prime Access Registrar 7 7°
AT A

0.CSCus69480

Affected systems have been updated.

Cisco Prime Collaboration
Deployment

0.CSCus69763

11.0 (Available)
10.5.3 ( 2015F2 8278 )

Cisco Prime Data Centerx ¥ N —
IRZR—=T¥

0.CSCus69452

7.1(1.83) (2015%3A178 )

Cisco Prime IP Express

0.CSCus69491

008.003 ( 20153A17H )

Cisco Prime Infrastructure 7’5497
RILAT—=RNTDTAH =N

0.CSCus69495

Affected systems have been updated.

Cisco Prime Infrastructure

0.CSCus68905

PI2.2 (2015%2H27H )

Cisco Prime LAN Management
Solution

0.CSCus69472

4.0 (2015458318 )

Cisco Prime License Manager

0.CSCus69543

10.5.2 (May 2015)

Cisco Prime Network
Registrar (CPNR ) RET7 7SS4 7
A

0.CSCus69475

8.3 (2015%2H19H )

Cisco Prime Y¥—E' X A& 0O7{R*&
T7Z2ATA

0.CSCus69559

11.0 (Available)

Cisco Quantum Policy Suite (QPS)

0.CSCus69663

Affected systems have been updated.

Cisco Quantum SON Suite ( Cisco
Quantum SON A1 — K )

0.CSCus69664

Affected systems have been updated.

Cisco Quantum Virtualized Packet
Core

0.CSCus69664

Affected systems have been updated.

Cisco TelePresence MPS Series

0.CSCus69539

No future releases planned.

Cisco UCS Central

0.CSCus69460

1.3(0.293) 1.2(1e)S4 ( 2015%2A
268 )

CiscoWorks LMS Portal

0.CSCus74488

4.002 ( 2015458308 )

B —EX

0.CSCus69395

Affected systems have been updated.

ZXYND—=0707747

0.CSCus69713

ZEHERICENY FHABEBRAEATOLE



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69480
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69474
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69494
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69480
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69763
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69491
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69495
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68905
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69475
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69460
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus74488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69395
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69713

ER

Routing and Switching - Enterprise

and Service Provider

Cisco ASR 5000 1) —X

0.CSCus69388

v16.1.8 ( 201553 A18H )
v16.4.6 ( 20155F3H201 )
V17.1.2 (2015%2A198 )
v17.2.0 ( 201552A18H )

ASR1k., ASR903. ISR4400,
CSR1000v [d i+ Cisco 10S XE

0.CSCus69732

15.5(2)S/XE3.15.0S ( 2015538310

)
15.5(1)S1/XE3.14.1S ( 20153 A3H

)
15.4(3)S3/XE3.13.3S ( 2015458
290 )

15.4(2)S3/XE3.12.3S ( 2015438
280 )

15.4(1)S4/XE3.11.4S ( 2015458
290 )

15.3(3)SB/XE3.10.6S ( 201547 8
308 )

15.2(4)S7/XE3.7.7S ( 201543 A20H

)
15.5(3)S/XE3.16.0S ( 201547 A31H

)

Catalyst 3k, 4k, AIR-CT5760, &
& U Cisco RF Gateway
10 ( RFGW-10 ) [+ Cisco I0S XE

0.CSCus69731

15.2(3) (April 2015)

15.2(2) (March 2015)

15.2(1) (&MU —ADFEEL )
15.1(2) (May 2015)

15.1(1)SG (&MU U —ADFEHL
)
15.0(2)SG ( 2015F4 8 )
15.2(4)E ( 2015598 )

Cisco MDS 9000 Series Multilayer
Switches

0.CSCus78917

NX-OS 5.2 ( 201552 H20H )
NX-OS 6.2 ( 20153 H30H )

Cisco Nexus 1000V >~ 1) —X A A
v F

0.CSCus71708

5.2(1)SV3(1.4) (201555898 )

VMware vSpherefl iFCisco Nexus
1000VA A Y F

0.CSCus69609

2.1 (Available)
2.2/2.3 (June 2015)

Cisco Nexus 3000 &\)—X AA Y
F R—

0.CSCus68770

6.0(2)U6(0.128) ( 2015438178 )

Cisco Nexus 4000 >~ 1) —X

0.CSCus69648

4.1(2)E1(10) (30-May-2015)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69388
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69732
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus78917
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus71708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69609
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69648

Cisco Nexus 5000 Series Switches

0.CSCus68591

5.2
6.0

1).N1(9) (2015%4H88 )
2).N2(7) (2015%F4 8158 )
7.0(6).N1(1) (2015%E3A308 )
7.1(1)N1(1) (2015%48108 )

~ o~ o~ o~

Cisco Nexus 7000

0.CSCus68892

Nexus 7.0 ( 2015%5H308 )
Nexus 6.2 ( 2015%3H178 )

Cisco Nexus 9000 1) —X ( A&
Y R70O>, NxOS %517 )

0.CSCus68764

Affected systems have been updated.

Cisco OnePK All-in-One VM

0.CSCus69610

No further releases are planned.

Cisco Prime Data Center® ¥ KN —
IIZR—=T ¥

0.CSCus68928

1.0(3f) ( 2015%2A118 )

Cisco Service Control Application for
Broadband

0.CSCus69738

5.2.0 (2015%4 A58 )

Cisco Service Control Collection
Manager

0.CSCus69738

5.2.0 (2015%4 A58 )

Cisco Service Control Engine 1010

0.CSCus69738

5.2.0 (2015%4 A58 )

Cisco Service Control Engine 2020

0.CSCus69738

5.2.0 (2015%4 A58 )

Cisco Service Control Engine 8000

0.CSCus69738

5.2.0 (20154 A58 )

Cisco Service Control Subscriber
Manager

0.CSCus69738

5.2.0 (2015%4 A58 )

Cisco Network Convergence
System ( NCS ) 6000 [d] {+ 10S-XR

0.CSCus69517

Affected systems have been updated.

Nexus 20003 1) — AFEX

0.CSCus68591

5.2
6.0
7.0
7.1

1).N1(9) (2015%4H88 )
2).N2(7) (2015%F4 8158 )
6).N1(1) (2015%F3 4308 )
1)N1(1) (2015%4 8108 )

~ o~ o~ o~

Sunstone XRv-64 VRP

0.CSCus73199

N—TFT12T8&

CRAYTFY

-AE-ILEDXRA

Cisco DPH150% 1) — XMicroCellV
i—>3>

0.CSCus69653

10.0 ( 20153 A9R )

Cisco Small Business ISA500 Series
Integrated Security Appliances

0.CSCus69620

No further releases are planned.

Unified Computing

Cisco Standalone v 2 H—/\
CIMC

0.CSCus69461

2.0(9) (2015118208 )

Cisco UCS Manager

0.CSCus69458

2.2(3d)AS9 ( 2015428268 )

Cisco Unified Computing System E

0.CSCus69386

TBD



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68591
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68892
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68764
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68928
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69517
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus68591
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus73199
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69653
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69620
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69461
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus69386

=X TL—RH=N

Cisco Virtualization Experience
Media Engine

0.CSCus69809

No further releases are planned.

UCsliio €>a1—-JL

0.CSCus69459

3.1 (2015%4H288 )

EEHLVIZT

FTARIDAZ2ZT—>3a> FN4A4A

Cisco 190 ATA Series Analog
Terminal Adaptor

0.CSCus69757

1.3.7 (20155124318 )

Cisco Agent Desktop for Cisco
Unified Contact Center Express

0.CSCus69768

10.6(1) (2015%2H24R )

Cisco Emergency Responder

0.CSCus85675

Affected systems have been updated.

Cisco Finesse

0.CSCus68529

11.0.1 (201556 18R )

Cisco Hosted Collaboration
Mediation Fulfillment

0.CSCus69787

10.6(1) (2015538268 )

Cisco IP Interoperability and
Collaboration System (IPICS)

0.CSCus69563

Affected systems have been updated.

Cisco MediaSense

0.CSCus68533

11.0(1) 10.5(1)SU1 ( 2015%2H 188
)

Cisco Paging
Server ( Informacast )

0.CSCus69788

FY7IL—RATavIIOVWTRE
. TACILEREVWEDELEZ L,

Cisco Paging Server

0.CSCus69788

TYTIL—RAT>aviioV\Tk
. TACICBRBVWEDLELSEZL,

Cisco SPA112 2-Port Phone
Adapter

0.CSCus69622

1.3.7 (2015%12H318 )

Cisco SPA122 ATA with Router

0.CSCus69622

1.3.7 (2015%12A31H )

Cisco SPA232D Multi-Line DECT
ATA

0.CSCus69622

1.3.7 (2015512A31R8 )

Cisco SPA525G

0.CSCus69632

7.5.8 (31-Dec-2015)

Cisco Unified 7800 Series IP
Phones

0.CSCus70263

Affected systems have been updated.

Cisco Unified 8961 IP 7 # >

0.CSCus70298

Affected systems have been updated.

Cisco Unified 9951 IP 7 # >

0.CSCus70298

Affected systems have been updated.

Cisco Unified 9971 1P 7 # >

0.CSCus70298

Affected systems have been updated.

Cisco Unified Communications
Manager(UCM)10.0

0.CSCus66650

11.0(0.98000.246) ( 2015%3H11H
)

Cisco Unified Communications
Manager(UCM)7.x

0.CSCus66650

11.0(0.98000.246) ( 2015%E3H11H
)
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Cisco Unified Communications
Manager(UCM)8.x

0.CSCus66650

11.0(0.98000.246) ( 2015%F3H11H
)

Cisco Unified Communications
Manager(UCM)9.x

0.CSCus66650

11.0(0.98000.246) ( 2015%3H11H
)

Cisco Unified Communications
Manager IM and Presencety —E' A
(CUPS)

0.CSCus69785

IM&P 8.6.5 SU5 ( 2015F7A31R )
IM&P 9.1.1SU5 ( 201554 A30H )
IM&P 10.5.1SU3 ( 20154 H3H )
IM&P 10.5.2b ( 201583 H250 )
IM&P 11.0.1 ( 20155%6A198 )

Cisco Unified Communications
Manager Session Management
Edition ( SME )

0.CSCus66650

11.0(0.98000.246) ( 2015%F3A11H
)

Cisco Unified Contact Center
Express

0.CSCus68524

UCCX 11.0(1) (2015468300 )

Cisco Unified IP &% £ 5% 8831

0.CSCus69752

9.3.4(5) (2015%8H318 )

Cisco Unified IP Phone 8941 8 & T
8945 ( SIP)

0.CSCus69795

9.4(2)SR2 ( 201558 A )

Cisco Unified Intelligence
Center ( CUIC )

0.CSCus68537

11.0(1) ( 2015%6H308 )

Cisco Unified Intelligence Center

0.CSCus69769

11.0 (TBD)

Cisco Unified Sip Proxy

0.CSCus69387

9.0 (201546 H30H )

Cisco Unified Wireless IP Phone

0.CSCus69817

1.4.7 (June 2015)

Cisco Unity Connection ( UC)

0.CSCus69766

Affected systems have been updated.

EFF. ANUV—3I2T, FLTLEVRA, &

CRSYAIA—F 424 FINA R

CiscoCDSA B2 —FY NA KU —
=T

0.CSCus84663

004.001(000.120) 004.000(000.163)
(2015F2A130 )

Cisco Cloud Object Store (COS)

0.CSCus69567

Affected systems have been updated.

Cisco D9036 Modular Encoding
Platform

0.CSCus69682

Affected systems have been updated.

Cisco DCM Series 9900-Digital
Content Manager

0.CSCus69463

V16.0.0 ( 20154818 )

Cisco Digital Media
Manager ( DMM )

0.CSCus69547

5.6 (2015%2A58 )

Cisco Edge 300 Digital Media Player

0.CSCus69651

1.6RB2 ( 2015%3H20H )

Cisco Edge 340 Digital Media Player

0.CSCus69652

festEDHDV)—AONYF 77
A LA FIF AT &g

Cisco Expressway Series

0.CSCus69558

X8.5X8.2 (2015%1H30RH )
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Cisco Show and Share ( SnS)

0.CSCus69547

5.6 (2015%2A58 )

Cisco TelePresence 1310

0.CSCus69749

6.1.7-16R ( AFETAE )
1.9.10 ( 2015%58168 )

Cisco TelePresence Conductor

0.CSCus69523

XC3.0 XC2.4 ( 2015%1A308 )

Cisco TelePresence EX Series

0.CSCus69550

TC7.3.2 (201534198 )

Cisco TelePresence Exchange
System ( CTX))

0.CSCus69524

1.3.0.4.3.0
(201548158 )

Cisco TelePresence MX Series

0.CSCus69550

TC7.3.2 (2015%3A19R )

Cisco TelePresence Multipoint
Switch (CTMS)

0.CSCus69525

No further releases are planned.

Cisco TelePresence Profile Series

0.CSCus69550

TC7.3.2 (2015%3A19R8 )

Cisco TelePresence Recording
Server ( CTRS)

0.CSCus69535

No further releases are planned.

Cisco TelePresence SX Series

0.CSCus69550

TC7.3.2 (2015%3A19R )

Cisco TelePresence System 1000

0.CSCus85759

1.10.108 £ V'6.1.7 ( 20155F2H25H

)
1.9.10 ( 2015534231 )

Cisco TelePresence System 1100

0.CSCus85759

1.10.108 L V'6.1.7 ( 2015F2H25H

)
1.9.10 ( 2015%F3 8238 )

Cisco TelePresence System 1300

0.CSCus85759

1.10.108 L V'6.1.7 ( 20155F2H25H

)
1.9.10 ( 20153 A23H )

Cisco TelePresence System 3000
Series

0.CSCus85759

1.10.108 L V'6.1.7 ( 201552 H25H

)
1.9.10 ( 2015534231 )

Cisco TelePresence System 500-32

0.CSCus69749

6.1.7-16R ( AETAE )
1.9.10 ( 2015%€5816H )

Cisco TelePresence System 500-37

0.CSCus85759

1.10.108 L V'6.1.7 ( 2015F2H25H

)
1.9.10 ( 20153 A23H )

Cisco TelePresence TE Software
(for E20 - Eol)

0.CSCus69551

TE4.1.6 (201553H31H )

Cisco TelePresence TX 9000 Series

0.CSCus69749

6.1.7-16R ( AFETAE )
1.9.10 ( 2015%58168 )

Cisco TelePresence Video
Communication Server ( VCS )

0.CSCus69558

X8.5X8.2 (2015%1H30RH )
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Cisco Telepresence Integrator C =/
)—X

0.CSCus69550

TC7.3.2 (2015341908 )

Cisco VDS Service Broker

0.CSCus69694

Affected systems have been updated.

Cisco EFAEES ATAL LI—X

0.CSCut65960

Affected systems have been updated.

Cisco Video Surveillance 3000
Series IP Cameras

0.CSCus69616

2.7.0 (30-Jul-2015)

Cisco Video Surveillance 4000
Series High-Definition IP Cameras

0.CSCus69615

2.4.6 (30-Jul-2015)

Cisco Video Surveillance
4300E/4500E High-Definition IP
Cameras

0.CSCus69614

3.2.7 (30-Jul-2015)

Cisco Video Surveillance 6000
Series IP Cameras

0.CSCus69616

2.7.0 (30-Jul-2015)

Cisco Video Surveillance 7000
Series IP Cameras

0.CSCus69616

2.7.0 (30-Jul-2015)

Cisco Video Surveillance Media
Server

0.CSCus69617

VSM 7.7.0 ( 2015598 )

Cisco Video Surveillance PTZ IP
Cameras

0.CSCus69616

2.7.0 (30-Jul-2015)

Cisco Videoscape/\Y V747 1 A
(VBO)

0.CSCus69557

Affected systems have been updated.

Cisco Videoscape Conductor

0.CSCus69665

2.5 (Available)
3.0 (Available)
3.1 (Available)

Cisco Videoscape Distribution Suite
Transparent Caching

0.CSCus69696

TBD

Digital Media Player(DMP)4310

0.CSCus69526

Affected systems have been updated.

Digital Media Player(DMP)4400

0.CSCus69526

Affected systems have been updated.

Enterprise Content Deliveryty —E A

0.CSCus69529

2.6.4 (2015%58158 )

VDS-Recorder 0.CSCus82347(13.9 ( 2015598 )
VDS-TV Caching GW 0.CSCus82347(13.9 ( 20155%F9A )
VDS-TV Streamer 0.CSCus82347(13.9 ( 201559A )
VDS-TV Vault 0.CSCus82347(13.9 ( 201559A )

DA4VYLA

Cisco 3300 ' )—X EEUFT 14 %
—ERIVVY

0.CSCus69493

8.0 MR2 ( 2015%3A318 )
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Cisco Wireless LAN
Controller ( WLC )

0.CSCus69513

8.0.120.0 (June 2015)

Cisco Wireless Location Appliance
(WLA)

0.CSCus69493

8.0 MR2 ( 2015%3A318 )

Cisco 74 VYLA EF2UF14 ¥
—NDITA TV —=2ay
(WSG )

0.CSCus69649

Affected systems have been updated.

JARTY K4

—EX

Cisco Cloud Web Security

0.CSCus69647

INYFT7AILARIAAREIC
(2015%F7H ),

BYERT

SAADIVZIRBLTTATLE
i3

0.CSCus69394

PCN4.9 ( 2015%3H18 )

Cisco Connected Analytics For
Collaboration

0.CSCus69410

1.0 (20153 H98 )

Cisco Intelligent Automation for
Cloud

0.CSCus69560

42411 (2015%3AH9H)

Cisco Smart Call Home

0.CSCus69582

Cisco Smart Care

0.CSCus69595

Affected systems have been updated.

Cisco Universal Small Cell 5000 =/
)—X (V342xVYTRIIT%ER
17)

0.CSCus69660

Affected systems have been updated.

Cisco Universal Small Cell 7000 =/
1)—X (V342xVYT7RNIITHRRE
17T)

0.CSCus69660

Affected systems have been updated.

Cisco WebEx Meeting Center

0.CSCus95601

Affected systems have been updated.

Cisco WebEx /— R

0.CSCus69791

8.5(5.14) ( 2015%2H268 )

Connected Analytics for Network
Deployment(CAND)

0.CSCus69411

glibc-2.12-1.149.e16_6.5.x86_64 ( A
FHRE)

Network Performance Analytics
(NPA)

0.CSCus69715

1.11 (20152848 )

Services Analytic Platform

0.CSCus69413

Affected systems have been updated.

Small Cell factory recovery root
filesystem V2.99.4 or later

0.CSCus69654

Affected systems have been updated.

WebEx PCNow

0.CSCus69431

PCN4.9 ( 2015%3H18 )

et EEATVWAEVWZ EfEFEhI-REA

FEROVANIGE, BFEESABELLERAN (MEBEY-—NREFREBIYZ ) L. SFKSN
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AVARN=NULEARL—FAVIIARATLEEEICAVAN—IILTREEBNELEYRA
dAOTF7TVT—2a 2 F8FEhTVET, chsoEmEE, PAO®EGNI M VAR =ILEhT
WBRARARL —FT A VI AT ATRMBENDglibcZFERATEET, chsOTAORM
ICREZEYUN—2 3 DOglibcHNEEEERTVEVLEYD (COMRBEOFEEZFI LB
FEA ), BERERANARL—FTAVIRATLADA 2V AN=)ZHEREL., ZOREFEMHIC
MU TBDLEDICHERTYTIL—RERETIDELEEZHEOLET (ARL—TFT12TDA
TLADRE—OEEREEBHE —BNBEARL—FTA VI ATLAEFIVTAORANTZD
TAACRVWET ),

RODAARBRIRDHERTHY, COMBUEORFEZZTREA,

T—7)L ETFLA

« Cisco3G 7T ALbtIL D4YLA
» Cisco Prime Network Registrar(CPNR)IPAM
* Digital Life RMS 1.8.1.1 Cisco Broadband Access Center Telco Wireless 3.8.1

Collaboration and Social Media

» Cisco WebEx Social

IVRRAVNDTATONEDTZATNYTRNDIIT

» Cisco AnyConnect Secure Mobility Client for Android
s FRUKNY T 7S Y N7 #—AMEIFCisco AnyConnectt ¥ 1 7EEUT A O9FA4 T N
» Cisco AnyConnect Secure Mobility Client for iOS

» Cisco IP Communicator

+ Cisco Jabber for Windows

» Cisco NAC Agent for Mac

» Cisco NAC Agent for Web

» Cisco UC Integration for Microsoft Lync

+ Cisco Unified Personal Communicator

 Cisco WebEx Connect 724 7>~ ( Windows )

» Cisco WebEx Meetings for Android

» Cisco WebEx Meetings for BlackBerry

» Cisco WebEx Meetings for WP8

» Cisco WebEx Productivity Tools

« OpenFlowIL—> I b

« WebExL J—71 > J OB4%

XYRND=O TF7)Tr—>32, Y—ER, $rOET7I7EIL—3>



Cisco ACE 10 & 20 Application Control Engine > 1 —JL

Cisco ACE 30 Application Control Engine Module

Cisco ACE 4700 </ ') —X Application Control Engine Appliance
CiscolEBREEFXF1UTA PTSATA(ASA) VYT NIIT
Cisco Extensible Network Controller ( XNC )

CiscoNAC 77 ZA4A T A

Cisco Nexus Data Broker ( NDB )

Cisco Smart Call Home N Z > AR—KT'—RhJ T A

A7V Y—EX RAA Y F

RO—=08LATY EF21VFT4 FNARA

Cisco Adaptive Security Device Manager

Cisco Content Security Management Appliance (SMA)
Cisco FireSIGHT

Cisco lronPort Email 2¥ 1 U574 7754 F VA
Cisco NAC Guest Server

Cisco Web Security Appliance (WSA)

KRoO—o8BE7O> a3 =Y

Cisco Connected Grid Device Manager
Cisco Connected Grid Network Management System
Cisco Discovery H—E A

Cisco Insight Reporter

Cisco Linear Stream Manager

Cisco MATE Collector

Cisco MATE Design

Cisco MATE Live

Cisco MGC Node Manager ( CMNM )
Cisco MXEZ 1) —X

Cisco Media Experience Engines ( MXE )
Cisco Mobile Wireless Transport Manager
Cisco Netflow Collection Agent

CiscoxY ND—20L U &

Cisco Prime Analytics

Cisco Prime Cable Provisioning

Cisco Prime Central for SPs

Cisco Prime Collaboration Assurance
Cisco Prime Home



+ Cisco Prime Network

» Cisco Prime Optical for SPs

« SP[a ¥ Cisco Prime Performance Manager

» Cisco Security Manager

» Cisco Unified Provisioning Manager ( CUPM )

« Cisco Videoscape Distribution Suite —E AN Z—2 ¥
» CiscoWorks Network Compliance Manager

+ DCAF UCS Collector

» Data Center Analytics Framework ( DCAF )

* Local Collector Appliance ( LCA)

* Prime Collaboration Provisioning

» Security Module for Cisco Network Registrar

» Unified Communication Audit Tool (UCAT)

« AZT77ARAZ21ZT5—>328AY-)

- VPE 7’02 T ¥ M@ 7T Virtual Systems Operations Center

Routing and Switching - Enterprise and Service Provider

* CRS-CGSE-PLIM

*+ CRS-CGSE-PLUS

+ Cisco ASR 9000 I —AHEHY—ERX EZ1—-)
» Cisco Broadband Access Center Telco Wireless

+ Cisco Connected GridJL—Z(CGR)

« Cisco ASR 9000 ) —ATF7 I V4= a>H—EA)—RHACisco I0S-XR

+ Cisco CRS/JL—Z HCisco I0S-XR

« Cisco XR 12000/ 1) — X)L — & [@ 1} Cisco 10S-XR

» Cisco IOS

« Cisco Metro Ethernet 1200 > U —X 792X FIN1 A

» Cisco ONS 15454 Series Multiservice Provisioning Platforms
» Cisco Prime Provisioning for SPs

» Cisco VPN Acceleration Engine

WN—TFTAVIBRTCRAYFUT -AE—IL EZXRRA

» Cisco RV180W Wireless-N Multifunction VPN Router

+ Cisco Small Business AP500 ) —X DA YL A TFIEA RSV~
 Cisco Small Business RV 120W Wireless-N VPN7 7 4 7O #—)L

+ Cisco Small Business RV > 1) —X JL—#& 0xxv3

+ Cisco Small Business RV 1) —X JL—4& RV110W

+ Cisco Small Business RV 1) —X JL—#A& RV130x



+ Cisco Small Business RV > 1) —X JL—& RV215W
+ Cisco Small Business RV > 1) —X JL—& RV220W
+ Cisco Small Business RV >~ 1) —X JL—& RV315W
+ Cisco Small Business RV > 1) —X JL—#& RV320

» Cisco Sx220 switches

» Cisco Sx300 switches

» Cisco Sx500 switches

» Cisco WAP4410N Wireless-N Access Point

Unified Computing

« Cisco Billing and Measurementt—/\3.30
 CiscotBEES{LED 1—)L

» Cisco Common Services Platform Collector

» Cisco UCS ADA

» Cisco UCS Director

« Cisco USC Invicta> ) —X

» Cisco Unified Computing System B-Series (Blade) Servers

EEBLVPIZT77AROAZI2=Z5—>3> FNAA

» Cisco 7937 IP Phone

» Cisco ATA 187 Analog Telephone Adaptor

» Cisco Agent Desktop

» Cisco Broadband Access Center for Cable Tools Suite 4.1

» Cisco Broadband Access Center for Cable Tools Suite 4.2

» Cisco Business Edition 3000(BE3Kk)

» Cisco Computer Telephony Integration Object Server ( CTIOS )
» Cisco Desktop Collaboration Experience DX650

+ Cisco Desktop Collaboration Experience DX70 & & UF DX80
» Cisco MS200X Ethernet Access Switch

 Cisco PSTN*— K~ I 14 (PGW 2200)

» Cisco Packaged Contact Center Enterprise

» Cisco Prime Cable Provisioning Tools Suite 5.0

» Cisco Prime Cable Provisioning Tools Suite 5.1

» Cisco Remote Silent Monitoring

» Cisco SPA30X Series IP Phones

» Cisco SPA50X Series IP Phones

» Cisco SPA51X Series IP Phones

+ Cisco SPA8B0008 ;R—KNIPFL 74— —KJIT A



« Cisco SPA8B00IP TL 74— % —KRVIA (4FXSKR—bh & 4FXO R— M ZHE )
» Cisco TAPI Service Provider ( TSP )

+ Cisco Unified 3900 1) —XIP 7 # >

+ Cisco Unified 6911 IP 7 #* >

» Cisco Unified 6945 IP 7 #* >

» Cisco Unified Attendant Console Advanced

» Cisco Unified Attendant Console Business Edition

» Cisco Unified Attendant Console Department Edition
» Cisco Unified Attendant Console Enterprise Edition

» Cisco Unified Attendant Console Premium Edition

» Cisco Unified Attendant Console Standard

» Cisco Unified Client Services Framework

» Cisco Unified Communications Domain Manager
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