Cisco Unified M eetingPlace

Weba, afvaf" & 1af 14 FAf-4, af af*a€®SOAP

APIa, " affaf%oaf@a,caffaf a@«a@Sae'a<a, a
8, Caf%oaf €a,nd, afafulID : Cisco-SA-  CVE-2015-

M edi urﬁ0150421-CV E-2015-0705 0705

&@a...~é-c<e—Y¥ : 2015-04-21 16:05
af @afa, af8aF 1.0 : Final
CVSS3,14,33,¢: 4.3

726 ¢¢- : No Workarounds available
Cisco af€a,° ID : CSCus97494

Y- &3@«ad, d,«ef...3 t3@ A€QecteZiQ«ad,"a,<aZYr-13QREQZA...~ a1 a ¢
Al

%1 el@

Cisco Unified

MeetingPlaced@ ®Weba,pafuaf a,'afta, £af-a, af afra@®SOAPS,Caf—afa,+afa, afsaf*af—asa, °afo

4@ "a@®e,1a1+x€83€ FEQAPIS,  afaf%oaf@a,nafaf 3€@83€@®CSRFa; @€ 3@ S Q@I @I TaQ 88
Unified
MeetingPlaced,naf33,"a,; 353, ' 3@ ®c®ic@ T2€... 3P «FEQCY¥S, %03 P33P «e-"39—3@,cRicOTaf ! af

&,-8183%6¢ @ a@®e,Tal+te€’s, (e QIQP—a€QAa,2afaf 3, |4,83,¢a,caffaf—astafas a, afrasrasy

5Q"3O®R,13%+2€85,'8 Q@ELEE OC 3QO™A IOV, PIPIEQR»X' RE..39 2%, QIPBI,3,4 8
e023V%" efY-a" €@
5 815,350 3€QCM»EE2ES ! 5513, 139 5039 «3F93,°ID

CSCus974943," 3f 5 5f .8, 5@ — 3@ %I @ —F @V IE, 39 "5 ORI 93,°59«3Q FE€Q1EY:3, 89 —3€'3 @

&, 1&/st €83 @ ®a@,a,<e£%23" @


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus97494
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:N/I:P/A:N/E:POC/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus97494
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0705
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0705

59 "3@®3,CAfOafhIf 3@ Frrfd @@ «a..é—3€+3,E3QYa™(,'3983€ a€@Cisco

Unified MeetingPlace

8.6(1.9)3@«3@ ¢,1a%+x€83@ES dc " 39—3@ | 5€,539%3@—3€Y3€ Cisco Unified
MeetingPlaced @ ®x-°3@—3@,3f@af1a, 3f8af3€«3,,e,1a1%+e€83@Ea" e 3@™5,: 0@ &flheE

8, T&Ysrac€8s, 49 «a,"89839,30%36,30"30 39 ECC°9aH°a,EIQYEEV3"9
8@ ®3,°3,'3,3e£ 13" 99«3 953959 | 5O TO®],Caf%0af Q5,03 N3 3P B®V+EY:3, 49 —3€'3,
DZEQP G-
@ O& 13923, Caffaf—aftaflaf 3,/ é@OC 3Q™a, A9 "3€ 3, /2. Y 3Q—3QUIQ™IE,
af\afva, 5@ €@ E@ e @e«afiafa, d@EA®%0... 3@« ¢ dQ8iQ @339 3@ 3, /cC°°QIO™a

CSRFed »ae fa@ “l200d0e ¢S5, 3@°¢ 08 Er-'2 39RO °iQ9«iQPui®,i@ | 3@ A€QCiscoéQOC" &
A AfA 14 A odf A% 4 4 18f af-4 ©afva A 83f(CSRRa@®e,..a @3af™3, 3f af«3@«ie@Prier. 3¢ , €O 3,

A/otEY (A 4@ —a€'a<a,-a,'aftaf a/oLe| —3QOMI OGO 3, 2. AY AO—3OAIQMAE,
ac®xfx"a@éa,2afaf aq, | a,s84a,¢c
aaa%oéélaéaéké‘g',,é,’gpoé,“éo%0,,5,«5,-5,15,350®50§5®Cae§”50_é€0 Ciscoa@p®Software
Centerd€<a,%od,caffaf—aftafnas g, a..¥e %o @i @ @3 9%4IQ™aE, Y ¢4,/ U, "3983€,5 95
Technical Assistance Center(TAC)3€«1-800-553-24475€3%:3€Y3€ 1-408-526-

72093 @8é€£cia@™8,«a @« AEQ
tac@cisco.coma@ 8é>»a @ afiaflhdf«a, and@—a€ | a,Caffaf—a, caf-af1haf%od, a...¥e %o« 3 @83 € @3 @3S

4, @eE£A"OC" " a%8%<AQ "4...~a% Q™o "

Cisco Product Security Incident Response
TeamiVs PSIRTY2%03€) €€ e0e-3,Caf%oaf€a,nad 3@« "e%%od@ 3, Ei¢ | 39,3,€,TaVtr€85¢

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20150421-CVE-
2015-0705



https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=28726
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=28726
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=28726
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=28726
https://software.cisco.com/download/navigator.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20150421-CVE-2015-0705
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20150421-CVE-2015-0705

o' 1g", At ¥ee

af @afa, Af8af| ez 8,»8, 3, -8f8af3| & af TafV.d, ¢4 | ee—¥a»"
1.0 dOc%o"affafrafa,' | é@O¢" "an- | Find 20158 daeos 21ce—¥

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8: 98 %iO®3,I0RIQ 190—i0 i9 ' 2PPINIO—ie 555 55
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS,5,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°8'S3 9T @ —3 @ «dn%oe> AP — €
aa0e8, Caf %odf € 3,13, 93P @®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL13"QAQP®A, afaf%0af| 3f143,93,3 34t



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



