Af€4,'af34, *af ~AfVaf%oa€pa, Ea@YaF-a,-3, aflax

&, ¢af%oaf @a,na,flaFraFulD : cisco-sa CVE-2014-
20141015-poodie 3566

& @a...~é-<e—Y¥ : 2014-10-15 18:30

e0eEg e ae-"ae—¥ : 2017-04-12 13:43

if @afa, afsasf 1.24 : Fina

CVS&4,14,%4,¢: 2.6

&Z6€¢¢- : No workarounds available

Ciscoaf€ea,°ID:

Y75 «a,”a,«ef...a 150_5€0é<iéai§0«5,"5,(52?&—#50®é025...-5%05{
e, 69

20148 10ae0e 142—¥aE@ Secure Sockets

Layer(SSL)af€af%a, af8333(SSLv3)af—afaf a,2af«3@«39S539,3@ | 3€Qa3—3@-af-3faffa, 6€£67(

Layer
Security(TLS)af—afaf a,2af«3@«3@-3QL3@ | 5»£3,93,%03, EGQ%hIQ—IQVI€,59"'5Q®e, TaVit2€S

é@“é@@é,Céf%oéf@é,né,1]éfaé0_é€oaeﬂié0®éfa§f3é,_é,“é,§c;¢°éaéé0§50050%€10""5€,
http://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20141015-poodle

e02aYs ef1a" @
Q" 3O ®3,Caf%0af 3,03 a3 @RIEES, 1a%+r€8a@EAI A0 GQ™E BL£123"Q €3 »3, 3,af83F 3@
o SSLV3E® efVa"@aesa paf@asiif i€ -8, Eie|3€,30%IO™
» CBCE&fCafvaf%.a@®af-afaffa, es—a@ 3@ i€QPrQ@ @333 3, (Eaaf af0a53,"af3,0af%af
2 jiQPRIQ,i 933, FIQPAO®IAY° 2 -39«31"3@ | 4@ 39343, R£1"PIQP IEQPIQ"TO®],Caf%0af@:
s SSLV33@ JOAQORELVIA"QIQP8I@ 3, uifQAfUIf 38, EIQ|3€,39%3a,"
+ SSLv3a€@ ef%3"@ae8a,paf@afkuif i@ -3, EdQhaO™MIQEI€HASf afOafa, afa,0af%af a,»af
&, TaY/se€85@®a,a,<e£%23" @

a&nja


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141015-poodle
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:H/Au:N/C:P/I:N/A:N/E:F/RL:U/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566

ORIfQ3,°FQPBEERECSNR39E, 8152 5Q™5,4;..8 | QIOTIQ,3,APSEBPCREIQ €@

Cisco Bug Search

Toola€«5,C5, 5,53, '59—30 | 5.©3..-39 3O®OC°4, (@39 —3€ 93, 5f—a, 355 5@8[Save

Bug] &’ é€ 573 —3€ | [Email Notification]

OY V48, aabodS A€ «3 Q™3 3@ " IEQAf93,°5Q Fr> 2-°393, FIQPYVIQ 3@ Qa9 «2F23€5¢Y

&-ia@®a,paf-a,»a, a,-afsaffaQ«e " e%%aea,EiQ |39, a e

£1,8"@a9S53,"39°%a, nafnasf

Product Defect
Collabor
Cisco SocialMiner CSCur36740 ||11.0iv4"20:
Cisco WebEx Meetings Server(CWMS) CSCur23727 ||2.5MR1i¥.
Cisco WebEx Node for MCS CSCuw23863 || &»S&y/4T
Cisco WebEx Social CSCur27459 || &»S&yFa
8, af%af%.af €a,nafaf” a, afoa,na,c:
Cisco AnyConnect(Android) CSCur31571 |4.0.01110i
Cisco AnyConnect(AppleiOS) CSCur31566 ||3.0.12169i
Cisco AnyConnect(Win/Mac/Linux) CSCur27617 W ndowsIJ
OS XaeS
Cisco Jabber Guest CSCur37086 |(10.5 (Ava
Cisco Jabber for Android CSCur33054 ||10.6 (Avai
Cisco Jabber for Windows CSCus03203 |10.6 (Avai

df@affas af afna, acaf—afa,rafna, afsafa

Cisco ACE 4710 Application Control Enginei/s A5iY9%o CSCur27691 || A5(3.1b)i%
Cisco ACE10/ACE20/4710(A3x) CSCur27985 | & ¢af faf—
Cisco 3.0(0)A5(2
e Rpak L AR NPk X A EnE Ryl X menx enxrmnx xruxels = ||ESCUr23683
ACE303, ¢af—Aaf2%, +afY.4, -4f §4f°4 *afaf “&f &f V.af «& &4 ,&f*af 04 ,Af¥arYaf « 3.0(0)A5(3
Cisco Application and Content Networking Systemi?/a" A CN Si¥/4%o CSCuu07949 ||5.5.41iY4°2
Cisco CSS 11500 Series Content Security Switch CSCur27999 | & ¢af faf—
Cisco Catalyst 6500 &, -af%afY48,° af +8, j8, 08, ¢4, |8 Oaf.af « & ffvaf“ a1
Cisco Catalyst 6300 feaf:8,° af 4,16, 08, ¢4, & Oaf vaaf « & pf/:af" 8, CsCur30334 | oaf faf—
af ¢4, af¥afvaf« -
Cisco GSS 4492R Global Site Selector CSCur28817 || e028v%" 5€
Cisco InTracer CSCur82599 |116.0.317 \



https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur36740
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23727
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw23863
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27459
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur31571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur31566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur37086
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33054
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus03203
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27985
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu07949
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27999
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30334
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur28817
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur82599

Cisco Master Content Rating Database Server (MCRDBYS) CSCur86679 ||15.0 (Avai

Cisco NAC Guest Server CSCur45172 ||e©24/4" &€

: - af'affaf €
Cisco Network Admission Control (NAC) CSCur30363 .

4.9.5Y75a..

3.9.4iv5a..

: . . : 3.8.41V5a.
Cisco Visual Quality Experience Server CSCur39303 .

3.6.9% a.

3.7.51Y5a..

3.9.41V 4.

. . . . 3.8.4iv5a..
Cisco Visual Quality Experience Tools Server CSCur39303 N

3.6.9% a.

3.751V 4.

Cisco Wide Area Application ServicesiVa WAA SIY%6o CSCur30423 ||&76€pi -

af@afsaf af afna, a€53, 303

Cisco ASA 55008, -af2afv.a, °Content Security and Control Security Services
Module(CSC-SM)

CSCur30351

&76@ i

Cisco Adaptive Security Appliancei¥s” ASATY460

CSCur23709

9.3.1.1iv4"
9.2.3iV4 4.
9.1.5.211¥.
9.0.4.261V
8.4.7.261Y
8.2.5.551Y
8.3.2.431V
8.5.1.231V
8.6.1.161V
8.7.1.151Y

Cisco Content Security Appliance Updater Servers

CSCur70422

€023Y5"' 4@

Cisco Content Security Management Appliance (SMA)

CSCur27153

9.5 (May 2

Cisco Email Security Appliance (ESA)

CSCur27131

9.1iv4 201!

Cisco FireSIGHT (Sourcefire Defense Center)

CSCur29974

Y4 FireAN
5.3.0.3i¥4"
5.4.0.11Y4
5.3.1.21V4"
5.2.0.8i%4"
4.10.3.111*

Cisco Identity Service Engine(ISE)

CSCur29078

1.2.0f" &f

1.2.1f &f



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur86679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur45172
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30363
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur39303
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur39303
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30423
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30351
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23709
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur70422
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27153
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27131
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29974
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29078

Q4147a...

1.1.35f'&f

1.1.4 &f* &f

&, 8,18, 38R, .. ¥&E28Y4 8, -8,18f Taf 14" | PSIY%o CSCur29000 || 7.1(10)iva

Cisco IronPort Encryption Applianceia’ | EATY%0 CSCur27340 ||&7é€p¢ G-

9.0.0i%2°2C

Cisco IronPort Web3a, »a, af ¥af%af t8 £8 ¢af—af©a, na, ¢af3a (WSA) CSCur27189 ||8.7.0iv4 20

8.8.01%4°2C

. . . D76

Cisco Prime Security Manager (PRSM) CSCur29172 ]

10.6.41i%4

. ot . 5.5.0.461V.
Cisco Secure Access Control Systemi/s”ACSIY4%o CSCur30345

5.6.0.221

df@affaf af afna, ¢

Cisco Application Networking Manager CSCur44194 |[5.2.51v4°a..
Cisco Intercloud Fabric CSCur85667 ||2.2.1i%x 2C
Cisco Mobility Unified Reporting System (MUR) CSCur82552 |114.0 (Avai
Cisco NetFlow Generation Appliance(NGA) CSCur61498 |[[1.0.3iv4'4..
, _ e023/4 86
Cisco Network Analysis Module CSCur38314
6.2iv4 201!
Cisco Network Collector CSCur31455 || &7é€p¢ G
Cisco Packet Tracer CSCur30224 ||6.2 (Avail
Cisco Prime Collaboration Deployment CSCur38423 |10.5(2)ivs
Cisco Prime Collaboration Provisioning CSCur30586 |10.6 (Avai
: : 2.2.0.111v.
Cisco Prime Infrastructure Standalone Plug and Play Gateway CSCus91128 A
3.0i%4 201"
Cisco Prime Infrastructure CSCur27813 || e023v+ &€
425MR1
Cisco Prime LAN Management Solutionia LMS - Solarisi¥&6o CSCus55522 |4.2.5 MR2
4.2.5MR3
. : 425MR1
Cisco Prime LAN Management
o _ e . CSCur38818 |4.2.5 MR2
Solutioni¥s' LM S;Windows3€Sa,” 3 €>Linuxi4%o
4.2.5MR3
Cisco Prime License Manager CSCur38418 |[10.5.21%48
Cisco Prime Network Registraria CPNRiV2608»®2ef 33, ¢af —af ©8, 0, ¢af3a,* CSCur57514 |[1.9.4iv44..
Cisco Prime Network Services Controller CSCur52967 |[3.4.1biv48



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29000
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27340
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27189
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29172
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30345
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur44194
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur85667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur82552
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur61498
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur38314
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur31455
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30224
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur38423
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30586
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus91128
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27813
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus55522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur38818
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur38418
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur57514
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur52967

@ efvsila

Cisco Prime Network CSCus78642 ||4.2.2i%x 2C
Cisco Prime Optical CSCur54796 iggpz/?“fz ai‘
Cisco Prime Performance Manager CSCug35854 || 1.6 (Avail
Cisco Prime Provisioning CSCur35067 ||6.7 (Availe
Cisco Quantum Policy Suite (QPS) CSCur37107 ||e©2&Y4" 5@
Cisco Security Manager CSCur29069 ||e©2d/4" &€
Cisco UCS Central CSCur29282 |(1.3(1a)i%a"
Cisco Web Element Manager (WEM) CSCur82499 |115.0 (Avai
Loca Collector Appliancei¥s’ L CA1Y4%60 CSCur30982 |[2.2.7iv4a..

Af«AfVAfta £Af8, °a€Sa, 5%, 'a,naffaf@asa,° - a," af

Cisco ASR 5000 & -&f2%f Y., °

CSCur49945

14.0.251Y4
15.0.261Y4

Cisco Application Policy Infrastructure Controller(ACI/APIC)

CSCur28110

1.0(2))iva
1.0(1n)ivs

Cisco 1054653, a€>Cisco I0S-XEi%4" 10Sd3 €@ ®3 € ;i%4%o

CSCur23656

3.16.0Siv4
3.15.0Siv4
3.14.SiY48
3.12.3iY4°2
3.11.4iY42
3.10.5Siv4
15.5(3)Mi’
15.5(2) Tiy
15.3(3)M5
15.1(1)SY

Cisco |0S-XEiv4 CSR1000V ¢®ic@ Ta»®af*a,uafhasfa, s, ar*astasSita%o

CSCur97502

3.13.2/15.4
3.14.1/15.
3.15/15.5(:

Cisco |OS-XEi/iWebU| a0 ef 1256 ®a € ¢i%%o

CSCur27466

3.14.15/15
3.13.2a51
3.13.25/15

Cisco IOS-XR

CSCur26433

5.3.2i%'2C

Cisco Nexus 1000V & -3f25fY.8,° & 14, oaf F4f €14 ESXi%%o

CSCus55315

5.2(1)SV3

Cisco Nexus 1000V Series Switches (Hyper-V)

CSCus15376

5.2(1)SM3

Cisco Nexus

CSCus15345

5.2(1)SK3



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus78642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur54796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq35854
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur35067
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur37107
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29069
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur82499
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30982
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur49945
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur28110
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur97502
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27466
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur26433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus55315
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus15376
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus15345

1000V 3, -Af2%f V.4, 95, 18, of f4f @ (KVM)

. . . 6.0(2)A4(Z
Cisco Nexus 3000 Series Switches CSCur28178
6.0(2)U5(1
. 7.1(1) N1(
Cisco Nexus 5000 CSCur30094
7.2(0) N1(
. 7.1(1) N1(
Cisco Nexus 6000 CSCur30099
7.2(0) N1(
Nexus 700
Cisco Nexus 70005€53,"3€3MDS 9000 CSCur26436 |[MDSiv/435.
MDSIY56.
Cisco Nexus 9000 (ACI/Fabric Switch) CSCur28114 | 11.0(1d)iv.
Cisco Nexus 9000 §, -af%afvaa, o4 8,18, (Af3af %0d, ¢af af 3 aE@NxOS
Cisco Nexus 90008 -3°6/*:4 48 '3, (Af*a[ %3, ¢4 3 5 @ CSCur28092 ||3.2 (Avail:
a,'a®YejE1%%o
Cisco ONS 15454 Series Multiservice Provisioning Platforms CSCur45810 ((10.5.1 (Jul

af«Afvafta £4f34, °a€Sa, ae3a,"

Cisco Small Business 200 &, -3f%f 4, ° 3,18, ¢Af f3, «&f—Af « 4f 28f @ 3F 3, 35%o

o CSCut25133 {/1.4.1.031

3,'3,0affaf@
Cisco Small Business 300 4, -af2afv.a,° 8,18, (Af f 8, «af —af « af zaf @af'aa, af%

oo 8 9[°6[V/A°8 18 18 33« 8 28/ @aINa. 810 | o 101016 |1.4.1.0314

3,'3,0affaf@
Cisco Small Business 500 &, -af2afv.a,° 8,18, (Af f 8, «af —af « af zaf @af'aa, af%

o= A 876 VA° 818 A8 -3« 28/ @alha.al%0 | o o100 |11.4.1 031,
3,'a,naffaf@

Cisco Sx220 switches CSCut17115 ||1.4.1i%x2C

Ur

Cisco Application Virtual Switch(AVS) CSCus70113 || CSCus701

Cisco InterCloud Fabrica»®aef38, 1af v.af  af v.af €a,na, §afca, af¥aslaaf« CSCur88165 |{|2.2.11%4"2C

Cisco Standalone &f©&f &, & fif /-af @ CIMC CSCur33929 |[2.0(3f)iv4s

_ o , L 3.0.21%a..

Cisco Unified Computing SystemiVa af —af ~af Vaaf %08, fif Vaf €1%%o CSCur29048 0 2 4L/

LAl /a

3.0(20)1va

Cisco Unified Computing System (Management software) CSCur29264 ||2.2(3d)iva

2.2.41Y4°2C

Cisco Virtual Security Gateway CSCur95337 ||5.2(1)VSC

6Y3B£°5€5a,”a@3aF | afafa,ia,na.

Cisco ATA 187 Analog Telephone Adaptor

CSCuu28408

9.23.1ES



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur28178
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30094
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30099
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur26436
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur28114
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur28092
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur45810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut25133
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut24916
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut24934
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut17115
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus70113
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur88165
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33929
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29048
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29264
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur95337
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu28408

11.0(2)ivs

9.041v/4"20:
Cisco Computer Telephony Integration Object Serveriva CTIOSIY4%o CSCur46589 ! .
10.0(2)1v4
10.5(2)iva
. e mpmen ) e o 10.2.3(26)i
Cisco DX &, -af%af¥a,° IP &f 4 ©af3 CSCur37317
10.2.3(33)i
Cisco Emergency Responder CSCur38406 (/10.5.1.100
: , 10.6.11%4°3
Cisco Finesse CSCur36742
11.0.11%4°2
Cisco IM and Presence, fif v.af*“ & (Cisco UPS) CSCur33203 865303
. & 9.1.1 SU5I
Cisco IP Phone 8800 Series CSCus33504 |/10.3.1i%4°2
Cisco Jabber for AppleiOS CSCur88532 |110.6 (Avai
Cisco MediaSense CSCur36737 ||11.0i%4"20:
Cisco Paging Server CSCur73771 |[9.1.11v4a..
Cisco Real Time Monitoring Tool CSCus/6752 {(9.1(2)SU3
Cisco SPA112 2-Port Phone Adapter CSCur30751 ||1.3.61¥42C
Cisco SPA122 ATA with Router CSCur30751 ||1.3.6i%42C
Cisco SPA232D Multi-Line DECT ATA CSCur30751 ||1.3.6i%42C
Cisco SPA525G CSCur30683 |[7.5.71v4"a..
: - . 9.4.(1)SRZ
Cisco Unified 6900 Series | P Phones CSCusr2472
9.4(1)SR1
Cisco Unified 6945 IP &f «8 ©&f3 CSCus33517 ||9.4(1)ESI(
Cisco Unified 7800 Series | P Phones CSCus33522 ||10.3.1i%4°2
Cisco Unified 8945 IP &f «8 ©&f3 CSCus33509 ||9.4(2)SR1i
Cisco Unified 8961 IP &f «8 ©&f3 CSCus33551 ||9.4(2)SR1i
Cisco Unified 9951 |P &f 8 ©4af3 CSCus33551 |/9.4(2)SR1
Cisco Unified 9971 |P &f 8 ©4&f3 CSCus33551 |/9.4(2)SR1i
Cisco Unified Communications Domain Manager v10 CSCus31279 ([10.1.2iV4°3
afeafaafyva
Cisco Unified Communications Domain Manager v8 CSCur31551 ||8.1.5i%420
8.1.61%4°2C
Cisco Unified Communications Manager(Cisco UCM) CSCur23720 |((10.5.25U2
Cisco Unified Communications for Microsoft Lync CSCus17232 ||10.6 (Avai



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur46589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur37317
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur38406
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur36742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33203
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33504
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur88532
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur36737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur73771
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus76752
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus72472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33517
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33509
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus31279
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur31551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23720
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus17232

11.0(1)iv4
Cisco Unified Contact Center Enterpriseiva UCCEIY4 %0 CSCur46573 9.041%420;
10.0(2)1v4
10.5(2)ivs"
Cisco Unified Contact Center Expressiy/a"UCCX1Y4%o CSCur36735 |10.6(1)iva
Cisco Unified IP Conference Phone 8831 for Third-Party Call Control CSCus/3694 |9.3(5)1v4 2
Cisco Unified IP Phone 7900 Series CSCus33571 ||9.4(2)SR1
Cisco Unified Intelligence Centeriva CUI Ci%/4%o CSCur36747 |111.0(1) (du
Cisco Unified MeetingPlace CSCur333%4 || 60284 5@
Cisco Unified Operations Manageri¥s CUOMi¥#%6o CSCus61254 || & ¢af faf—
Cisco Unified Wireless I P Phone CSCus34779 || 1.4.7x 20
Cisco Unified Workforce Optimization Quality Management CSCur86091 |10.5(1)SR!
Cisco Unity Connectioni¥s UCiY%o CSCur38411 9'1'28U3"j
10.5.21v5a
Cisco Voice Portal is" CV PiY/%o CSCus00447 {|11.0(1) (&
af“ af14,°%5€@4a,'af afafuafyasra, cacoastaf-af—as-a,
Cisco DCM3§, -af2afv.8,°990x-Digital Content Manager CSCur34886 |[1.5.10iV4"3
Cisco Edge 300 Digital Media Player CSCur52554 || 1.6RB(2)1*
Cisco Edge 340 Digital Media Player CSCur47726 12 (A\./,a“j
1.1.0.4i%4
Cisco Explorer Controller CSCut06313 || 8.01%4 201
Cisco Expressway Series CSCur35544 || X8.5 RC2i
Cisco Media Experience Enginesi¥/a"M X EiY4%o CSCus77133 || €044 &€
Cisco TelePresence Advanced Media Gateway 3610 CSCur33286 |1.1(1.40)i%
Cisco TelePresence Conductor CSCur36046 || XC3.0iv4
Cisco TelePresence Content Serveri%/s TCSiY%6o CSCuw43679||7.0
Cisco TelePresence EX Series CSCur23723 || 7.3 (Avail
Cisco TelePresence IP Gateway Series CSCur33289 | & ¢af faf—
Cisco TelePresence IP VCR Series CSCur33294 | & ¢af faf—
Cisco TelePresence ISDN Gateway CSCur33282 || 2.2afaf3a
Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300) CSCur33260 ||4.5(1.55)1%
Cisco TelePresence MPS Series CSCur33284 | & ¢af faf—
Cisco TelePresence M SE 8050 Supervisor CSCur33267 |[2.3 (Avail



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur46573
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur36735
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus73694
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur36747
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33354
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus61254
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus34779
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur86091
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur38411
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus00447
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur34886
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur52554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur47726
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut06313
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur35544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus77133
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33286
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur36046
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw43679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33289
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33294
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33260
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33284
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33267

Cisco TelePresence MX Series CSCur23723 || 7.3 (Availe
Cisco TelePresence Manageriva CT SMani/4%o CSCur53414 |(1.9.41v4a..
Cisco TelePresence Multipoint Switch (CTMS) CSCus?21874 | & ¢af faf—
Cisco TelePresence Profile Series CSCur23723 || 7.3 (Avail
Cisco TelePresence SX Series CSCur23723 || 7.3 (Availe
Cisco TelePresence Serial Gateway Series CSCur33297 |/1.0(1.42)i%
Cisco TelePresence Server 871089 53,"3€°7010 CSCur33274 | 4.1 (Avail:
Cisco TelePresence Server 87103€€ 7010 CSCur29295 |14.1(1.79)1%
Cisco TelePresence Server on Multiparty Media 3105€€320 CSCur29295 |14.1(1.79)1
Cisco TelePresence Server on Multiparty Media 3105€€320 CSCur33274 ||4.1 (Availe
Cisco TelePresence Server on Virtual Machine CSCur29295 |4.1(1.79)1%
Cisco TelePresence Server on Virtual Machine CSCur33274 ||4.1 (Availe
Cisco TelePresence System 3000 Series CSCut20638 110.11iv4
6.1.81v42C

Cisco TelePresence Video Communication Serveri¥aV CSiYd6o CSCur35544 | X8.5 RC2i
Cisco Telepresence Integrator C &, -af%af¥44,° CSCur23723 || 7.3 (Availe
Cisco Video Distribution Stiite cscuraepe || 5> 18
4.0.01%5a.

Cisco Videoscape Control Suite Foundation CSCur52786 ||4.0.2i%42C
Cisco Videoscape Distribution Suite for Internet Streaming CSCur4 7193 |3.3.1-b113
é

Cisco Mobility Service Enging(MSE) CSCur45764 (8.0 MR11Y
Cisco Wireless Control Systemi/s" WCSI%4%o CSCur69679 | & ¢af faf—
8.0.110.01

Cisco Wireless LAN Controlleriva WL Ci%460 CSCur27551 ||7.0.251.01
7.4.130.01

Cisco Wireless Location Appliance (WLA) CSCurd5764 |18.0 MR1iY
8,-3,'a,% af>c

Cisco Cloud Web Security(CWS) CSCur34051 ||CWS4, 35f
2.3.81%5a..

Cisco Common Services Platform Collector CSCur27898 |[2.4.21V54.
3.0.0.1iv4

Cisco Proactive Network Operations Center CSCur39184 || Affected s
Cisco Registered Envel ope ServicelVa CRESIY2%60 CSCur27657 ||Affected s



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur53414
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus21874
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33297
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29295
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29295
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29295
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur33274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut20638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur35544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur23723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur39629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur52786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur47193
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur45764
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur69679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur45764
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur34051
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27898
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur39184
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur27657

Cisco Services Provisioning Platformiva SPPiY£60 CSCur30533 ||e024/4" 5@

Cisco UCS Invicta Series Autosupport Portal CSCur29802 || Affected s

Cisco WebEx Meetings (Meeting Center, Training Center, Event Center, Support T29SP111*
CSCur45445

Center) T28.12EP;

Cisco WebEx Messenger Service CSCur31504 {20158 4ec

af @affaf af afiua, dn%oa (RicO TS, 39’25 @ @ CRicOT CSCur31043 2.6 (Availe

8, tal/oc88,' 49 «d,"89839,80°80,30"59 "aQE(C°° QI Y4, EGO VLA G

8, af3af%oaf €a,2df’af" a, afoa,nd, cafaf € “d, fod,na,cafaf” a,%af-afa, ) da,8d,¢

* Cisco |P Communicator

Af @Gffaf Gf Grua, oS0, a€°a,ar’artarar, a»a,af¥arasa, £ artareo,na,’

 Cisco Adaptive Security Device Manager(ASDM)
» CiscoPIX

Af@Affaf af G40, CRicTa@ "Gf—afar a, arsarasra,

» Cisco Access Registrar 8 ¢af—af©a, o, ¢af3a,1

Cisco MGC Node Manager

Cisco Prime Access Registrar § ¢af —af©4a, o, ¢af33,1
Cisco Prime Data Center Network Manager
CiscoWorks Network Compliance Manager

EYSAL A€ SH, "G °af | GfGf+a,iG,2G %o G, °afYar¥asa,+afva, Grsar artafea,na,’

» Cisco 7937 IP Phone

« Cisco Billing and Measurements Server(BAMYS)

» Cisco PSTN Gatewayi¥a PGWiY9602200

» Cisco TAPI Service Provideriya T SPiYa%6o

» Cisco Unified 8831 3, -af%fv.a,° P Conference Phone
« Cisco Unified IP Phone 69015€53,"3€°6911
 Cisco Unified Sip Proxy

Af“ Af 14, %€


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30533
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur29802
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur45445
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur31504
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur31043

&0, "6 GfGFUGIVATa,° GEQaFfIafGf—af-G %O f6, 0EQa@SH, € ar GfOaFa,'a, *aruarta,£ara,°
aftarea, =,

» Cisco D9824 Advanced Multi Decryption Receiver
Cisco D9854/D9854-1 Advanced Program Receiver
Cisco D9858 Advanced Receiver Transcoder

Cisco D9859 Advanced Receiver Transcoder

Cisco TelePresence Management Suite

a,-8,'a, af>a,'af taffaf%o a afvaf a*

» Connected Analytics for Network Deployment(CAND)
» Services Anaytic Platform

&0% °
SSLv35@ G€@a,nafa,;afhaf@affaf a@a€@0©a@®IPv4 (Internet Protocol version

4)3€53,"3€3Pv6 (Internet Protocol version
6)aftafua,af@asffas as éf%é,_’a,éé0®é€§égiéQ®é,»é,éﬂéfaéfTé,Eé,’aeQOé%é0“"5,@0\?5,050«.‘

CO %A AQB®E, af0a,n3,¢af’af 3@ aftaf-a,0af«af a@8TLSE, af@a,a, 3, afhaf 3@ —3@hi@™ag

SSLv33@ S€@HTTPSS, dna@—a@YWebaf™afha,'3@®c®ic@13,0afa, afaf+5,83,13,'3€QSSL
VPNG€@3&,»3,af¥8,CSIPAEQHTTPSA, a3 @—a@Yaf4,ia,0af«e» (€ QTP aQOIEPF, 3,3, 3e£123" Qa4

G "3@P®e,Ta%+tr€83@«3€@ a€QCommon Vulnerabilities and Exposuresi’4”CVEi%%oID
59 30—3€  5€QCVE-2014-3566 36 E&%0%3, 5575 59 | 8,%03, E5€ | 3€,5@%IQ™IE,
H76€p¢C-

SSLv33f—afaf 8, %f A «3, GQLIQ | 2O Q5395 ES,eOVef113,'8;..8 | QIO FO™IFO5I®CRE"

SSLV3af—AafAf 8 3%8f <8, aedS O «AO™3 <8¢0 | 9O TI959,50

[Val
Qo
@
)
&8
“
an
®
an
dh
®
an
®
an
®
@
o
i,
Qo

o6 Y/ &SSL V3 —afaf 8,38 <, ¢, BSEQ «3 Q™35 €93 £6f 3O®I,T5f03,13,CaFAF 3653, 13



3 -51535@ 3@"a@®e,Taltr€8i@«a %IQ™3,Event
Responsed,'a...~é—3@—i@ | 3€,3@%HiO™3E,
http://www.ci sco.com/web/about/security/intelligence/Cisco ERP Poodle 10152014.html

4ok 5@ :8,%:5535°4,15,54,¢

8 Y0Af+af "4, |3, 83, ¢af @afd, af8af 5@ a;PeLIQP«E-CaQP™E «xf...3 13P«IPriQ,i@ | i@ IEQPIOP O

5 1583 5, '5 55 CAO ®3, CAffaf—&,°3f-aFf 13 %03, enced " J5@™E,A 30 36 €O
http://www.cisco.com/go/psirt &@®3,-3,'a,* 3,»3,af¥afafta.£

8,C3f%0af@3,03 M3 3€Q 3 0eC"3€ QIO S, Q3 EESCYYIQ B, CAf1AA, «8,05f-5,, 3EQINCECISEO®E, LA
a,%af*af¥afa, af8af*a,cC°°Qi0—i@ | i QOVIQ 30 30,35,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%"TACi%%03, i @—3@ @3¢ AY'(,i@—a3@ | 5@,3,afiafPartarsara, af—afaf@a,nafeafaa €«
I O ~n oo oo oo ~ e O [-] - oo

4, @>eE£a"O¢" " a%a%a® a...,a%hec™oe;

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ 3€@x0e-3,Caf%iaf€@a,n3 03¢« "e%%id@ 3, i@ | 39,3, ¢, Taltet

d@"a@®e,Ta+x€83€ 3€@Googled®®Bodo
Moellere°@3€«3,"3@£L£3€ 5,-3,"3,25@«a +3'S3@+3, E3 Q%I O—3QY3IE,
URL

http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20141015-poodle

o' 1e", at¥ae

af @afvaa, afsas

1.24 Cisco TelePresence Content Server(TCS)d,’ &:¥458S

123 3, Caf%oaf €a,0a, Y afaf affafeasrna €«a,%oCisco Bug IDG@®ASE,"af a@®a €653,
' IDIQB®IABES...  3@°af3,"3f G @«a@Pri@, i@ | 3@ €QIEETe,Ta1+r€839B®IQ,

1.22 Cisco WebEx Meetings(Meeting Center&d€€@ Training Centera€@Event Centera€@Sup

1.21 FEER, TaVrocL85@ Ea"a0e " 3@ ™3 «e£1L3"Q@A€Qa,»3, 3,-3f83a€@ «Cisco WebEx Nc



http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_Poodle_10152014.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141015-poodle

af@afva, 3F5af

Communicatora,’&; %3S 3¢,

1.20

Metadata update.3, ¢af %oaf € 3,15, 9525 «30%0a> 5@ 3€,3,559%3€>3,"5€,

1.20

SEER, T8V aeE88@ Ea™ a0 " 3@ ™A £ L3"@3€Q3,»3, 3,-af8aFP 3@ «Cisco ATA 187 A
Suite(TMS)3,'8; %3S 3€,entae: 3@ Pef 13" Qi@ ®i; Prfe 56 3554, =f...4

1.19

FEES, T8/ aE85@ ®I@,3,«L£13"QAEQA,»3, 3,-af8afa€@«Cisco Application and C

1.18

FEEL, TaY/taeES3QP 3@, 3 £ 113" @ AEQ A, »3, 3,383 3@ «3€€CCisco Intercloud Fa
System 30004,-3f%3f14a,°a€€ Cisco Sx3003,"d,raffaf€a€€@Cisco Sx5003,"a,naffaf

1.17

SEECisco Access Registrard, ¢af—af©3, od, ¢4f34,15€53,"3€>Cisco Prime Access Regis
Tracerd€€Cisco MediaSense3€€3€53,"3€>Cisco WebEx Messenger Serviced @
88314,-af*af%a,°IP Conference Phone Enterprised@®e¢,ta%+x€83 Q3@ —a€@a

1.16

FEES, TaYatoL85@ Q™A " d@ ™A L1230 @€ @A, »3, 4,-af8af3@®e; af@afha, i

1.15

FEEL, T/ +aeES3QP 3@, 3 £ 113" @ 3€EQ A, »3, 3,-3f83F3€«Cisco Prime Performanc
Invictad,-af2af14a,ce1°a«a,uaf@afnaf af@asta,;af«3@®a,«afta, afa,'an%oae> a€

1.14

FEEL, 18/ taE85@RIQ,3,«L£13"Q3EQPA,»3, 3,af85F 5@ «Cisco Prime LAN Manag
88315€€Cisco Unified Wireless IP Phoned,'&; 135 &€,

1.13

Cisco |0S-X Eivs CSR1000Vc®ic@ Ta»®aef>d,uaf1hasfa, a, af>aftasSita%o3€ € Cisco V
Phonea€@Cisco Unified 9971 IP Phoned€€Cisco Unified IP Phone 79003,-af2afV
Switch(CTMS)a€€ Cisco Unified Communications Domain Manager v8a€@Cisco
Phoned,'d€Ee, Ta%+e€83@R®IQ,4,«0£123"QAEQPE,»3, 4, 3f8a 3@ «8»aca@—a

1.12

Cisco Catalyst 65008, -af3afYv.a,°af +4, |8, 0d, ¢4, |8 Oafvaaf «a, ff vV.af“ 8,1af ¢4, af¥afvaf «a€¢
55008,-3f%af143,°8, 23 5ftaf>af,4,»3,af ¥4 4513, £3€ 53, 598" 943%;3,»3,aF¥aF5f 1
Mobility Unified Reporting System(MUR)a€@ Cisco Quantum Policy Suite(QPS)a€
Multi-Line DECT ATAa€ €@ Cisco Voice Portal(CVP)a€€@Cisco TelePresence Manage
Wireless Location Appliance(WWAP) la)a€€pCisco Services Provisioning

Platform(SPP)d€<3,%08©°31."a@™a,«2£123"€ 8,73, 3, 3f83f 3@ «(8»3< 3 @—a @34

111

Cisco Network Collectoré€€ Cisco Prime Collaboration Provisioninga€€Cisco Unifie
Servera€@Cisco Unified Contact Center Enterprise(UCCE)a€€Cisco Videoscape I
Streaminga,'a€Ee, 1a%+ e €83 @RI @,3,«£123"QE€QA,»3, 4, 3f8a 8@ «(8»ac A€,

1.10

Cisco NetFlow Generation Appliance(NGA)aE€p Cisco Finessea€€@Cisco SocialMinera€
Meetings(Meeting Centera€€Training Centera€@Event Centera€€@Support
Center)a,'a€Ee,1a%+e€83@RIQ,3,«2L3"QAEQPE,»3, 3, af83 3@ «(8»a<a€,3€(

1.9

Cisco WebEx Mestings Server(CWM S)a€€ Cisco GSS 4492R Global Site Selectora€ €«




af@afva, 3F5af

Prime Network Services Controllera€€Cisco Prime Opticala€€Cisco UCS Centra
6000a€@Cisco Unified MeetingPlacea€€ Cisco Unity Connection(UC)a€€Cisco E
Profilea,-af?fafsa,°ca€€Cisco TelePresence SXa,-af*afa,°a€€Cisco Telepresence
Productsa,»3, a,-af83f%3,'3€,¢..809—39 | 3Q QIO 3€°3€,3€,3€Ee, Taltr€sa

&EECisco Jabber for Android&€€@ Cisco Content Security Management Appliance(SM
1.8 Managera€€Cisco Nexus 70003€53,"3€3MDS 90005€€Cisco Proactive Networ
Centerd,'e, ta%+x€33@®IQ,3,«0£123"QI€Q3,»3, 4,af83fa@«c8»a«3€,3€EE, T

1.7 H TS, 1oV -oc85@ Ea"a0e 3@ ™a,«e£1L3"QACQIEQIEETe, TaV i+ €83 @ EA" a0 "5
1.6 FEELR, TaY/-oeL85@ EQ" a0 @ ™E £ 3" Q€ QIEQIEES, Tala+tar€83@EI" a0 "G4
15 GEEe, TaV/roeE83@ A" A " a@ ™3, «e£123" QA€ QIEQIE(ES, TAV+ €85 QEAI A0 " S
1.4 FEES, T/ roe83@ EQ"ace " aQ™a «eL£123"QPIEQICQIE(ES, TaVatx€83@QEI A0 " a4
1.3 GEEe, TaV/oe83@ Ea" A a@ ™3, «e£123" QA€ QIEQIE(EES, TaAV+€85@EAI A0 " S
1.2 BEES, TaY-ae£83@ F3~ 400 3@ ™35, F 113" @€, »3, 3, 3f8a 5@ «£1L3"@a,'8; 14"
1.1 &cy58S 4@ +3, E3@ Y [Event Response]afiasfs, a€,

1.0 E@aza...~é-afaf2afna,’

d'©¢" Q¢ .,

ae0ed, Caf %odf € 3,03, 95°3@ ¢,i8, 98 %hIQP®S, IQPPIQ IQ—iQ iQ9 2QOIWIO—3€  3€53,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, aQ®a1 " Q@ «b-CAP™E @2 Em IQPBE €
3OUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3@5,8°° 4S5 QT O —3 @ «an%oe> TP —3€
a0e-d, Caf%oaf ©48,08, 35 Q@®e "8;°8T.. 4R '3 «é-CAH—3@ | f..& +6..95;i5€9® URL

3,CeQCYiQO—ICQIQ -IPB®E»(e %04, , 2,9 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥aF3FAf 3@®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



