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ASAZ, VHAfeaf"d 4 83, ca@®erntr°a@®e, Talste€
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ae0eEgLBe ae—ee—Y¥ : 2015-07-09 15:14 3387
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afeafeafina,' a€p«ad, caffaf—a,caf-af1haf%od @™a,« 3@ 3@ i@ «3, iQPLIQ | IEQPIQ"IOBRI@E{ESF, A

Ciscoé@©3a; 0edz<d,»a,af¥afasta, £a,caf—afoa,na, cafa, (ASA)a, 1.af-af"a,|53,83,Ca€@ €@x-ja@®e,1

 Cisco ASA SQL*NET3,0af33, 1435, 5, -af 8434, "af34, , af 5@ ®DoSe, Talite€s
» Cisco ASA VPNa@®DoSe, tala+ae€8
» Cisco ASA IKEV23€@®DoSe, talitae€s
* Cisco ASA Hedlth and Performance Monitora@®Denial of Service Vulnerability
* CiscoASA
GPRS3f afaf @afiasfia,caf—afaf a,af«a,nafa,'afsa, a,-afsafa, afra, affa@®DoSe, taltae€s
 Cisco ASA SUNRPC3 naf33,1af s, 4, -af 8af33, a4, ,af*a€@®DoSe, Tali+xe€s
 Cisco ASA DNS3 odf35,1af$3, 4, -af 84133, "af34, ,af3a@®DoSe, Tala+ae€s
» Cisco ASA
V PNAf+3, 8afV.af «8, af vaf @afad, 2afzafaf%oa, naf*a, 3,83, 4,-af8afa@®e, Taltae€s
» Cisco ASA VNMCa@®Command Input Validation Vulnerability
» Cisco ASASfafYVaa, «af «af 4 18E...a@«a@®e,Tali+xe€s
« Cisco ASAE, &f©3 ng, CAf3af &f -8, 1SSL VPNa@ ®aef...4 +é-«cn°3 55, 39°DoSe, Ta%+ae€s
» Cisco ASA4, af©4, rd, ¢afaf af—a,1SSL
VPNaf@afha, af«a,«3,'a,;af23,03,°a @®A®REA...  2€83@®e, TalatrE€]
« Cisco ASA Smart Call Homeaf13, , 3, (Af «& Vs Zao  amosd V4@ ®e, Talstae €8

a49"a,(E3,%03@®e,Ta%+x€83@ 3”3€, 3@« C«iQP—iQ | i@, 3QNIQP™NAEIQ,i958,EIQAQ®e,

Cisco ASA

SQL*NETS, odf23, 14/ &3, 3, -3f847°8, "8f°8, . 4f°5@ ®a,nafkif'a, ad@ ' 5o ®8, 13%+xe€55€€Cisco

ASA VPNa@®3,uafhafa,'eda@  a@®e,Talte€sa€c@Cisco ASA

IKEV23@®3,uafaf'a,'ed€@ | a@®e,1al%+x€83€@CCisco ASA Health and Performance
Monitord@®3a,uafuaf'a,'eda€¢ | a@®e,1al+e€83€€CCisco ASA

GPRSaf affaf@afiasfia,caf—afaf a,af«a,nafa,'afsa, a,afsafa, afrs, affa@®a,paf1iaf'a, e aé
ASA

SUNRPCE,naf33,'af83,”3,-5f53£°3, " 5°3, 3P 5@ ®3,uafkafa, 3@ | 5@, 131+ 2E559 @3 @rLS OC

Cisco ASA

VPNa&f+3 SafVAf «& AfVaf @afha 2378385 %03, naf%3, 4,85, 4,-4f83 5@ ®e, T4 %+e€85€@Cisco

ASA VNMC3,3573F23f%04...¥aSraencee " 43@Q®E, Tal+x€83€ 93653, 3€3Cisco
ASAESaf14E,«af«af3, 4. . @«aQ®,13%+€83€ Er,’C" 563,33 3€QL0231,"4,-5,"af1af 3@ C



Cisco ASAE, BfO8, o8, CAf8f 8f 4, 1SSL
VPNEQ®&S..& t%@ie 30,30 5afkifs e3¢ 5908, 1a1%teesi@Er, (" 463, s 3@ i€

Cisco ASAE, Bf©3 od, ¢Af3af & -4 1SSL
VPNEf@af¥a,; af«a@®3,«3,3,0 525,08, 40 2€55Q®8, 141+ 2€83@ER 2C" 50+3,E5, 5@ €3
VPNEf@af1ha,; af«3 @ E5%paR35+3,E 3@ &f1he€s39E30,5,55€04a, af3,"3,ua,03f 3,3, afaf—

Cisco ASA Smart Call

Homea@ ®afi3, 3,0 af«& Taze™Zae> seroed " h3@®, T81+e€83 @ Ear, ¢ 3€+3,EA, 3@ "€QAFIE, 3,055
Adaptive Security Device

Management(ASDM)cuEC"+3@820%3%:"4,-3,'aftaf 3@ 3@ ®C®ic@15,¢a, 3,»3,'5,'89-3%—3@—3 @Y

8,-8,%4,%€ "3, (E3,%3@®e,Ta%tre83@«d %At d@™a,4,1%afaf 3, 4,88,Ca,caffaf—aftasinasa,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié®®éfa§f3é,_é,“é,§<;¢°éaéé0§é@0§0%§0“"§€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141008-asa

e02aY5" e €@
i AQRL 1" QPIPLIRYe|EIQ+3,EI@ | 5€,5,Cisco
ASASZ, 1535 3f°3,!3,83,C3€@ 3€@entxr-°i1@®e,13%+rE8IQ9B®E1+EY,3,'4Q—IQ'FQUIG™AE,
« Cisco ASA 5500 & -af%if /.8, %6€ ©3; 0287<3,»3,af¥af° 515, £ 5,Caf—3f03,23,¢a5%3,"
* Cisco ASA 5500-X 8, -af3af V.8, Caeja, —arEaf+4, 8, 08, ¢4, 18 Oaf Vaf «
« Cisco Catalyst 650083, -f34f Y43, %4, 18, vaf faf € 3€ 53, a€>Cisco
76003, -3f2af143,°3F«af%3,:¢" " Cisco ASA3,uafaafa,'afca, af¥afaaf«
« Cisco ASA 1000V 3, 3f©3, 'af %o &f+4, & 08, ¢4, '8 O&fYAf «
o Cisco 6@©48;0087<8,»8,af¥af a5, £a»®aefd,¢3f—af0a,na, cafa, i1 ASAVi14%o
&/+6Y ¢4 8@—ae'a,«Cisco
ASA3, 11,3533, 4,83,CAQ®AFEFEf4E,"3€@ €@ C%'ARZIH®, T31+2E83€«3,"3QLIQ | (+°36%3,53

8, TaVtaE85@®a@,a,«e£%2a" @
Cisco ASA SQL*NETA, 0af3, 14, 3, -4f 84f%4, "4f%4, 4f*3€@ ®DoSe,, Tavste€s

Cisco


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141008-asa

ASAZ VsAf+af 4,14 83 A€ S€@SQL*Netad,naf’s,'af33, 5, 385539 Ee0e%0dS 598 4@ 3939 54

SQL* Neta, naf3, 14755, 3, -4f §af2a€ Ee0e%035'5 9«3 QI Q£3@ | 36,5, 39 A QOIP T3 A, 02 Qa4
show service-policy | include

slneta, 3af 281 38f %od, voiC AP —3€ | AEQET°ESAQ ;" 3€+3, 53939 "3,/ QIO—39%3Q
ASAQ3,%af+af 3, a,83,(a,/'¢r°a@—3@ | 3©,a@aAQP™AE,

ciscoasa# show service-policy | include sqlnet
Inspect: sqlnet, packet @, drop @, reset-drop @

o a8, Q%48 SQL
*Netd, odf4, 1558, 3, -4f 8525 aftaf-a,03f«if 39 820e%asS 39«39 3QLIQP 50,5 0%IQO™IE,

Cisco ASA VPNa@®DoSe, tatatae€s

Cisco ASA V:af+af 4,14 84, ¢a€p 3€€a,-3,"aftaf 3€ EIKEV13€53,"3@°IKEV2

VPNaeZ¥c933, cy,8°t3@9™4,3, 3@ 139« AR339+3,F3€ | 5€,5,<3 39 3£ Q39 39®8, T8+ rES:
to-LANG€@IPSec VPN3, af©4&,123,¢af*af a9 “"IKEv2 AnyConnect

VPNI@®4& je-'5€«3," 8, A afCaf1haf 5,¢a, 3,38, 'VPNI€ @3 55,"3@>L2TP over IPSec
VPNaeZ¥cY35@ E3@«39%3, EFa@%IO™AEE S, af035,05,¢aF3aF 5f-4,"SSL

VPN3€©%39Y3€ AnyConnect SSL

VPNI@ 3€Q3Q"39®e,Ta%+2rE83QRIV+EY,3,'4Q—39'39%3>3,"3E,

Cisco ASAGQ EIKEV15393%439Ya€ IKEV2

VPNaeZ¥c933, cy,c d@™a,3, 39136« d®334+3,E5@ 59,3, 5930039133, (2 QIHP™:
show running-config crypto map | include

interfaced, 38f 78f3af %08, 8oiC" 3 —3 € | AEQA1°8S 3@ Fe;"39+3,F3, <39 30 3, (L2 QIO —a %3
outsided, naf34, (Afdf 3, 84 08, 1a@ «& " a®35 P+ 3, EIQY

CMapa@® 3€,i@TAQP Q3% @AY ®rS—a@ -af7affaf—a,/(r°i@P—3@ | 5,3 QAIQ™MAE,

ciscoasa# show running-config crypto map | include interface
crypto map outside_map interface outside

BTV KEV1A©%43@Ya€ IKEV2
VPNI@ 3€@aftaf-3,03f«3f 5983@ & 4R35 3, Fi®  3€,39%3€>3,"3€,

Cisco ASA IKEv2a€@®DoSe, talatae€s

Cisco ASAE V4«41 "5, 15 84 ¢4 563, 3,41 5f 3@ EIKEV2
VPNaeZ¥C983, cp,4°T49™3,<3, 5@ T3 «e " 30356+5,E30 | 56,5, 39 3€H319 3O B8, 18Vt RES:



to-LAN IKEV2§0§§,“€103AnyConnect IKEv2

VPNaeZ¥cf359 ES @ «39%3, E3%39™aE IKEV2

VPN3@ E20e%0dS 49«39 3QFI€ | 3€,5, 30 3QO0IQTIHE, 'O QIP™IIQP QP 3P

show running-config crypto ikev2 | include

enabled af 78f35f %od, 8locC" AQ@—a€ | A€, 385735 %03 @ E31°85>8,8,"5QO™I Q"3 "3, Q-
outsideA€ SIKEV2 VPN3 @ Eaee%o03S' 39«3 @3 Q£3€ | 3€,5,<Cisco

ASAQ,'cr°3@—3€@ 3@, @HAQP™IE,

ciscoasa# show running-config crypto ikev2 | include enable
crypto ikev2 enable outside

IKEV24,’ aa0bodSIa@p «3 9 ™3 <39 59 " 39«3S 59°3€ | 3€€Cisco

ASA3983€ FEQIKEV23@ Er0%0dS'3@«393QL3€ | 5€,3,,03F8,;5f%af3,83,13,'5€«3,” aF;
show running-config crypto map | include

interfaced, 3af Z8f3af %08, 82C" 4@ —3 € | AEQA1°8S 3@ Fe;"3+3,F3, 39 "3€ 3, (2 QIO —39 %3
outsided, oaf34, (Af V5, 84 08, 1a@ «& " a®35Q+3, EQY

cMapi@® 3€,i@TAQP Q3% @AY ®rS—a@-af23ffaf—4,/(r°i@P—3@ | 5,3 QAIQ™MAE,

ciscoasa# show running-config crypto map | include interface
crypto map outside_map interface outside

& TYSIKEV 2
VPN&@ &f1df-3,03f«3f 39839 2x%dS'59« 39 3QLIQ  5€,50%3>3,"3E,

Cisco ASA Health and Performance Monitor ¢ ®Denial of Service Vulnerability
Cisco

ASA3 Y58f-4f"4,13, 85, 05 a€QASDMI@®af af«a,'afafa,0afhafzasf’a,'afcasfa,¢afasra, (HPM)a @

HPM &€ Eae0e%0dS 3@ «3 93 QFI€ | 39,3, 3939039 T34, (2 QIO™3E, AP «IQ €O

show running-config | include

hpma, 3af 28 38f %08, d/ocC" 4@ —3€ | €@ 81°8S 3@ T "3 +3,E5,5Q"39 "3,/ Q3P —3QHIO™
ASAQ3,%2af+af 3, a,83,Ca,'¢cr°a@—3@ | 3 ©,aQHIQP™MAE,

ciscoasa# show running-config | include hpm
ciscoasa# hpm topn enable

o TVEHPM 4@ aFtaf+5, O8f A 595359 2R%035 59«1 TOLIO  50,50%3 13, 5€,

Cisco ASA



GPRSafafaf@afeasia,caf—afasf a,af«a,nafa,'afsa, a,-afsafa, afa, afr'a@®DoSe, talatax

Iy

Cisco
ASAZ VoAf+af 4,15 85, ¢5€ a€@QGPRSAS affaf@afiafa, caf—afaf aaf«(GTP)a,nafa,'afsa, a,-af8af3

GTPa, 0df33, 158 %3, 3, -4f 8538 Eae0e%0dS '3 @« 93 Q£f3Q | 59,3, 393 Q0IQTIHE,C°°QIO™3
show service-policy | include

Otp&, 38f 287381 %08, 8locC” a@p —a € | SEQEI°ES 3@ EL;"3€+5,FS, 39 39 "3, QIO —39%IO™3
ASAQ3,%af+af"a,,a,83,(3,/¢cr°d@—3@ | 3@,3 @%@ ™AE,

ciscoasa# show service-policy | include gtp
Inspect: gtp, packet @, drop @, reset-drop @

o /&G T P4, 0438, 14188, 3, -AfS3f38@ 3f1af3,0af«af 39530 %3S 59«19 IQLIQ ' 50,30%

Cisco ASA SUnRPCA, nafe4, 1af &, 3, -Af8af%8, 474, 4f5@®DoSe, taVitae€s

SUNRPC3, 0af34, 1481 &, 3, 87 83250 Ee %3S 39«3 9°39£30 | 56,5, 89 5€6Cisco
ASA3, 1235353, 5,558,530 39 30®8, 8%t 2E53QBI%16Y;5, 30— 3O %IQ™MIE,

SunRPCA3, df33, 18 %3, 3, -4 855 Eae0e%0dS'3@«39 3 9£39 | 59,3, 3939039 T3 E,C°° Qi@
show service-policy | include

suNrpca, 3af Z8f3af %o, 8lacC” A —a € | SEQEI°ES 3@ ;" 3€+5,FS, 39 39 "3, QIO —39%3 €
ASAQ3,%2af+af 3, a,83,Ca,'¢r°a@—3@ | 3©,a QAP ™MAE,

ciscoasa# show service-policy | include sunrpc
Inspect: sunrpc, packet @, drop @, reset-drop @

o T/&SUNRPCA, 0af38, 131, 3, -Af 83380 af1af3,0af«af 59820%085'49 39 FPLIQ ' 50,504

Cisco ASA DNSA, oadf33, 1433, 4, -Af 8434, "af34, af3a€@®DoSe, talate€s
Cisco

ASAZ V:Af+af 4,14 85 A€ a€@DNSE,naf%a,'5f33, 4,-3f83 3@ FEee%03S 393 39 3€93"39®2

DN S8, odf33, 18 33, 3, -4f S48 Eee%03S '@ «3 93 9L3Q | 59,3, 393 Q0IQP TIPS, (2 9FO™a
show service-policy | include



ANSA, S8 2838 %o, &oiC B —3€ | FEQ T3S 3QEe; 595, E, 5 5€ "3,CCO QIO —3QHIO™:
ASA3,1af-3f3,14,83,¢8, (3@ —3@ | 50,3 Q%IO™IE,

ciscoasa# show service-policy | include dns
Inspect: dns preset_dns_map, packet @, drop @, reset-drop @, v6-fail-close @

o 1/ZDNSA, oaf33, 14, 3 -AfSafo8@ affaf-3,035«3f 59820%035 59«19 OLIQ ' 50,59 %IO™

Cisco ASA
VPNaf+a, 8afvaaf«a, aéfl/z;éféé.fwé,"‘é.fié.fﬁf%oé,néﬁé,,é,§§,_§,-5.f§§.f3§0®é,,Té%iae€§

Cisco ASAE, Yiafaf 4 14,84, C4@ a€ @3, 3F03,n3,¢5faf a3, SSL
VPN3, ™5 9i0™i 36 | 59 ®4, 3,13 —a@®VPNEZYCI3a, cl,c 3O™3 &, 59150 «a, 3, 4t

cRic@Te€...3€9 show running-config crypto map | include
inter faces, 3af 28f38f %08, 4G a@p—a@ | 3€@3,-3,'aftaf 3@ «IKEV1 3©9%3QY3€ IKEV2 IPSec
VPNI@EE dR3@ 3, 3@ |5€,3,«393@O0I@Ta@d, ¢’ Qa@—a€€ show running-
config webvpn | include anyconnectd 38f Z&f3af %08,” 8v2:¢" "a@p—a€p | aE@AnyConnect SSL
VPNI@EE dR35@ 3, 3@ |5€,3,<39 Q0@ Ti@da,/c(°°QiOP—i@PNIQO™I€,x-dQRIIQP
SSL VPN3@®4 je-'3@Fe " a®35€ 3, E3@YCisco ASAS, cr°3@—3€ | 3€,59%haQ™3IE,
ciscoasa# show running-config webvpn | include anyconnect enable
anyconnect enable

ciscoasa# show run crypto map | include interface
crypto map outside_map interface outside

CRic@TEE...3€@ show

failover 5, 38f 785 %08, d2cC" A —a€ | GEQ IO, nd, CAFME nafOAf afaf T8, £3FCaf 143 %03 @ ES ™ A®
ON&@83€,3,<39" 39 '3,/¢°° QI P8i Q@I PNhIQP™MIE,x-dQPRIINIQ F€QIf@I,na,Caf™E,nIfOS
ASA3,(2°59—3€ | 5€,39NIO™IE,

ciscoasa# show failover

Failover On

[...]

BY/SQ"aQ9®e,Talte€3@ 3€Qaf-a,8afkhaf«a afhaf@afnas afoaf-a £affa, a'a; @e-a@™a

Cisco ASA VNM Ca@®Command Input Validation Vulnerability

0284 BO™E,AF @A, AFEAPAQ®E, 155555, 15,85,¢3, 40V E5Q—59 50,5, 30959 56
ASA3Q EF€Q 39 3O ®8, 1aVitrEE5QRI1EY:3, 4@ — 5@ 3O UIO™IE,



Cisco ASAAfAfYA «Af «Bf & 8E... 89«3 @B, Vst e €s

Q0284 5O ™3 AfQEfUA, AFEAPE@®F, 13555, 5,55,C5, 30V EIO—30 ' 50,5, 3050 5o
ASAGQ EI€ QIO 3O, Ta%t2EEIQBI116Y;5, 39 —39 3O UIQ™IE,

Cisco ASAZ, Bf©OF, o8, CAff 4f 4, 1SSL VPNA@ ®aef...8 +é-«cr°3 @53, 36°DoSe, talitae€s

Cisco ASAZ YAAf+3f 4, 14,83, ¢3@ 3€@3, af03,n3,Caf2aF 5f-3,'SSL
VPNEf@af1hd,; 3f«5@ Eare%odS'3@%8 3@ €939 "59®, 13%+2E85@®IV1+EY:3, 8@ —3€'50Y
VPNEf@af1hd,; 3f«5€@ Ere%odS'd@« 393 QL3 | 59,5, 39 GQ0IQ TG, (0 QIO™E, 5 «d
show running-config

WebVpNa, Saf 28f38f %o, BvoiC’ AP —3@ | FEQ T O VIO 5, 159n3O®3, 135, 5f%AF5,55,53, 5
VPNaf@af1a,; 3f«5€ &

outsided, raf33, ¢AfV.af «a, 88,04, 159822 %035' 3@ «3 QO LIO '3 ,a,<Cisco

ASA3,Cr°3Q—3@ | 59,5QNIQ™MIE,

ciscoasa# show running-config webvpn

webvpn

enable outside

[...]

o 1V&8, AfOF, ud, CAf3Ef &f 5 1SSL
VPNEf @af¥a,;3f <39 3€@aftafa,03f«if 39830 2e%dS 39«39 IQLIQ 59,3933, 5€

Cisco ASAA, Af©3, o8, CAfaf &f -4, 1SSL
VPNAf ©af%a,;aF«3,«3,'a,:3573,83,°3 9 OO ES...” €559 B, T3Vt r€s

Cisco
ASA3 Yif+af 4,13 85 (3@ A€Qx-jd@PRx@|d» FOEx°€IQYIQ 3, T30 | 3€,3,< 3@ AEQIV"3€

1. 4 Af©83, od, ¢af3af af-8,1SSL
VPNaf @af1d,; 3f«eOYefra€ Ere%odS'a@«3 93 QL3€ | 56,5 <

2. 8f tAf+3 O&f «&f 4@ ®3,«3,5,¢3f75,13,°5,24F-3,,3,83, Af 3€ Q3 QUIQYIQ 3, af03,n3,CaF 5 Al
VPNAf@afld,iaf«c" d@«e-a@—3@@iticee @33, EaOYA, «8,"3,:3F75,03,°5,25f-5, 5,83,

8, 8f©4& g ¢afsaf af-a *SSL

VPNEf @af14d,; 3f«3 @ FEre%odS 39«3 Q3 QLIQ | 59,539 AQ0IQPTIO A, (L QPIHP™E, 3PS
show running-config

webvpna, 3af Zaf38f %08, d/o:C @ —a€p | € Qa9 Q QIO 3, 139raQ®E,0af5,;af1haf3,83,13," 5
VPNafeaflaa,;af«aeE

outsided, naf3a, ¢Af.af «4, 84,04, 158200 %035' 3@« QFOLIO 13€,3,<Cisco



ASA3, (n°39—3@ | 5€,39%IQ™MEE,

ciscoasa# show running-config webvpn
webvpn
enable outside

[...]

5« 15 GAf 74 08 % 5, 4 54 Bf 5@ ®3f—af-af AfYaf%ieEA0VeEi€-3 EieVied00ieTie«
SSL VPN ACCESS] -> [PORTAL] -> [CUSTOMIZATION] -> [PREVIEW]
G «C8»A A Q—aQAAQ™MAE,

Cisco ASAE, Bf©O8, o8, CAfaf af -4, 1SSL
VPNEf @aF%3,: 3F«d,«3,'a,:3625,03,°59 e 30 " 2€E5O 0L, 141+ e€559«E6-CAO ™S, BUPI®®

&, TaY/ L85 @®I,3,@ "A®33,/4BYVe|FI@—3€9 | 36,3, 3@ SEP(Cx8 5@ A€QIfQAfI,3f<«3Y®E,
®-"5@—3€,3,«3,'3,caf 3,°af-3, 3,83, af € aftaf-3,0af«af a«a,'a,;afza,na ca,2af-a, a,8a, af (Df
VPNaf@afa,caf«a,«a,'a,;afza,na,°a,2af-a,,a,83, af°a,'a,"a, a,'af@afnaf a@™a a@«i@ €Q
export webvpn customization <object name> <dest

fname>a, 3af 28f3af %08, &/2iC" a@p—3 @A QP ™A€, Q"3 Q"I P83€@ <object

name>4€ a,”a, a,'af@aflaf a€-a,Ea,SSL
VPNaf@afa,caf«a,«a,'a,;afza,na,°a,2af-a,,3,83, af d@®IQ @3%0@I€@ <dest

fname>4@ a,«3,'a,;af23,03,°4,°af-3, 3,83, af 3@®3,°af'af3,'a€«a,€3f+3,i3,03f«3 QBRI €@ 3%0@a-

2AQP®AMNAQP AEQAftaf-a,0af«af a,«3,'a,cafza,0a,°3,°af-4, 3,83, af" DfltCustomizationd,’
a,

Customization_to_verifya@ “3€p,a@1af-a,ja,naf«a@«a, 3, a,'af@af1haf a@™a e-'x%3, (a9 —3i9

ciscoasa# export webvpn customization DfltCustomization Customization_to_verify

Customization_to_verifydfed, i3, oaf «a€ affaf€ad,nd,'afta £3,'a, d@«a; @3 a€+3,E3€Q3, 3, 3,'af@¢

3 -8,18f taf 4@ «a"ace dQ@™35,< QMY 'Y | dO®E,«3,'3,;af23,13,°4,°af-3, 3,83, af G@«i@Prie,ie
Cisco ASA Smart Call Homeaf14, 8, ¢Af«& Vs Z so, anol VA@® e, Talatae€s

Cisco ASA3 Vz8f+af "4, 3 84, ¢4 3€@Smart Call



Home(SCH)x2OVYef»a@ &3, d,'aftaf 382 aR35€+3,Ei@ | 56,3, 3@ 3€Qi9%IQPYIQ & AR3A4
_SmartCallHome_ServerCA3€) “3€,3€ 1313, 3,0af«@ e Zae> 3F af03,af 3f €3, nafaf a3 E4, &, 4]
show running-config crypto ca trustpoint

_SmartCallHome_Server CAS,38f 28f38f %08, &5’ 5@ —3€ | 3€ Q18539 T, 503, E5 59 3€ "3,
ASAS, CE°i@—3€ | 5,5 QNIO™IE,

ciscoasa# show running-config crypto ca trustpoint _SmartCallHome_ServerCA

crypto ca trustpoint _SmartCallHome_ServerCA
crl configure

= VO EQOAS 8f05 15f 4 4,03 AF 4@ EA e AQ™E, B O 3€QE, 5, af1af 398, 18rEP

&, T&/cae€8a, 49 «8,"49839,89°30,50 30 49 Ec( " 950 4, EaQVELA"§

8@ ®3F,5,'3,°0£1,3" Q3O «3 Q559,50 | 10 "IO B, Caf%EfQF 8, 135 ®EV:1EY:8,89—39'F,
e©3¢ °

Ciscoé@©3a; 0edza,»a,af¥afasta, £a,caf—afoa,na, cafa, (ASA)a, vzaf-af"a, | 4,83,Ca€ a€@Cisco

ASA 55003,-3f%3f%3,°6 @©3a;00d2<3,»3,af¥afafta,£3,¢af—af©43,n3,¢af%a,"'a€ € Cisco ASA 5500-
Xae-jd,-a»£afd,id,nga,Ca, a,0afhaf«a€@Cisco Catalyst
65003,-3f24f%3,°3,'3,0affaf@3€53,”3€3Cisco 76004, 54143, °af«af 14, s ¢" " Cisco
ASA3,pafras a,'asca, af¥asnas«(ASASM)a€€Cisco ASA

1000VE,” 3f03, | 4F%oaf+3,i3,14,¢5, | 8, 0afhaf«3€@39S53, 3€°Ciscoé @O 00dza,»3,af¥afaf15,£4»®c
ASA&f-3,jafYaf5@ a€@af3,ia,na,¢a, | 3,0afhaf«a€@a3pa.. Y6 2a%;a, 3, aftaf (IPS)a€@a,caffaf€a,

Cisco ASA SQL*NETA&, nafe4, 1af 3, 3, -Af8af%, "4f°4, 4f°5@®DoSe, tavatae€s
SQL* Neta, oaf33, 1478, 3, -AfSAf38, "af°8, 418, SV Af %oa@ ®, a1t e€859«d, 5,556 9 98 " %39 3,3

5O"3O®,T31+2E550 €583 ™I« °3- Y593, EFOVSQL
REDIRECTAfE,+3ff3f 5@ @3 @903 150%81 cOTIO@P-D 3O —F@UIQMIE, " »2 fEE€. 5O FEHL

o /O GO P8, 1A/ oL§3P®3 QLS O 5@ «aVsiC" 3055993, 3ORIQ FEHCisco ASA
SQL*Netd,naf%s,'af33,75,-4f655%3, "33, 35«3, 39 L£3@ | @ueaY»3€ 3, E3Q V€36 @Z5F 5fO5F3,

G "3@®e,Tal+r€83€¢ 3€@Cisco Bug ID CSCum46027(

CTM»&E2Af 1af V4,80, ¢" 4@ a9 —a€ | 2T, dE-3@+3, EdEQCommon Vulnerabilities and
Exposures(CVE)IDad€@ "a©@—a€ | CVE-2014-

33823€ (E&%0°3,53%:"5€ 13,%08, E3€p | 3@, 3 QIO ™IE,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum46027
https://sec.cloudapps.cisco.comRPF/register/register.do

Cisco ASA VPNa@®DoSe, talatae€s

Ciscoé@©3;00a2<a,»3,af¥afafta,£3,Caf—afoa,na, caf’a, (ASA)a, v2af-af"a, | 4,83, Ca @ B®IKES, >3 1%4af%oa:

dQ"'3O®e,Ta%+e€85@ AE€EQUDPASE, +affaf G @I, @I Q@3 TaOxree i@« d dQ—3QAIG

B YRAQP"aQP®e, 18/ tat85@®A @RLA"OC" 3@«aly (" I8 QP IQPRIQP €014, 3, aftal

50"39®8,T4%te€53€ €€ Cisco Bug ID CSCul36176(
CTVSEERAf A VA T8, ¢ )40 39 —3@ | -t 4E-56+5, EFEQCVE ID3@ 30 —3€ | CVE-2014-
338330 E&%0%3, 557539 | 8,%03, E3€ | 3€,5@%IQ™SE,

Cisco ASA IKEv253€@®DoSeé, talvatae€s

Cisco
ASA3 Yoafeaf 4, \a 83, ¢é@®1KEv2§,3éf%éf%oéé®é,,1‘é%iae€§é0<<é,‘é,§é€0éaéé %33, E3Q | 3€,a4

5O'3O®,131%+2E55Q €983 MIQ«C°3- YA 3, EFQVIKEV2EFs,+affaf 39 @5 99O 156251

B TYSAP"aQ9®e, T8/ +aE85@ PRI @ LA O d@«al (" dQ8iQ QI IQPRIQ €HLO?a)"3, 3, aftas
af"afoaf-a,£affa, 3@ IPv6

3f af©af-a,£affa, a€@8af afea,~afha€+3,E3, A€ efLr€8i@ Ei@,3,55@%IO™AE,
d@"3@®e,TaV%+r€85¢ 3€@Cisco Bug ID CSCum96401(

CTYEERAfIAVA T8, ¢ )0 39 —3@ | @-ta §E-5€+5, EFEQCVE IDI@ 59 —3€ | CVE-2014-

338430 E&%0%3,58Y:"5€ | 5,%03, E3@ ' 50,39 %IO™SE,

Cisco ASA Health and Performance Monitor 2 ®Denial of Service Vulnerability

Ciscob@ ©3;00a7<3,»3,af¥af2af13,£3,¢af—af04,03,¢aF33, (ASA)3, 128543, | 3,83, 3@ ®ASDMaeOYeflss
and Performance

Monitoring(H PM)3@®e,Ta%tr€83€«3,"3,53€ 2@ 1%i&+3,E3& '3€,d0° 3@ ,afafCafhaf a@®.

39"39®e,T8%+2€85€ FEQHPMrOYef1LiQ@®acdledP«3e530a,««f3e SYe...a@«u-d 36

VP "aQ®e, T/ +aLsEP®I @RI OC" 3@ «ai " 1Q8IQ VI, AQPRIQP IEQEEIEQLTCPAS af


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCul36176
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum96401
https://sec.cloudapps.cisco.comRPF/register/register.do

afafoas-a,£affa, a@ " IPv6
af 3f0af+3, £33, 383 afa,~af k33,3, 5@ efrx€339 E5€,5,530%IQO™AE,

G "a@®e,Ta%+x€83€ €@ Cisco Bug ID CSCum00556(

CTMEERAf Af Y8, 18°, ¢ )0 3@ —5€@ | -t E-3€+3, EFEQCVE ID5Q 59 —3€ | CVE-2014-
338550CE§%02£§,§51/2“50 13,%08, E3@p | 3,3 QHIO™IE,

Cisco ASA

GPRSAf afiaf@afasfia,caf—afaf a,caf«a,nafa,'afsa, a,-afsafa, asfra, afra@®DoSe, talatae€s
Ciscoé@ ©a; 00az<a,»a,af¥afafta,£3,¢af—af0©a,23,¢ar33, (ASA)3, V2af+af "3, | 3,83,C3@®GPRSAf affaf€&

59" 3Q®e,13%+2E83Q €@ %0 ARIIQP®E, af1h3,+3F5, 3@ 86€ Q439 -3, EaQYGTPAfE,+affaf 5@

B TVEP 5P, T8t e€E5 Q@3 @RLIOC 5 «dV (" 5955995, 3OBIG 3€9Cisco ASA
GTP3,naf’s, af58,” 4, 4f5a1%3, 33, 35 @«3, 3@L3@ | ®ucerY»56+3, 2@ V€36 Q75 3FOEF3,E4FF2

4@ "3@®e,TaV+r€83€¢ 3€@Cisco Bug ID CSCum56399(
CTM»ERRAfIEf YA T80, ¢ Va9 3O —3@ | e-ta AE-3€+3, Ea€QCVE ID5@ "3 —3€ ' CVE-2014-
338630 E&%0%3, 557, 59 | 3,%03, E3€ | 3€,3Q%IQO™SE,

Cisco ASA SUnRPCa, naf34, 1af &, 3, -Af 8%, "4f°8, Af5@®DoSe, tavitae€s

Ciscoé@ ©a;00az<a,»3,af¥af*asta,£3,¢af—af©a,na, caf’a, (ASA)a, v.af+af 4, | §,83,¢3@®SUnRPC3, a3,
59 3Q®e,13%+2€83Q 3€93-88 MA@« °a- ¥ 3, EFQYSUNRPCAFE, +taffaf 3@®I, QIO ©3 150

VO " EO DR, T/ aEEEOBE 9 REL O 5" 59TIO V5, GO®IO 5€9Cisco ASA
SUNRPC3,n53,'5f53,”5,-af85°3, 53, 35«3, 3@ £59 | ®nceaeY»36+5, EQYEE€36 9755 afOaf 5,
55 3fOaf8,£55f3 3@ IPV6

55 3fO5f 8, £55fa, a@8af aFa,~af %33, E5, 3@ f1x€559E59,5,550%IQ™E,

4@ "3@®e,TaV+x€85¢ 3€@Cisco Bug ID CSCun11074(
CTM»EQRRAFIEf YA T80, ¢ VA9 3O —3@ | e-ta AE-3€+3, E3€QCVE IDF@ "5 —3€ ' CVE-2014-


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum00556
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum56399
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun11074
https://sec.cloudapps.cisco.comRPF/register/register.do

338759 E3%0%4,55%:"5€ 1 3,%03, E3© | 5€,59%IQ™3E,
Cisco ASA DNSA, nafea, 1af &8, 3, -Af 4%, 4%, 45 ®DoSe,, 1Vt €s

Ciscoé@©3a; 0edz<d,»a,af¥afasta, £a,caf—afoa,na, cafa, (ASA)a, v2af-af"a, | 3,83,Ca@®DNSE,nafa, afs

59 3QO®L,13%+2€83Q 3€94-88 MA@« °a-¥IQ 3, EFQYDNSEFS,+3ffaf GQRI @I@ @ T n

& 1VBO 3O B, T8Vt eE55O®I YELL OC 59 «alriC" 3955993, 3O®IO €@ isco ASA
DNS3,08/38,45%8,78,-3f55°3, 48, AP35 €«3, 59 £3@ | ®nceeY»30 3, E5QVEELLQZAF 5O F5 £4ff;
5f 3fOaf-3,£a5f3, 3@ " IPV6

3F 3fOaf3,£aFF3, A 8AF a8, ~af 455, E5, 3@ efLeEsiOEiQ,3,559%IQ™IE,

d@"3@®e,Ta%+r€85€¢ 3€@Cisco Bug ID CSCuo68327(
CTMYEEZAf Af VA, T8, ¢ A9 5O —3€ | @-ta AE-36 3, EFEQCVE IDGO 59 —3€ | CVE-2014-
338836 E&%0%3, 557539 | 8,%03, E5€ | 3€,5@%IQ™SE,

Cisco ASA
VPNAf+4, 8afViaf«3,2afvaf @afvaa,tafiafaf%od, nasfa, a,8a, a, -afsaf;fa@®@e,talate€s

Cisco
ASA3 Ysafeaf 4, |4 83, ¢§0®VPN5,3§f%§f%oé0®é,,Té%io’?€§§0<<§,A§,§§€0éaQé "1h3€3,EaQYafasca.

59 3B, 13%+2€83@ €@ CC°c«dP+3,EFQYVPNAS G af @af«a9 <, %0cQES; |GQ™E,Af'd, +afFaf

&Y QP"aQP®e, 13/ +aE85@P®I @RLA"OC" 3@ «aVi (" dQP8iQ 5, AQPRIQP I€QE0’3)"4, 3, "aftaS
af-afoaf-a,caffa, a€ " IPv6
af 3f0af+3, £33, 383 afa,~af k33,3, 4@ &fx€33Q E5€,5,530%IQO™3E,

4@ "a@®e,TaV+x€83€ a€@Cisco Bug ID CSCug28582(
CTM»EQRRAf YA T80, ¢ VA9 3O —3@ | e-ta AE-3€+3, E3€QCVE ID3@ "5 —3€ ' CVE-2014-
3389§0CEé%ozé,§é1/z”éO 13,%03, E3€@ | 3@, QIO ™AE,

Cisco ASA VNM Ca@®Command Input Validation Vulnerability
Ciscoé@©3;00a7<a,»3,af¥afafta,£3,Caf—af©a,na, caf’a, (ASA)a, Laf-af"a, | 4,88,Ca@®Virtual

Network Management
Center(VNMQ)af@afa, 413,345 1%af%oa @ ®e, 181+ 2€85€«3,° 53,5569 @& 1433, EIQYafaflha,«a


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo68327
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq28582
https://sec.cloudapps.cisco.comRPF/register/register.do

rootaflafvd, Ta@®a O™ 3, a1 (" dQ@—a@  FEQAY°OrIP 3% Linuxd,2af3af-afhafta £3533,°3,

5Q'3Q®L,13%+2€55Q F€QAF 443 159 ExE1i0359—39V4.. ¥85 39 ®F,uafd, 5,05, 5@ ES @

& YHQP"aQP®e, 13/ taES5@P®I @RLA"OC" d@«aVi (" dQ8IQ @5, AQPRIQP I€QE0’3)"4, 3, aftaf

50 "3 @, 18Y+e€559 5€Cisco Bug ID CSCugal510( c™»&E2Af Ef YA, 18°, ¢4 58,563
CSCUGAT574( CT™M»E@2Ef \Af VA, T8, ¢ )39 59 —3@ ' -t AE-36+3, EFEQCVE
ID59 59 —3€ ' CVE-2014-33903€ E3%0%5,58%:"3€ ' 5,%03, E5© | 50,59 %3Q™3E,

Cisco ASAGfafYaA, «af «af 5, AE... 4@ «a@®e, Tatate€s
Cisco

ASAS VAfeAf "3 18, 85, CAQ®C°ECFan%boae 5,3, "3, 3, Sf @ 3FUAF 3O ™3, e OVefLa@®R, 18Vt €55 @A,

GO "a@®e,Ta%+x€83€ F€QLD_LIBRARY_PATH(ACfi@ BRI @ QO 1@ AR3aQ«ey-d d@—a €
0Sa€«3,Ca, 3,»3,'3€3€>3€045,3,'3f1af 3@B®ABREL... 3@23%pPa®%3,'3% a Q@3 O '3O™MIY efls

B TVEO"EOOR, T8/t aLSiO B3 YL O 3@«dlric" 195319 V3, GOPIO FEHL028Y:"4, 3, 5F 4]

G "3@®e,Tal+tr€85¢ €@Cisco Bug ID CSCtg52661(

CMEEZEf AV, T8, ¢ )0 5O —3@ | -t AE-3+3,EFEQCVE DGO 30 —35€ | CVE-2014-
33913€ E&%0%3, 5575 3@ | 8,%03, E5€ | 3€,59%IQ™SE,

Cisco ASAE, EfO4, o8, CAf3af 4f-4,SSL VPNa@ ®af...a +6-«ca°a €33, 39°Dose, talita€s

& BfOF oa, CAf3af Af-8,1SSL

VPNaf@af1ha,; 3f«eOYef1ha@®e,1a%+e€85€«8,"3,53€ 922 @8 143 5, E5Q 36,3639 ,3F5fCAS!

5Q"53O®,13%+2€55Q QIS 4%3, 159 ExE1a0359—39V4.. ¥45 59 ®F,uafa, 5,05, 5@ E4 @
VPNEf@afha,;3f«3€p 5O ®3,C5,73,»3,5, 5@« j3€3,Ea AF 3fOEF5f 3, 3@ «3fOAaF€SSf 5°5€na,

& /455


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq41510
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq47574
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtq52661
https://sec.cloudapps.cisco.comRPF/register/register.do

O30 08, 18/t aESiORE YREL O 5 «dl (" 3955 O V3, GODIQ IEHLO2E,"5, 3, 4f15f 8@ €
55 3fOaf8,£55fa 3@ IPV6
35 3fOaf8,£55f3, aQ8aF a8, ~af %33, 5, 3@ f12€559 T35, 55Q%IO™IE 59 3O B, 131t

d@"a@®e,Ta%+x€83€ €@ Cisco Bug ID CSCug29136(
CTMYEERAf Ef VA T8, ¢ A9 5O —3@ | @-ta AE-3€ 3, EFEQCVE IDGO 59 —3€ | CVE-2014-
3392§0CE&°1%02€1,§51/2“50 13,%03, Ed€@ | 3€,dQHAQ™IE,

Cisco ASAZ, Af©F, o8, CAf3af &f -4, 1SSL
VPNAf©af¥%a,;8F«d,«3,"3,:5573,03,°59 PA®ES...” €55 ®e, T4Vt 2 €S

&, Af©O4, ud, CAf3Af &f -8, 1SSL
VPNEf @af%3,;af«3@®a,«3,"5,0 323,08, °af-3f~3f14af 3F afha, 3@ ®8,1a%+x€859«3,° 5,556 929"
VPNEf@af1ha,; 3f«3@®3t...a®'3, 80%0a> 39 85Q 93,39 &frx€550 F3€,3,53Q%IO™IE 59 "5OR

3@ "aQ®e,Ta%+r€83@ 3€@4, af0O3,n5,Cafaf af-a,"SSL
VPNaf@af1ad,;af«8,«a,"a,; 478,08, 04 af~afhaf &f af3, 3@ «3@S55€'3,«2* @& 1%hif@3,83ff3, 3€©®4,
VPNe*@e %3, af@a,nafa,'a@—ac@afeafa,.af«a, affaftasras,a, an%oe> 3@ 83 @ €3,:3€ eflhx€s

B VEO"EO R, T3/t aESiO B3 @EES O 39« 3055903, GOPIO FEHLO28Y,"3, 5, 54
5f 3f05f+3,£5f5, 3@ IPV6
5F 3fO&f5,£a5F8, AQ8aF af8,~3F%3@+5,E5,3@ efLa€sa@ 59,5530 %39 ™MIE, 59 5O ®8, 18Vt

4@ "3@®e,TaV+x€85¢ €@ Cisco Bug ID CSCup36829(
CTM»EQRRAf YA T80, ¢ VA9 3O —3@ | e-ta AE-5€+3,E3€QCVE ID5@ "5 —3€ ' CVE-2014-
33935 E&%0%3, 357559 | 3,%03, E5@ | 3€,30%IQO™3E,

Cisco ASA Smart Call Homeaf14, &, cAf «8 Vs Z oo ool VA€ ®e,, Talate€s
Cisco ASAG Y5af+af "4, 18,83 ¢a@®Smart Call

Home(SCH)xOVYefhi@®e,talteE85€«d, 8,55€@afta, 3,:3f«& Vaze™Zae> 3,82 C" A@™3,«2OYef)a

59 "3Q®e,T81+2€53@ 3€QSCHIGEL 4®33 3,3, 3@ FE@QVeriSigne "l Zae> 3,86 «3,€3F 3fC
Security Device
Management(ASDM)e* @& " A€ QTLSAf—af5,5, A€ @&»e0+3f—34f5,5, 4939039 F3€,3,530%3 @


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq29136
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup36829
https://sec.cloudapps.cisco.comRPF/register/register.do

VP IOR, 1A/ aESEO®I @ RLEL OC 59 «dVi (" 3OOV, GORIO FEQLOE,"S, 5, 4F 5
55 3fOaf8,£55fa 3@ IPV6
35 3fOaf8,£55f3, aQ8aF a8, ~af %33, 5, 3@ f12€559 T35, 55Q%IO™IE 59 3O B, 131t

d@"a@®e,Ta%+x€83€ €@ Cisco Bug ID CSCun10916(
CTMYEERAf Ef VA T8, ¢ A9 5O —3@ | @-ta AE-3€ 3, EFEQCVE IDGO 59 —3€ | CVE-2014-
3394§0CE&°1%02€1,§51/2“50 13,%03, Ed€@ | 3€,dQHAQ™IE,

H76€p¢C-
2 A ®,131+2€839«d HhIQ—3© | 3@ A€QL2+6Y:3,89—39'3,2OYef143,'¢, i85 4@ «FQ ™3, E»Y¥

» Cisco ASA SQL*NETA, naf33,1afs3, 3, -af8af3a "ara, ,af:a€@®DoSe, Talatx€s
» Cisco ASA VPNa@®DoSe, talitae€s
e Cisco ASA IKEv25€@®DoSe, Talatae€s
* Cisco ASA Health and Performance Monitoraé@®Denial of Service Vulnerability
* CiscoASA
GPRS3f afaf @afeasfia,caf—afaf a,af«a,nafa,'afsa, a,-afsafa, afra, affa@®DoSe, taltae€s
» Cisco ASA SUnRPC3, 0af33,1af S5, 3, -af 8434, "af3a,  af*a@®DoSe, Tala+xe€s
» Cisco ASA DNSA 0af35,1afS3, 3, -af 84734, "af34, af3a@®DoSe, Tala+x€s
» Cisco ASA VNMCa&@®@®Command Input Validation Vulnerability
 Cisco ASAAfEfY.a, «af«&f' 8 18E... 4@ «a@®e, Talatr€s
« Cisco ASA3 &f©3 od, ¢af3af af 8, 1SSL VPNa@®aef...4 +é—cr°a€ 55, 3€°DoSe, Ta%i+ae€s
» Cisco ASA4, af©a, o3, ¢afaf af-a,1SSL
VPNaf@afua,;af«a,«3,'a,;af23,03,°3@®A®EA...  2€83@®¢, Talatr€]
« Cisco ASA Smart Call Home&f 14, , 8, ¢Af «& Viee Zao, aenos V4@ ®¢€, Ta Vit €8

& 1v.8Cisco ASA Smart Call

Homedf14, & Af «& Vs Zae sl VA@Q®e, Ta1+€83€ 839 EQSCHE " d®35,'8%0S6™n3 ) —3€ | &, af
no crypto catrustpoint

<TP_name>& 3af 78f%8f %od, 8l/2cC 8@ ™3 ,<3;...6 | QIO T39,3,55 Q9 %IO™F€,2-39®3% @ 3€QSCHae

ciscoasa(config)# no crypto ca trustpoint _SmartCallHome_ServerCA

Cisco ASA VPN Failover Command Injection

Vulnerability3€83€ a€@af-a,8aflhaf«a 2afhafeasfad,aflhd,'e a®RSGQO™I 3@ 3@ FQ8I€QIQ"'IQO®
failover key <key>3,3af28f38f %o8,” &G "€ —A @K QP™IE, 2|3 Q@ BIIAQ € Cisco-

keya@ " 3€,3Q@TaQ @ 3% @I QB®Af3,8af1haf«a,2af haf@afnad,afhd,'e” a®SaQP™a «e-">+3,'cr°a@—a


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun10916
https://sec.cloudapps.cisco.comRPF/register/register.do

ciscoasa(config)#failover key cisco-key

a3 VaSfailover
ipseca, 3af Zaf3af %od,” &/2:C" a@—a € | 3, 8€ Q3@ A QPRI @ EEIQP BRI @i c-3@ a €©,3,539%3€3,"3€,

a,®afx"d@¢a,2afaf a,,4a,8a,¢

8 VAAf+3f 4, 15 85, CAQ®3, CAffAf—3,°af~af i %08, enced " 75O™3, & 30 30 FES
http://www.cisco.com/go/psirt A@ ®3,-5,'3,% 8,»8, AF¥AFaFt 5,

5.C8f%0af 93,08, (A€ Q8; A QIO SE, GQEEECY VIO @A, CAFAE, «&,05f -5, FEQIUECIEE O ®E,CA
4.Y,aFafYaf 145, -458F%, CC° QIO —3Q | 3O QI 5939 ,3€,

59,3033, QPR 3973, 3€@4,Caffaf—3,°af-~af1haf %03 @™5,«aft5f 3,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3€@ 3¥'(,i@—a3Q | é@,,é,éfiéﬁéﬁéfvéf"éﬂé.f—éféf@é,néf(%éf%ééo

a-ja@®Cisco ASA3,Laf-af"a,!4,83,Ca@®e| d@RIQ,e|EGQ«3@ d€@Cisco
ASAéfié,,éfEéf%éfaéfaéf%é,1é@"é@ "iQP«ICQIQ"IQPR], Caf%oaf@a,na,9afPa@«e " e%%a@d, @
ASAG&fid, afEafafiafriasa,'a@«a 34ae™a ee-3,Caf%oaf€a,na, iffae«e  "e%%id @ 3, Ei@ | 39,

CSCum46027:Cisco ASA SQL*NETA, oafe3, 1458, 3 -Af 84f%8, 878, 4f4@®DoSe, Taltae€s

CSCul36176:Cisco ASA VPNa@®Denial of Service Vulnerability

CSCum96401:Cisco ASA IKEv2a@ ®Denial of Service Vulnerability

CSCum00556:Cisco ASA Health and Performance Monitord@®Denial of Service Vulnerability

CSCumb56399:Cisco ASA GPRS Tunneling Protocol Inspection Engine Denial of Service Vulnerability

CSCun11074:Cisco ASA SUnRPC3 naf33 1afsa, a -af 8af3a "af3a, af:ae®Denial of Service Vulnerability
CSCuo68327 - Cisco ASA DNS3, 0df33,1af$3, &, -af 8af34, "af34, ,af 3a@®DoSe, Tal+xe€s

CSCuQ8582:Cisco ASA VPNAfe4 SafYAf <8, Sfvaf @afa Saf2aftafod,naf’s, 5,85, 5, 4/5559®8, 1%



http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

CSCuq41510510§é,“é03CSCuq47574 - Cisco ASA VNMCa@®Command Input Validation Vulnerability

CSCtq52661:Cisco ASAAfAfY.A, «Af «af 4 13E. .. 3«3 @B, TaVit €8s

CSCug29136:Cisco ASAE, Hf O3 04, ¢af3af 5f -4 1SSL VPNA@®aeS...4 +e %@ 59 50,50 3,uaf%afa, e
CSCup36829:Cisco ASAS, Bf©4, o8, CAf3af &f -8,1SSL VPNEf @ 35143, 3f«a,«3, "3, 523,03,°5@ ®A®ES...

CSCun10916 - Cisco ASA Smart Call Homeaf 14, 8, ¢Af«& Vs Zao  ono VA@ ®e, 1alit €S

d@"a@®a,»a,af¥afafta, £a,caf%oaf@a,na, Naffa@«e” "e%%0a 94, EiQ |3€©,3,<39™IO'AQ |

1Cisco ASA VPNE@®DoSe, t1a%+2€83€ a€€Cisco

ASA3,saf-3f°3,! 4,83,Cafafaf143,79.1(4.3)3€83°73.. ¥5€+3, Fa© %3 —36Y

2Cisco ASA DNSA ndf33, 1af S8, 4, -Af 84135, 4734, afa@®DoSe, 1al+x€83€ a€€Cisco

ASA3, 1,353, 4,88,CaF5f25f145,79.0(4.8)3€55,"3€°9.1(5.2)3€85°74.. ¥5€ 3, Fa@%IQ—3OVYAE,

SCisco ASA3, &f©3 o3, ¢af3af af -4 1SSL

VPNaf @af1hd,;3f«d,«3,'8,¢8f75,08, 3@ PA®ES... €83 @ ®e, 13%+E€83 @ ®312+8Y:5,' 8@ —3€'3,<3 O
ASA3,”3f04a,n3,¢afPaf af-a,"SSL

VPN&f@aflsd,;3f«a,«3,"a,03573,08, 4@ RI®ES...  2€83Q®e, Ta%+2€859«6-C3Q™5 k1L @I 2

& 1Y8Cisco
ASAA VHafeaf 4, '8, 85 CAf2af A Y48,19.3(1.1)5€@ a€€201438" 11e0e"10e—¥3 Q%43 @8I @ «aFaf255143,'a€

Cisco ASAZ, AfO3, o8, Caf3af af -4, 1SSL
VPN&f @af%a,caf«a,«a,'d,:3573,05,°5 @O 39 2€559 B, 1a%te€i59«6-CGO™I 61O @i

8, V48[ +af "4, |3, 83, CAf3afoafY.d, 1a€ «é-C5;, 39 3@ P IE P, TaU+2€839RI,5,¢ " d®33,ARYe 5@ —3Q
ASAZ,1535+af°3,!3,83,¢3,4; ®efe, € af@afa, 3f83a€«3,Caffaf—a,°af-af %635 %03 @ ™3, 3@ "3€Q

5«8, 18, GAf 78, 03,95, %6f -4, 4,88, B 8@ Ea%Pa®%5 @3, Ei Vi 30039 T34, (0 QFO™3 G P«aP
ASA3,”5f©3,n3,¢a35f af-a,"SSL
VPNaf@af1a,¢afa,«a,'3,;3523,05,° 3 @®I®E]...  2€559®8, T4+ e€559«d %IQ™3,A%PIR* 39 ®E

&j3@®afia,Vraffaf%od, aV¢ ¢ d@—a@ | a€@aftaf-a,0af«af a,«3,"a,¢afza,n3,°3,23f-3,,3,83, af(

35



DfltCustomization)d,’ 8/404... fa€ 85 @ @ 3 @43 @ ™aE,

1. 2—CaRBYB®AfTaf*af—af-aflhaf a, af3,ja,raf«a@«a,”a, 3,'af@aflhaf a@—3 @I Q™A€ 2|34
ciscoasa# export webvpn customization Template default_template

2. Bf1Afe3 OAf «Af af tAf3Bf —Aaf -AfVA[ 4 Af 1Af+5 OBf «Af 3, «A& 14 ¢Af 78, 04 °4 %f—4, .4, §& Af (DfltCustomi

ciscoasa# import webvpn customization DfltCustomization default_template

& V59" 5,EaQ € QAftaf5 0af«aFa,«3,5,;3F73,03,°5,25F-3, 3,83, 4F
DfltCustomization) 3«8 %39 —3@ | &iE3, @3, E5@Yantae> 3,8 Sa> 5@ @I @ —3@HI@ ™€, 5F15F5,C
DfltCustomization)d,’ & -& 14 T4f 4€<3,%03%056™a3 @™ 3 5@ 39 5955 Q QI O%I>3, €,

import webvpn

customizationd, 3af 28f35f %08, 4G a€p—a @ | A€ @aftaf-3,0af«af a»¥an-a€@®a,«a,'a,¢afza,0a,°3,2af-3,
SSL VPN ACCESS] -> [PORTAL] -> [CUSTOMIZATION]

B9 «C8»3IQP™MI I FEQAFTAf3,0af«Af ar¥an-3®3,«3,"5,:5f75,13,°58,24F-4, 5,83, 4F&,'8%0SE™n3
&'a afeaffd a@—a@%hae™as,

8, VAAf+Af 4, 4 85, CA@®AFEA, | AF2EF5F135%o

Cisco ASA3, z8f+af 4,3, 84, ¢a€ a€@Software
Center(Cisco.com)d€<d,%0af€a, | afafaf1haf%oa @83 Q@ @33 @™aE,
http://www.cisco.com/cisco/software/navigator.html

Cisco ASA 55008, -&f28f .8, %6 ©a; 00873 »3,3f¥af5f15,£3,¢ 4f—af©a,n3, ¢ 535,39 53,"3€3Cisco

ASA 5500-X Next Generation Firewall3@®3a 3@ 3¢ €@[e£)a"€(Products)] >
[3,»a,af¥afasta,£(Security)] > [af+a,id,=a,¢a, | d,©afaf«(Firewalls)] >
[6@©4a;00a7<3,»3,af¥af2af13,£5,¢af—af04,23,¢af3, (ASA)(Adaptive Security Appliances

(ASA))] > [<Cisco ASAafcaftaf«>] >
[6@©a;00d7<3,»8,af¥af2af13,£5,¢af—af04,03,¢a3, (ASA)4, Y2af-af "4, | 4,83, C(Adaptive Security
Appliance (ASA) Software)]

G «(8»A 3 QP—a@hAQP™IE,539"3,(E3,%03QRIfFQaf13, AfSAfaQRE €6f 3@ 2S«a®3af@afa, afse
8, (Af-8 at-6<a@™a,« 3@ €] ¢r°a@ -3, EIPAHIY™AIE,

Cisco Catalyst 65008, -3f%5fY.8, °4 14, uaf faf @ 353, 3€>Cisco 76003, 3f2a%3,°5f«af143,:¢"" Cisco


http://www.cisco.com/cisco/software/navigator.html

ASA&,pafaaf a,'afca, afyafnaf«i@®a a@ i@ €@[e£)a"€@(Products)] >

[Ciscod,naf’a,; af14af+a,84,n3,'5€53,"3€°3fC4, 3F¥afhaf«(Cisco Interfaces and Modules)] >
[Ciscod,pafhafa,'afca, af¥asfiaf«(Cisco Services Modules)] > [Cisco Catalyst
65003,-af°af%a,°/76004,-af*afa,°ASAa, uafaf a, afca, af¥afiaas«(Cisco Catalyst 6500 Series /

7600 Series ASA Services Module)] > [Adaptive Security Appliance (ASA Software]

159 « |3 @ «C8»a-3QP—aQNIQ™EE,30"3,(ES, %03 @RIfPafa, 3f8aFa@®AEEf 3@ 25«aRSAf@afA
8, (Af-8 &t-é<a@™a,« 3@ &] (a3, EIPAHIY™AE,

Cisco ASA 1000V 3 EfOF 18f %odf+3, 3 uf, 05 5 OAf/Af 4@ ®3 86 39 3€@[e£1L5"€(Products)] >
[3,»3,af¥afasta,£(Security)] > [af+3,ia,na,¢3, | 3,©afYaf«(Firewalls)] >
[6@©a;00d7<3,»8,af¥af*af13,£3,¢af—af©a,123,¢af3, (ASA)(Adaptive Security Appliances
(ASA))] > [Cisco ASA 1000Va, af©a, | af%oaf+a,id,ra,ca, | a,0afhaf«(Cisco ASA 1000V Cloud
Firewall)] >

[6@©a;00ad73,»3,af¥af2af13,£3,¢af—af04,03,¢Ca3, (ASA)4, Y2af-af "4, | 4,83, C(Adaptive Security
Appliance (ASA) Software)] &@«¢8»a«a@—a@Ha@™aE,

Ciscoc@ ©a; edz«d,»d,af¥afafta,£a»®aefs, caf—afoa,13,¢af*3,"(ASAV) 3 @83€ @ [£ 123" @(Products)]
> [a,»d,af¥afafta,£(Security)] > [af+3,id,na,¢3, | 3,©afhaf«(Firewalls)] >
[6@©a;00a7<3,»8,af¥af*af13,£3,¢af—af0a,13,¢af3, (ASA)(Adaptive Security Appliances

(ASA))] > [Ciscoé@©a; 00az<d,»3,af¥af2af13,£a»®aef], ¢af—af03,13,¢a3, (ASAV)(Cisco

Adaptive Security Virtual Appliance (ASAv))] >
[6@©a;00ad7<3,»3,af¥af2af13,£3,¢af—af04,03,¢Caa, (ASA)4, Y2af-af "4, | 4,83, C(Adaptive Security
Appliance (ASA Software)] 3@ «(8»a«3@—a @43 Q™AE,

4, @efa"O¢" " a%«a¥a@ "a...~av@g™og”

Cisco ASA VPN Failover Command Injection Vulnerabilityg€€ Cisco ASA VNMC Command Input
Validation VuInerabiIity§€QéQ§é,AéQ3Cisco ASA Clientless SSL VPN Portal Customization
Integrity Vulnerabilityd€ a€€@Alec Stuart-

Muirkd€«3,"3@£3€ '5,3,'3,°3€«& +3'55€+3, E3Q%IO—3OYaE,

Cisco ASA VPN Failover Command Injection Vulnerabilityd@€€ Cisco ASA VNMC Command Input
Validation Vulnerabilitya€€Cisco ASA Clientless SSL VPN Portal Customization Integrity
VuInerabiIityé€0§0§é,“é@3Cisco ASA Local Path Inclusion
Vulnerabilityd@®3 @2£3"O¢" 3¢ a€@Alec Stuart-Muirka€«3,”a,<Ruxcon
20144,»3,3f¥af2af13,£3,«aF3af3,iaf-aF%3,'3@83®VYe " 1433, i€ 3€,39%IQ™IE,

Cisco ASAS, Af©4 ud, ¢afaf &f -5 1SSL
VPN3@®Sf...d 121 Q93Q 3€,3€@ a,uafhuif'sd,'xd@ | a@®e,1d%+x€85€ F€@SecurityMetricsa @
M3 «3, 3QL59 '3,5,'5,°50«3 £3559+3, E5 Q%I —3QV3E,



Hyrum
Mé@«é,‘é,éf—éféﬁaeg-g"gé,,§€QéQ“éQ®é,,Té%iae€§50®é,éae£é“©g”" 3,/cr°ad@™a...~é—3@+a,(EA4

4@ "3Q®3,Caf%0af@3,n3,93f 3@« "e%%0i @ 3, Ei@ | 3,3« QP QIORI-IOMIO'3Q | FO®E, T

Cisco Product Security Incident Response
Team(PSIRT)a€83€ €@ axr0e-3,¢af%0af€a,ra,9afa@«e” "€1%%0d €3, EdQ | 5€,3,<a»-3@®e, TaAlite

Cisco PSIRTE€ a€@Cisco ASAS, af©a,na,cafaf af-a,"SsL
VPN&f@afad,;3f«a,«3,"a,;3f23,03,°3@®A®RES...  2€83Q®e,18%+2€83@Ex,¢" 5+3, IOV 3¢

5933 RE 5O FEQIO IO, »3, AfYAFPAFTE £5,Caf%0af @ F, 13, 559 OFEE

8 14Af+Af 5,15, 88, CAf @ 3f Y3, 3f535€ " 5; ®RLAEQS,»3, 3, 555 5@®FEECisco

ASA3,”3f03,53,CaF3a5 5f4,1SSL

VPNEf@aFIAS,: 8F <5 «8,18,03528,95,°5 @ ®I®ES... 2ESFQ®L, 131+ 2E859«E-CIO™3, 18| 95O

2015-July-08 UPDATE:Cisco

PSIRT4@83€ 3€Q3Q"3@®3,»3,af¥af513,£3,¢af%0af@ 3,13, 95 5€83...~6~5€+3,EFQYCisco

ASA VPN3@®Do0Se,1a%+€83€83€,3,<CVE-2014-33833€@®4&12+€Y,3,' 89 —3€'3,<Cisco
ASAEf+af€3,08,"3,8% " 3Q—a3€@ | 3€,5,3 €6 3Q®3, 5,3, 259PIHSEBC2E IH®I -3, @L7 3¢
Cisco ASA 3,%.af+af 4, | a,8a,¢

afeafasad, a€«a,caffaf—a,caf-afhaf%od @™a 3 @ 3@ d@«d, AQLIQ | IEQIPTOBRIA-QE(ES, A,

Cisco
PSIRTa@83€@ €@ "3O®3,Caf%oaf@a,na Nafa@«e "e1%od@-3,EIQ | 3,3, a»-3@®e, TVt

URL

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20141008-asa

o' 1g", at¥ee

&feaf*4, Af8Af3|2015& 7 a8 9
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afeafa, 4fSar°

20 20158 7a68e—¥ | CSCul36176 - Cisco ASA VPN Denial of Service Vulnerabilityd€ ® A€A



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141008-asa

Cisco ASAS, Bf©3 ud, ¢af3af &f -5 1SSL

Revision 2.0 20154 26808 11oe—¥ e . . . - < Le
VPNaf@afsd, af«d,«3,'a,;3f25,03,°3@®a®ES... 0€85@9®e,TaV

af%af"a, afsaf?
1.2
af%af"a, afsafe
1.1

20158" 1laas 13ce—¥ | CSCt(526615@ ®xee€d" @ 3@ ®a;P®xeLfe, 3@ afafaf1ha, a@«é-

20148 102808 245e—¥| Cisco ASAE Y28f+4f 4, 18, 84, ¢af @ af%43,,3f845°9.3(1.1)4@®p®a "™:

afeafa, ,afsar?

10 2014&" 1006’ 8ce—¥ | @3>Z4...~é—af*afafna,"

aog" elec,,

aeoe-3, CAf%odf 3,103,933 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ 59 ' QP PIWIOP—IQ  553,55¢
e0e-3,Caf%03f @3, 13, 53 ®xS...4 +3€55,"3€%3F58, 3@®a ¢ 3@ «6-CAQ™3,@2-EmIQP B €
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