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3,/2@riQMNiIQiQ 33 efLIPIP—IONIQP™IE, 3Q"'IQPRAS,afhAf« Y
http://tools.cisco.com/security/center/selectl OSVersion.x 468

Ciscod,»a,af¥afeasta, £iva"SIOa%oaf @afhd,; af«a @83 O¢" i @83 @ @A Q%IQ™

afid, af£afv.areareafya,r &@aeEaefé@,;é.faé.faé.f%é,‘é
Affected 12.0-Based Releases First Fixed Release'l'l/[é(‘,@ae‘:‘,é@'é,(EéO:
e028y5 a@™a,« 12.0 éﬁ”éf%éﬂé@@éfaéfaéf%éﬂéé_éél

Affected 12.2-Based Releases First Fixed Release'l'l/[é(',@aeSéQ'é,CEéO:
12.2EX Vulnerable; migrate to any release in 12.2SEG |
12.2(55)EX2 &»¥8% @3 @ ®af*afafa,'a€@ ¢e,1a%+i983€ i9°53€,5€¢

12.2EY Vulnerable; migrate to any releasein 15.1EY |
12.2(55)EY &»¥&%.@a@®afiafiafa,'a€@ e,1d%+i@83€ 3€°39,308

12.2EZ 12.2(55)EZ é»¥é%0050®éfaéfaé.f%é,1éQ_é,,’ré%iéé§éé_ééa§0,,é0§:
12.2IRB 6, T8/s+ o853 @— I



http://www.cisco.com/go/psirt
http://tools.cisco.com/security/center/selectIOSVersion.x

12.2IRC 8, T8/st o853 @ —
12.2IRD 8, t&/aeE859 3 @ —
12.2IRE 8, t&/caeE859 3 @ —
12.2IRF 8, t&/taec859 3 @ —
12.2IRG 8, 1&/rto£83°3 @ —
12.2IRH 8, t&/aec859 3 @ —
12.2IRI 8, T&/aec859 3 @ —
12.21XG &, T&/ L8593 @ —
12.21XH 8, T8/ aeL859 3 @ —
12.2MC 8, T8/at £S5 @ —
12.2MRA 8, T8/at £S5 @ —
12.2MRB 8, T8/st £S5 @ —
12.2SB 8, T8Y/st £S5 @ —
12.2SCA 8, t&/aeE859 3 @ —
12.2SCB 8, t&/aeE859 3 @ —
12.2SCC &, t&/caeE859 3 @ —
12.2SCD 8, t&/aec859 3 @ —
12.2SCE 8, t&/aeL859 3 @ —
12.2SCF &, t&/aec859 3 @ —
12.2SCG 8, T&/aeL859 3 @ —
12.2SCH 8, T8/t oL@ 3 @ —
12.2SCl 8, T8/ aeL889 3 @ — |
12.2SE 12.2(55)SE9 é»¥é%ooao®afaéfaamaﬂa@‘é,,fé%iao§éé‘ééaéé,,éo§
12.2SEG 8, T8/at £S5 @ —
12.2SG 8, T8/st £S5 @ —
12.2SGA 8, T8/st o853 @ —
12.2SM 8, t&/oeE85@ 3 @ —
12.2SQ 6, T8/s- £S5 3 @ —
12.2SRA 8, t&/aec859 3 @ —
12.2SRB 8, 1&/rto£83°3 @ —
12.2SRC &, t&/aec859 3 @ —
12.2SRD 8, T&/taeE859 3 @ —
12.2SRE 8, T&/aeL859 3 @ —
12.2STE 8, T8/ aeL889 3 @ —




12.28V 8, T8/st o853 @ —
12.2SVD 8, t&/aeE859 3 @ —
12.2SVE 8, t&/caeE859 3 @ —
12.2SW 8, t&/taec859 3 @ —
12.2SXF 8, t&/a-ceE859 3 @ —
|OS software 8f ¢4, 8 ¥afY.af «ce£88f " f faf @3, 8€),C...88@—3€ | 8 G @3 €
12.2SXH 8, T8/st £S5 @ — I
|OS software 8f ¢4, f ¥af Y.Af «ce£88f 8f fAf @8, 8€),C...80@—3€ | 8 3 @+3€
12.2SX1 8, T&/st £S5 @ — I
12.2SXJ 8, T8/at £S5 @ —
12.2SY 8, T8/at £S5 @ —
12.2WO0 8, T8/st £S5 @ —
12.2XNA Cisco |0S XE 8 YAf4f"4, 15 84 (3@ ®A€@ ¢ €85 4€,C..809—3@ | éoi
12.2XNB Cisco 10S XE & 158f+4( 4 .85 (3@ @4 ¢ €84, 40.C.. 530 —39 | 5
12.2XNC Cisco 10S XE &158f+4( "4 .85 (3@ @3 ¢ €84, 40.C.. 530 —39 | 5
12.2XND Cisco |0S XE & Yf+af 5 5,84 ¢5@®a@ ¢~ *x€84 5€,¢..809—39 | PN
12.2XNE Cisco 10S XE & YAf+3f 44 85 CA0 @30 " €53 46,c.. 530 —3€ | 50
12.2XNF Cisco 10S XE & YAf+3f 4.4 85 (A0 @30 " €53 46,530 —3€ | 50
12.2X0 8, T&Y/sta£85Q 5 @ — I
12.2ZYA 8, T&Y/sta£85Q 5 @ —

Affected 12.3-Based Releases

First Fixed ReleaseiVs a;R@acLa@*a, Ea @

80234 a@™a < 12.3 af™afa,'a@®afafrafd,'a€¢ a€

Affected 12.4-Based Releases

First Fixed ReleaseiVs a;®@acLa@a, Ea @

8023/ a@™a « 12.4 af™afd,'a@®afafasrd,'a€@ a€

ay+éY ¢4, a@—ae'a« 15.0
afmafra,'a@®afareasa,’

First Fixed ReleaseiVs a;®@acLa@*a, Ea @

15.0EA

e, t&/coeL889 3 @ —

15.0EB 8, T8/ aeL889 3 @ —

15.0EC 8, T8/at £S5 @ —

15.0ED Vulnerable; AfeafearY.a 1 15.2E 5@83>°a®35€+a,E3,«c-- 1

15.0EH Vulnerable; af3afeafyA L 15.2F 4@83>°4@355€+3,E4,«c—— 1

15.0EJ Vulnerable; af3af2afYA L 15.2F 4@83>°4@35€+3,E4,«c-— 1

15.0EK 15.0(2)EK 1 &»¥&%. @ 3@ ®af 51 af143,'5@ &, Ta%+3Q@83Q™; sfafaf1a,
3953,39° 003, Er¥eMQIQ &, 13%iQ8i9 19750, 50559™5¢

15.0EX 8, T8/at £S5 @ — I




15.0EY 8, T8/st o853 @ —

15.0EZ 8, t&/aeE859 3 @ —

15.0M 8, t&/caeE859 3 @ —

15.0MR 8, t&/taec859 3 @ —

15.0S 8, 1&/rto£83°3 @ —

15.0SE Vulnerable;
G "3@®3,Caf%odf@a,nd Yaf A @R/ Rafe a8, /0afaf"3,,8,85,CA@
CU.C"aQ«EELCUAQO—E3@ | & 3939, 3E,

15.0SG 8, t&/aeE85@ 3 @ —

15.0SQC 8, T&V/taeE859° 3 @ —

15.0SY 8, t&/aec859 3 @ —

15.0XA 8, 1&/to£83°3 @ —

15.0X0 8, T&Y/sa£85Q 5 @ —

a+EY 4, d@—ae'a,« 15.1
afmMafra,'a@®asrasreasa,’

First Fixed ReleaseiVs 8, ®@aLa@a, Ea©@

15.1EY 8, t&/coeE859 3 @ —

15.1GC &, t&/caeE859 3 @ —

15.1M 8, t&/caec8589 3 @ —

15.IMR 8, t&/aeL859 3 @ —

15.IMRA 8, T&Y/sta£85Q 5 @ —

15.1S 8, T&Y/sta£85Q 5 @ —

15.1SG Vulnerable; Af?afeary.a ! 15.2F 4€@83>°a®33€+3,E4,«c-- 1
15.1SNG 8, T8/st £S5 @ —

15.1SNH 8, T8Y/st £S5 @ —

15.1SNI 8, T8/at £S5 @ —

15.1SY 15.1(1)SY4; 31-OCT-14 4983°O¢" " 3@ &f%;
15.1T 8, T8/st o853 @ —

15.1X0O Vulnerable;

Q" "aO®3,Caf%0af@a,nd 03 3P ®a Rafee 4@ ;4,/2af3f"4,,8,85,Ca @

CM.C"aQ«EELCUAQ—EQ |8 3O 39, 3E,

€028 a@™a,< 15.2
afmafra,'a@®aseaseasa,’

First Fixed ReleaseiVs 8, RacLa@a, Ea @

15.2E

15.2(3)E; 23-OCT-14 5983"O¢"" 3 &f%:

15.2EA

8, TaY-aeL85@ 25 @ —

15.2EB

Vulnerable;




4O "aQ@®3,Caf%0af@ 3,03, 93 Q@i Rafe 8@, d,2afaf"3,,3,83,Ca @
CM.C"aQEELCUGO—a@ | 43939 ,3E,

15.2EY 8, T&/sta£85Q° 3 @ —
15.2GC 8, T&Y/st £S5 @ —
15.2JA 8, T8Y/at £S5 @ —
15.2JAC 8, T8/st £S5 @ —
15.2JAX 8, T8/st £S5 @ —
15.2J8 8, t&/oeE859 3 @ —
15.2)N 8, t&/caeE859 3 @ —
15.2M 8, t&/aec859 3 @ —
15.2S 8, 1&/rto£83°3 @ —
15.2SA 8, T&Y/sa£85Q 5 @ —
15.2SNG 8, T&Y/sta£85Q 5 @ —
15.2SNH 8, T&/sta£85Q 5 @ —
15.2SNI 8, T&Y/aae£85Q 5 @ —
15.2T 8, T&/st £S5 @ —

€028 a€™a,< 15.3
afmafna,'a@®afafrasa,’

First Fixed ReleaseiVs a;®@acLa@a, Ea @

80285 5@ ™3 < 15.3 YA QYA @, 3@ Yafafara, 'a@a

€023, a@™a,« 15.4
afmMafa,'a@®asasreasa,’

First Fixed ReleaseiVs é;®@aLa @ a, Ea @

15.4CG 8, t&/caeE859 3 @ —
15.4M 8, t&/aec859 3 @ —
15.4S 8, t&/to£83°3 @ —
15.4T 8, T&Y/sta£85Q° 5 @ —

Cisco | OS XE &, v4if+af 4, 4, 84, ¢

First Fixed ReleaselFir st Fixed ReleaseiVs a;®aeta€pd, Ed @ VR e€d " 93O ®AFaF 354, %0
2.X e, Ta/aoeL85Q 3 @ —
3.1.xSG 8, &Y/t £S5 @ —
3.2xSG 8, &Y/t o£85Q 3 @ —
3.2xSE &, T&Y/sta£85Q 3 @ —
3.2xSQ e, t8/taeL889 3 @ —




3.2xX0 &, Tavct

3.3.xX0 &, T&vat

3.3.xSG &, Tavct

3.3.xSQ e, t8/taeL889 3 @ —
3.4.xSG &, T&vat

35.xE 35.3E

3.6.xE &, T&vat

3.2xS 8, &Y/ o£859 3 @ —
3.3xS 8, t8/c-ceE85@ 3 @ —
3.4.xS 8, t&/caec889 3 @ —
3.5xS 8, t&/caec89 3 @ —
3.6.xS 8, t&/ccec859 3 @ —
3.7xS 8, t8/taec85@ 3 @ —
3.8xS 8, t8/aaec859 3 @ —
3.9xS 8, T8/ aec889 3 @ —
3.10.xS 8, ta/ccec859 3 @ —
3.11.xS 8, ta/ccec859 3 @ —
3.12.xS 8, t&/ccec859 3 @ —

Cisco 10S af%f3afv.a, 15€p a€® Cisco I0S XE d@®afzaffaf afa,°
FO™5,EQ"3Q IORIQPYS, 93O «3EQCisco IOS XE &, 2 39 3@ B®IFaf a1,

afZa5naf a€@Cisco 10S XE 3S afafaf%a," afZafhaf 353,593
http://www.cisco.com/en/US/docs/ios/ios xe/2/release/notes/rnasr21. html#wp2310700
4€83°©¢" 3@ e&fY, 3€° Cisco I0OS XE 3SG affafasfha,

3f73f%3F 3€,C..859—3€ ' 3,3639,

http://www.cisco.com/en/US/docs/ios/ios xe/3/release/notes/asr1k_rn_3s sys reg.html#wp2999052

2@ ea,E3@z3,E

http://www.cisco.com/en/US/docs/switches/lan/catal yst4500/rel ease/note/OL _24726.html#wp25702525€,

8 ffYafa18¥ ¢4 dEQaQPréiSa®Ci@ d;PrLfxr,"d@:a,%af3fa,4,83,C3€QA...¥2%0IQ™A 3" 3¢
Cisco a,paf@afnaf” cu,c"a@«EELCUia@O™a <a,...e ! Q39 T3€,3,539%3Q™IE,

4, @Rr£A"OC¢" " a%a%<aQ "a...nah@gMog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p83 € 3€@x0e-3,Caf%0af@a,na, Naf'd@«e "%%od€ 3, Ei | 3€,3,<8,TaVitae€

3©"3©®e,T8%+2€85€ Ayhan Koca 3€53,3€° ERNW 3@ ®af75f15,£3,¢4," Gmbh Luft
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http://www.cisco.com/en/US/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_sys_req.html#wp2999052
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_24726.html#wp2570252

59«3, 39L3Q ! Cisco 3@«C™e ! G5, TIP3 t3'550+3, F5Q%IO—IOVEE,
URL

http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20140806-energywise
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