Apache Struts 2 Command Execution
Vulnerability in Multiple Cisco Products
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Cisco Business Edition 3000 Series

Cisco Identity Services Engine (I1SE)

Cisco Media Experience Engine (MXE) 3500 Series
Cisco Unified Contact Center Enterprise (Cisco Unified CCE)
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Cisco Adaptive Security Appliance (ASA) Software

Cisco Business Edition 5000 Series and Cisco Business Edition 6000 Series
Cisco Cloud Web Security (CWS)

Cisco Conductor

Cisco Configuration Assurance Solution (CAS)

Cisco Prime Data Center Network Manager (DCNM)

Cisco DVR

Cisco Emergency Responder

Cisco Firewall Service Module (FWSM) Software

Cisco Hosted Collaboration Mediation Fulfillment (HCM-F)

Cisco Media Experience Engine (MXE) 3000 Series and Cisco MXE 5600 Series
Cisco Prime Central for Hosted Collaboration Solution (HCS) Assurance

Cisco Prime Infrastructure

Cisco Prime LAN Management Solution (LMYS)

Cisco Prime Network Control System (NCS)

Cisco Secure Access Control Server (ACS)

Cisco TelePresence Manager, Cisco TelePresence Recording Server, and Cisco TelePresence
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Multipoint Switch

Cisco Unified Attendant Console

Cisco Unified Communications Domain Manager (Cisco Unified CDM)

Cisco Unified Communications Manager (Cisco Unified CM)

Cisco Unified Communications Manager IM and Presence Service and Cisco Unified Presence

Cisco Unified MeetingPlace

Cisco Prime Unified Operation Manager (UOM)

Cisco Prime Unified Services Monitor (USM)

Cisco Unified SIP Proxy (USP)

Cisco Unified Survivable Remote Site Telephony (SRST) Manager

Cisco Unified Survivable Remote Site Voicemail (SRSV)

Cisco Unity Connection

Cisco Videoscape Control Suite Foundation (V CS-Foundation)

Cisco Web Security Appliance (WSA), Cisco Email Security Appliance (ESA), and Cisco Content
Security Management Appliance (SMA)

Cisco WebEx

Cisco WebEx Recording Format (WRF) and Cisco WebEx Network-Based Recorder (NBR)
Player
. Cisco Wireless Control System (WCS)
. CiscoWorks Common Services (CS)
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CSCun31197 - Cisco BE 3000 Apache Struts 2 Command Execution
Vulnerability

Calculate the environmental scor e of

CVSS Base Score - 10.0

Access || Access Authentication Confidentiaity || Integrity | Availability
Vector || Complexity I mpact Impact || Impact
Network || Low None Complete Complete| Complete

CVSS Temporal Score - 7.6
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Unproven

Unavailable
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Calculate the environmental scor e of

CVSS Base Score - 10.0

Access |Access | Authentication Confidentiality || Integrity [|Availability
Vector || Complexity Impact Impact || Impact
Network | Low None Complete Complete|| Complete

CVSS Temporal Score - 6.7
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Remediation Level

Report Confidence

Unproven

Official-Fix
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CSCun31301 - Cisco MXE 3500 Apache Struts 2 Command Execution
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Calculate the environmental scor e of

CVSS Base Score- 10.0

Access
Vector

Access
Complexity

Authentication

Confidentiality
Impact

Integrity
I mpact

Availability
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Network || Low None Complete Complete| Complete

CVSS Temporal Score - 6.7

Exploitability Remediation Level Report Confidence

Unproven Official-Fix Unconfirmed
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CVSS Base Score - 10.0

Access || Access Authentication Confidentiality || Integrity | Availability
Vector || Complexity Impact Impact (| Impact

Network || Low None Complete Complete| Complete

CVSS Temporal Score - 8.3

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed
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Revision (2014- Credited vulnerability reporters, per
12 December-17 | request.

Added additional information about
fixed releases for Cisco Unified
CCE.
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