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ã�“ã�®è„†å¼±æ€§ã�¯ã€�BVSMWeb ãƒ�ãƒ¼ã‚¿ãƒ«ã�®ä¸€éƒ¨ã�® Web 
ãƒšãƒ¼ã‚¸ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹éš›ã�®èª�è¨¼ã�Šã‚ˆã�³èª�å�¯ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�®ä¸�é�©åˆ‡ã�ªå®Ÿè£…ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ
URL 
ã‚’è©²å½“ã‚·ã‚¹ãƒ†ãƒ ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 
 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCum77041ï¼ˆ 
ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨ï¼‰ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE ID ã�¨ã�—ã�¦ CVE-
2014-3300 ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚¹ã‚³ã‚¢è©³ç´°

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ Common 

https://tools.cisco.com/bugsearch/bug/CSCud41130
http://tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCum77041
http://tools.cisco.com/RPF/register/register.do


Vulnerability Scoring 
Systemï¼ˆCVSSï¼‰ã�«åŸºã�¥ã�„ã�Ÿã‚¹ã‚³ã‚¢ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚æœ¬ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�® CVSS ã‚¹ã‚³ã‚¢ã�¯ã€�CVSS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.0 
ã�«åŸºã�¥ã�„ã�¦ã�„ã�¾ã�™ã€‚

CVSS 
ã�¯ã€�è„†å¼±æ€§ã�®é‡�è¦�åº¦ã‚’ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã€�ç·Šæ€¥æ€§ã�Šã‚ˆã�³å¯¾å¿œã�®å„ªå…ˆåº¦ã‚’æ±ºå®šã�™ã‚‹çµ„ç¹”ã�®æ‰‹åŠ©ã�‘ã�¨ã�ªã‚‹æ¨™æº–ãƒ™ãƒ¼ã‚¹ã�®è©•ä¾¡æ³•ã�§ã�™ã€‚

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�åŸºæœ¬è©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆBase 
Scoreï¼‰ã�Šã‚ˆã�³ç�¾çŠ¶è©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆTemporal 
Scoreï¼‰ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã�“ã‚Œã‚‰ã‚’ç”¨ã�„ã�¦ç’°å¢ƒè©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆEnvironmental
Scoreï¼‰ã‚’ç®—å‡ºã�—ã€�è‡ªèº«ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿åº¦ã‚’çŸ¥ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ CVSS 
ã�«é–¢ã�™ã‚‹è¿½åŠ æƒ…å ±ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html

ã�¾ã�Ÿã‚·ã‚¹ã‚³ã�§ã�¯ã€�å�„ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹ç’°å¢ƒå½±éŸ¿åº¦ã‚’ç®—å‡ºã�™ã‚‹
CVSS è¨ˆç®—ãƒ„ãƒ¼ãƒ«ã‚’æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

http://tools.cisco.com/security/center/cvssCalculator.x

 
 

CSCun49862 - Cisco Unified Communications Domain Manager Privilege 
Escalation Vulnerability

Calculate the environmental score of

CVSS Base Score - 9.0

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low Single Complete Complete Complete

CVSS Temporal Score - 7.4

Exploitability Remediation Level Report Confidence

//www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://tools.cisco.com/security/center/cvssCalculator.x


Functional Official-Fix Confirmed

 
 
 

CSCud41130 - Cisco Unified Communications Domain Manager Default 
SSH Key Vulnerability

Calculate the environmental score of

CVSS Base Score - 10.0

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None Complete Complete Complete

CVSS Temporal Score - 8.7

Exploitability Remediation Level Report Confidence

High Official-Fix Confirmed

 
 
 

CSCum77041 - Cisco Unified Communications Domain Manager 
BVSMWeb Unauthorized Data Manipulation Vulnerability

Calculate the environmental score of

CVSS Base Score - 7.5

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None Partial Partial Partial



CVSS Temporal Score - 7.1

Exploitability Remediation Level Report Confidence

Functional Unavailable Confirmed
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


