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No Officially
Released
Versionsare
Affected

5.2(1)N1(7)
2.2(1d)[[2.2(1d)|| N/A ||6.2(8)|| N/A [|6.0(2)N2(4)||4.1(2)EL(11)
7.0(2)N1(2)

5.0(3)U5(1)
6.0(2)U2(4)

Recommended

Release N/A

N/A
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UCS 6100 = Cisco Unified Computing Server &f+3, jaf-af2af f&, & paf33a ¢afv.a, af€a, af” 6100
a,affafna,° affafea,na,

UCS 6200 = Cisco Unified Computing Server &f+3, jaf—af%4f 3, 8, 0af33 ¢Af V.3 35f€a, af” 6200
3,-af°afna,° affaf€a,na,

Nexus 9000 = Cisco Nexus 9000 &, -af%5ifv.4, © &f taf €4a,23,"

Nexus 7000 = Cisco Nexus 7000 3, -af%5f.3,° af taf €4a,23,"

Nexus 6000 = Cisco Nexus 6000 3, -af%f 3, ° af taf 4a,23,"

Nexus 5000 = Cisco Nexus 5000 4, -af3afv.a, o5€S3,"53€° Cisco Nexus 5500 &,-3f°af%3,°
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Nexus 4000 = Cisco Nexus 4000 3, -&f2af V.3, ° af—af —~af Vaaf %o af taf €3,na,"

Nexus 3000 = Cisco Nexus 3000 € 53,"3€> Cisco Nexus 3500 &,-3f25f%3,° aftaf€a,na,"

Nexus 1000V = Cisco Nexus 1000V 3, -4f3%if 44, 4,18, oaf faf @ 353,39 1010 a»®a=f33,pafuasra,

3,¢af—afoa,na,casfrs,’

MDS 9000 = Cisco MDS 9000 &f 74 «&f € 3f~3,08fx 3,153,035 faf@/5f15,£5f~3,74,; 4F3,;afVaF

aftaf@a,na,’
CGR 1000 = Cisco 1000 4, -4fefY.8,° Connected Grid &f «af4, ¢ 4f taf € 3,13,

& 1Y.55 SE@®e; 39 ® Recommended Release
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SCOre'l'%%oé,'(;®—éioéQ—<§€Qéiaé°«§0®§f@§f.f§f'\é.f_§f%é,_5Q«é@éé@'é,(é,ﬁé%i&%€§a®®é1/2iév

5, -4,15,%5@ =-ja@®afafs, a8 CVsSS
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49%3IOY3,3,3°3983€ 3€QIQ, AfQ@affafasr éf%éfé@«é@éé@’é,@’% CféVziéVgé° 13, C®—at°a QT
CVSS e~ “(;®—éf,,éf%éf«é,’ae—|ié@@é.faéf"’é,_éé%eééé%é0—50 1 3@, @%IQ™aE,
http://tools.cisco.com/security/center/cvssCal cul ator.x

Cisco NX-OS Virtual Device Context SSH Privilege Escalation
Vulnerability - CSCti11629

Calculate the environmental scor e of

CVSSBase Score- 7.1

Access | Access Authentication Confidentiality || Integrity | Availability
Vector || Complexity Impact Impact || Impact

Network | High Single Complete Complete| Complete
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CVSS Tempora Score

-5.9

Exploitability

Remediation Level

Report Confidence

Functional

Official-Fix

Confirmed

Cisco NX-OS Virtual Device Context SSH Key Privilege Escalation

Vulnerability - CSCud88400

Calculate the environmental scor e of

CVSSBase Score-7.1

Access |[Access
Vector || Complexity

Confidentiality

Authentication
I mpact

Integrity ||Availability
Impact (| Impact

Network | High

Single Complete

Complete| Complete

CVSS Tempora Score

-5.9

Exploitability

Remediation Level

Report Confidence

Functional

Official-Fix

Confirmed

Cisco NX-OS-Based Products Smart Call Home Buffer Overflow
Vulnerability - CSCtk00695, CSCts56633, CSCtsh6632, CSCts56628,

CSCuf61322, CSCug14405

Calculate the environmental scor e of




CVSS Base Score- 7.6

Access || Access Authentication Confidentiality || Integrity | Availability
Vector || Complexity Impact Impact || Impact
Network | High None Complete Complete| Complete

CVSS Tempora Score - 6.3

Exploitability

Remediation Level

Report Confidence

Functional

Official-Fix

Confirmed

Cisco NX-OS Message Transfer Service Denial of Service Vulnerability -

CSCtw98915

Calculate the environmental scor e of

CVSS Base Score- 7.8

Access [ Access | Authentication Confidentiality || Integrity | Availability
Vector || Complexity Impact Impact || Impact
Network | Low None None None [ Complete

CVSS Tempora Score- 6.4

Exploitability

Remediation Level

Report Confidence

Functional

Official-Fix

Confirmed




aytéyY ¢,

Cisco NX-OS Virtual Device Context a¢@® SSH

FO«IOSIOa @ O™MQrtr UIQP®E,T31+r€83Q9%IOYI€ Cisco NX-OS Virtual Device

Context 3@ ® SSH

5,3f%39«3, 3 @ Oe™M@x e hiP®e,13%+2E€339PI @2LOC" 1@« @ASYIHP—3QYa 39 3¢
VDC

59 3O®3,Ca, 43, 2 0MQF,'39-3%—39859 95,39 &fLhrtsiQ®Fi®,5,55Q%IQ™IE,

Cisco NX-OS af ™afv.a,1e£%3' € a€® Smart Call Home FQ«39SIOa Sf@affafd,
3,°afhaf@aruaf-afafli@®e, 13%+2€85Q®3 2L OC" @« PASYIP—3QYE 4@ €@ =" »x'fi

Cisco NX-OS &f j&f f&, »8f V.8, ,&»CeE@ 3, uaf1haf"3,' 59«59 S53€'a,« DoS

e,13%+e€83 Q@I @£ OC" 5@« QISYIQO—3OYa 39 Q" »x'fe€. .59 Fe0 3, "aftaf 4,3
DoS
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http://www.cisco.com/go/psirt/ 3@ ® Cisco Security Advisories, Responses, and Notices

5,C 55145, «8,055-5,,3€ @ SHECYSIQ®F, C5f%03f 95,05, 055,50,C..500—3 | 5€Qe-59"5,539 15,
8,%:3faf¥af 3, 3f83%,CC°° QIO—30 3O VIO 59-3€,3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,'5 @« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%03, i @—3@ @3¢ 3Y'(,i@—a3@ | é@,,é,éfiéﬁéﬁéﬁéﬁéﬂ
3f—afif€3,naf€afhi@«3i@53- 939,30 3,930 QIO 33,3,

Cisco Unified Computing Systemi¥sS

Cisco NX-OS &f ™MafV.a, 18£v:4° @39 ® Smart Call Home 39«39 53€'3,«<3f@affafd,i
3,23f%haf@afuaf-afafha@®e,tav+ae€s

|Affected Version ||Fir st Fixed Releasd[Recommended Release]
1.0 IN/A [2.2(1d) |
|11 IN/A |12.2(1d) |
1.2 IN/A |[2.2(10) |
1.3 IN/A [2.2(1d) |
|1.4(1h) and prior |[1.4(1i) |[2.2(10) |

Cisco Nexus 7000148
Cisco NX-OS Virtual Device Context 3@ ® SSH 3@ «3€@S53€'d e ©é™M@x " txe Ui®®e,t3l+res

|Affected Version|[Fir st Fixed Release>||Recommended Release)
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l4.X IN/A 16.2(8) |
[5.0(2a) and prior |[5.0(5) 16.2(8) |

Cisco NX-OS Virtual Device Context 4€@® SSH 3,5f%43€«3,"d,«<e ©é™@ax"Tx Ui@®e,Talitr€s

|Affected Version||Fir st Fixed Releasg|Recommended Releasd]
l4.X IN/A 6.2(8) |
[5.X IN/A 6.2(8) |
6.0 IN/A 6.2(8) |
6.1(4@) and prior (|6.1(5) 6.2(8) |

Cisco NX-OS af ™afv.a,1e£%3' € a€® Smart Call Home 3@ «39SIOa af@affafd,;
3, 2aflaf@afnasf-afafha@®e,talhte€s

|Affected Version|[Fir st Fixed Releasd|Recommended Release]
4.X IN/A 16.2(8) |
[5.0 IN/A 6.2(8) |
5.1 IN/A 6.2(8) |
[5.2(3) and prior |[5.2(3a) 6.2(8) |

Cisco Nexus 500048
Cisco NX-OS &f ™MafV.a, 16£v:8° @39 ® Smart Call Home 39«39 53€'3,«<3f@affafd,i
3,28 af@afuaf-afafha@®e, talte€s

|Affected Version||Fir st Fixed Releasd|Recommended Releasq]

5.2(1)N1(7)
4.X N/A 6.0(2)N2(4)
7.0(2)N1(1)
5.2(1)N1(7)
5.0 5.1(3)N1(1) 6.0(2)N2(4)
7.0(2)N1(1)

Cisco Nexus 4000148
Cisco NX-OS af ™afv.a,1e£Y.3 € a€® Smart Call Home FO«39S3Oa af@affafd,;
a,2afnaf@asfasf-afaflha@®e,talhtae€s

|Affected Version  |IFirst Fixed Releasg|Recommended Release)
[4.1(2)E1(1k) and prior||4.1(2)E1(1l) 14.1(2E1(11) |

Cisco Nexus 30001748
Cisco NX-OS af ™Mafv.a, 16£v:4° @39 ® Smart Call Home 39«39 53€'3,«<3f@affafd,i
5,°afhaf@aruaf-afafi@®e, tal+e€s

|Affected Version | [First Fixed Release|Recommended Releasel
[5.0(3)U2(1) and prior|[5.0(3)U2(2) |15.0(3)U5(1j) |




| | 6.02)U2(4) |
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|Affected Version|[Fir st Fixed Releasd|Recommended Releasd]
CG4(3)

CG3 N/A 1SATCG
CGA4(3

cea(1) ce4(2) o 4((1))CG
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Updated Recommended Version in Nexus
2014- || 7000 Software tables for the Cisco NX-OS
June- | Virtual Device Context SSH Privilege

02 Escalation Vulnerability to match other
tables.

Removed Nexus 5500UP devices from the
Revision 2014- Confirme_d Not \_/ulnerat_)le section.While
25 May- theﬁ_e devices shipped with a non-vulnerable
' 29 version of NX-OS, they are capable of
running an affected version of 5.0(3).

Added a clarifying statement to the Smart

Revision
2.3

Revision f/l014_- Call Home vuinerability to stipulate that
21 Y~ 1 SCH must be configured to utilize SMTP as
28 :
the reporting method.
Further engineering efforts have determined
that no officially released images are
2014- affected by the Message Transfer Service

Revision Denial of Service vulnerability.Customers

2.0 g/lsay- running a pre-release version of NX-OS 6.0
may be affected and are advised to update to
an official release. MDS 9000 Family moved
to Products Confirmed Not Vulnerable.

Revision | 2014

11 May- |Updated tables for legibility purposes.

' 21
Revision | 2014
10 May- | Initia public release.
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