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æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�¯ç�¾åœ¨èª¿æŸ»ä¸ã�§ã�™ã€‚

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20140409-heartbleed

åˆ�å…¬é–‹æ—¥ : 2014-04-09 03:00

æœ€çµ‚æ›´æ–°æ—¥ : 2014-10-29 16:11

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.26 : Interim

CVSSã‚¹ã‚³ã‚¢ : 5.0

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCuo17488

CVE-2014-

0160

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140409-heartbleed
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140409-heartbleed
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:P/I:N/A:N/E:H/RL:U/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo17488
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
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Cisco Bug Search 

Toolã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦ä¸�å…·å�ˆã�®è©³ç´°ã‚’ç¢ºèª�ã�—ã€�ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã�§[Save
Bug] ã‚’é�¸æŠžã�—ã�¦[Email Notification] 
æ©Ÿèƒ½ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã�¨ã€�ãƒ�ã‚°ã�Œæ›´æ–°ã�•ã‚Œã�Ÿã�¨ã��ã�«è‡ªå‹•é€šçŸ¥ã‚’å�—ã�‘å�–ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚
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Cisco Agent for OpenFlow [CSCuo30098]•

iOSå�‘ã�‘Cisco 
AnyConnectã‚»ã‚ãƒ¥ã‚¢ãƒ¢ãƒ“ãƒªãƒ†ã‚£ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ[CSCuo17488]

•

Cisco ASA CX Context-Aware Security [CSCuo24523]•

Cisco Common Services Platform Collector [CSCuo29151]•

Cisco Desktop Collaboration Experience DX650 [CSCuo16892]•

Cisco Edge 340ãƒ‡ã‚¸ã‚¿ãƒ«ãƒ¡ãƒ‡ã‚£ã‚¢ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼[CSCuo24301]•

Cisco Expresswayã‚·ãƒªãƒ¼ã‚º[CSCuo16472]•

Cisco FireAMP Private Cloud Virtual Appliance•

Cisco IOS XE [CSCuo19730]•

Cisco Internet Streamer CDS [CSCuo31566]•

Cisco Jabber Video for TelePresence(Movi)[CSCuo28855]•

Cisco MATEè£½å“�[CSCuo22177]•

Cisco Mobility Service Engine(MSE)[CSCuo20622]•

Cisco MS200Xã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆã‚¢ã‚¯ã‚»ã‚¹ã‚¹ã‚¤ãƒƒãƒ�[CSCuo18736]•

Cisco OnePKã‚ªãƒ¼ãƒ«ã‚¤ãƒ³ãƒ¯ãƒ³VM [CSCuo19843]•

Cisco ONS 

15454ã‚·ãƒªãƒ¼ã‚ºãƒžãƒ«ãƒ�ã‚µãƒ¼ãƒ“ã‚¹ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ [CSCuo22921]

•

Cisco Prime Collaboration Deployment [CSCuo34385]•

Cisco Prime IP Express [CSCuo35657]•

Cisco Prime License Manager [CSCuo32735]•

Cisco Prime Network Registrar(CPNR)[CSCun82386]•

https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo30098
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo17488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo24523
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo29151
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo16892
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo24301
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo16472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo19730
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo31566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo28855
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo22177
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo20622
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo18736
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo19843
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo22921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo34385
https://bst.cloudapps.cisco.com/bugsearch/bug/%20CSCuo35657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo32735
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun82386


Cisco Prime Network Services Controller [CSCuo20385]•

Cisco Prime Security Manager [CSCuo27123]•

Cisco Security Manager [CSCuo19265]•

Cisco Small Business 

ISA500ã‚·ãƒªãƒ¼ã‚ºçµ±å�ˆåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹[CSCuo29778]

•

Cisco TelePresence 1310 [CSCuo20210]•

Cisco TelePresence Conductor [CSCuo20306]•

Cisco TelePresence EXã‚·ãƒªãƒ¼ã‚º[CSCuo26378]•

Cisco Telepresence Integrator Cã‚·ãƒªãƒ¼ã‚º[CSCuo26378]•

Cisco TelePresence IP Gatewayã‚·ãƒªãƒ¼ã‚º[CSCuo21597]•

Cisco TelePresence ISDN GW 3241 [CSCuo21486]•

Cisco TelePresence ISDN GW MSE 8321 [CSCuo21486]•

Cisco TelePresence ISDN Link [CSCuo26686]•

Cisco TelePresence MXã‚·ãƒªãƒ¼ã‚º[CSCuo26378]•

Cisco TelePresence Profileã‚·ãƒªãƒ¼ã‚º[CSCuo26378]•

Cisco TelePresence Serial Gatewayã‚·ãƒªãƒ¼ã‚º[CSCuo21535]•

Cisco TelePresence Server 8710ã€�7010 [CSCuo21468]•

Cisco TelePresence Server on Multiparty Media 310, 320 [CSCuo21468]•

ä»®æƒ³ãƒžã‚·ãƒ³ä¸Šã�®Cisco TelePresence Server [CSCuo21468]•

Cisco TelePresence System 1000 [CSCuo20210]•

Cisco TelePresence System 1100 [CSCuo20210]•

Cisco TelePresence System 1300 [CSCuo20210]•

Cisco TelePresence System 3000ã‚·ãƒªãƒ¼ã‚º[CSCuo20210]•

Cisco TelePresence System 500-32 [CSCuo20210]•

Cisco TelePresence System 500-37 [CSCuo20210]•

Cisco TelePresence Supervisor MSE 8050 [CSCuo21584]•

Cisco TelePresence SXã‚·ãƒªãƒ¼ã‚º[CSCuo26378]•

Cisco TelePresence TX 9000ã‚·ãƒªãƒ¼ã‚º[CSCuo20210]ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³6.1.2.0ä»¥å‰�•

Cisco TelePresence Video Communication Server(VCS)[CSCuo16472]•

Cisco Unified 7800ã‚·ãƒªãƒ¼ã‚ºIP Phone [CSCuo16987]•

Cisco Unified 8961 IP Phone [CSCuo16938]•

Cisco Unified 9951 IP Phone [CSCuo16938]•

Cisco Unified 9971 IP Phone [CSCuo16938]•

Cisco Unified Communications Domain Manager(Cisco Unified CDM)10.1(1) [CSCur10784]•

Cisco Unified Communications Manager(UCM)10.0 [CSCuo17440]•

Cisco Unified Communications Manager Session Management Edition(SME)[CSCuo17440]•

Cisco Unified Presence Server(Cisco UPS)[CSCuo21298]ã€�[CSCuo21289]•

Cisco Unified Workforce Optimization [CSCuo43820]•

Cisco Unity Connection(UC)[CSCuo30041]•

V3.4.2.xã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco Universal Small Cell 
5000ã‚·ãƒªãƒ¼ã‚º[CSCuo22301]

•
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo43820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo30041
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo22301


V3.4.2.xã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco Universal Small Cell 
7000ã‚·ãƒªãƒ¼ã‚º[CSCuo22301]

•

Cisco Videoscape Conductor [CSCuo46307]•

Cisco Video Distribution Suite for Internet Streaming VDS-IS [CSCuo43012]•

Cisco Video Surveillance 3000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©[CSCuo37282]•

Cisco Video Surveillance 4000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©[CSCuo37288]•

Cisco Video Surveillance 4300E/4500Eé«˜è§£åƒ�åº¦IPã‚«ãƒ¡ãƒ©[CSCuo37283]•

Cisco Video Surveillance 6000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©[CSCuo37282]•

Cisco Video Surveillance 7000ã‚·ãƒªãƒ¼ã‚ºIPã‚«ãƒ¡ãƒ©[CSCuo37282]•

Cisco Video Surveillance PTZ IPã‚«ãƒ¡ãƒ©[CSCuo37282]•

Androidå�‘ã�‘Cisco WebEx Meetings [CSCuo20617]•

Cisco WebEx Meetings for Windows Phone 8 [CSCuo32707]•

Cisco WebEx Meetings Serverï¼ˆã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆï¼‰[CSCuo29780]•

Cisco WebEx Meetings Serverãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³2.x [CSCuo17528]•

ASR 1000ã‚·ãƒªãƒ¼ã‚ºå�‘ã�‘Cisco WebExãƒŽãƒ¼ãƒ‰[CSCuo33614]•

Cisco WebEx Node for MCS [CSCuo33612]•

Cisco Wireless Location Appliance [CSCuo20622]•

Small Cell factory recovery root filesystem V2.99.4ä»¥é™�[CSCuo22358]•

Tandberg Codian MSE 8320ãƒ¢ãƒ‡ãƒ«[CSCuo21486]•

Tandberg Codian ISDN GW 3210/3220/3240 [CSCuo21486]•
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è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ä¸Šè¨˜ã�®å�„è£½å“�ã�«ã�¤ã�„ã�¦ã€�æ¬¡ã�®æƒ…å ±ã�Œé–¢é€£ã�™ã‚‹Cisco
Bug IDã�§å…¬é–‹ã�•ã‚Œã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�¨è„†å¼±æ€§ã�®ã�ªã�„ãƒªãƒªãƒ¼ã‚¹•

ä¿®æ£ã�Œçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹•

å›žé�¿ç–ã�¨ç·©å’Œç–ï¼ˆåˆ©ç”¨å�¯èƒ½ã�ªå ´å�ˆï¼‰•

å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�æ©Ÿèƒ½ã�”ã�¨ã�®å½±éŸ¿ã‚¢ã‚»ã‚¹ãƒ¡ãƒ³ãƒˆ•

ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹Ciscoãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ã‚µãƒ¼ãƒ“ã‚¹ã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚

ç�¾åœ¨ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã‚‹ã‚·ã‚¹ã‚³ã�®ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
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Cisco Registered Envelope Service(CRES)[CSCuo16974] [CSCuo17116]•

Cisco USC Invictaã‚·ãƒªãƒ¼ã‚ºè‡ªå‹•ã‚µãƒ�ãƒ¼ãƒˆãƒ�ãƒ¼ã‚¿ãƒ«•

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo22301
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo46307
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo43012
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo37282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo37288
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo37283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo37282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo37282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo37282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo20617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo32707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo29780
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo17528
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo33614
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo33612
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo20622
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo22358
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo21486
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo21486
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo16974
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo17116


Cisco WebEx Messenger Service•

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�
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Layer Security(TLS)ã�¾ã�Ÿã�¯Datagram Transport Layer 
Security(DTLS)æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®opensslã�Œç›´æŽ¥å�«ã�¾ã‚Œã�¦ã�„ã�ªã�„ã�Ÿã‚�ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã�Œã€�ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�®ãƒ™ãƒ³ãƒ€ãƒ¼ã�®æŽ¨å¥¨äº‹é …ã�¨ä¸€èˆ¬çš„ã�ªã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�®ãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�«å¾“ã�£ã�¦ã€�ãƒ›ã‚¹ãƒˆã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã‚’ç¢ºèª�ã�—ã€�ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã�Ÿã‚�ã�«å¿…è¦�ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚
 

 

æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�¯åˆ†æž�ã�•ã‚Œã�¦ã�Šã‚Šã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚ 
 

Cisco 1000 ã‚·ãƒªãƒ¼ã‚º Connected Grid ãƒ«ãƒ¼ã‚¿•

Cisco 200 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco 300 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco 500 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¿ãƒƒã‚«ãƒ–ãƒ« ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco ACE Application Control Engineã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco 

ACEã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã‚¨ãƒ³ã‚¸ãƒ³ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«(ACE10ã€�ACE20ã€�ACE30)
•

Cisco ACE Global Site Selectorã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(GSS)•

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

•

Cisco Adaptive Security Device Manager(ASDM)•

Cisco Agent Desktop•

Cisco Anomaly Guardãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

Cisco AnyConnect Secure Mobility Client for Android•

ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ—ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å�‘ã�‘Cisco 
AnyConnectã‚»ã‚ãƒ¥ã‚¢ãƒ¢ãƒ“ãƒªãƒ†ã‚£ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ

•

Cisco Application and Content Networking Systemï¼ˆACNSï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Application Networking Manager(ANM)•

Cisco ASR 5000 ã‚·ãƒªãƒ¼ã‚º•

Cisco ATA 187 ã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿•

Cisco Broadband Access Center Telco Wireless•

Cisco Catalyst 6500ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³Cisco 7600ã‚·ãƒªãƒ¼ã‚ºFirewall Services 
Module(FWSM)

•

Cisco Catalystã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ (CatOS)•

Cisco Computer Telephony Integration Object Serverï¼ˆCTIOSï¼‰•

Cisco Configuration Professional•

Cisco Connected Grid Device Manager•

Cisco Connected Grid Network Management System•

Cisco Content Security Management Appliance (SMA)•



Cisco Content Switching Module with SSL(CSM-S)•

Cisco CSS 11500 ã‚·ãƒªãƒ¼ã‚º ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚µãƒ¼ãƒ“ã‚¹ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco CVR100W Wireless-N VPNãƒ«ãƒ¼ã‚¿•

Cisco D9034-S Encoder•

Cisco D9036 Modular Encoding Platform•

Cisco D9054 HDTV Encoder•

Cisco D9804 Multiple Transport Receiver•

Cisco D9824 Advanced Multi Decryption Receiver•

Cisco D9854/D9854-I Advanced Program Receiver•

Cisco D9858 Advanced Receiver Transcoder•

Cisco D9859 Advanced Receiver Transcoder•

Cisco D9865 Satellite Receiver•

Cisco DCMã‚·ãƒªãƒ¼ã‚ºD9900 Digital Content Manager•

Cisco Digital Media Managerï¼ˆDMMï¼‰•

Cisco Digital Media Player•

Cisco DPC/EPC 2202 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC/EPC 2203 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC/EPC 3208 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC/EPC2100ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco 

DPC/EPC2325ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆä»˜å±žï¼‰
•

Cisco 

DPC/EPC2425ãƒ‡ã‚¸ã‚¿ãƒ«éŸ³å£°ã‚¢ãƒ€ãƒ—ã‚¿å†…è”µãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤

•

Cisco DPC/EPC2434 VoIPãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ›ãƒ¼ãƒ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

Cisco DPC/EPC2505ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC/EPC2607ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC/EPC3010ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC/EPC3212 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco 

DPC2320ã�Šã‚ˆã�³EPC2320ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤
•

Cisco 

DPC2325R2ã�Šã‚ˆã�³EPC2325R2ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤
•

Cisco 

DPC2420ã�Šã‚ˆã�³EPC2420ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆãƒ‡ã‚¸ã‚¿ãƒ«éŸ³å£°ã‚¢ãƒ€ãƒ—ã‚¿å†…è”µï¼‰
•

Cisco DPC3000/EPC3000ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC3008/EPC3008ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPC3825ã�Šã‚ˆã�³EPC3825 8x4 DOCSIS 
3.0ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤

•

Cisco 

DPC3827ã�Šã‚ˆã�³EPC3827ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤
•

Cisco •



DPC3828ã�Šã‚ˆã�³EPC3828 DOCSIS/EuroDOCSIS 3.0 
8x4ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤
Cisco DPC3925ã�Šã‚ˆã�³EPC3925 8x4 DOCSIS 
3.0ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆEDVAæ�è¼‰ï¼‰

•

Cisco DPC3928ã�Šã‚ˆã�³EPC3928 DOCSIS/EuroDOCSIS 3.0 
8x4ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆãƒ‡ã‚¸ã‚¿ãƒ«éŸ³å£°ã‚¢ãƒ€ãƒ—ã‚¿å†…è”µï¼‰

•

Cisco DPC3939 DOCSIS 3.0 

16x4ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«éŸ³å£°ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤

•

Cisco DPQ/EPQ2160 DOCSIS 2.0ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPQ2202 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco 

DPQ2425ãƒ‡ã‚¸ã‚¿ãƒ«éŸ³å£°ã‚¢ãƒ€ãƒ—ã‚¿å¯¾å¿œãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤

•

Cisco DPQ3212 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPQ3925 8x4 DOCSIS 

3.0ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ¬ã‚¸ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆEDVAä»˜ã��ï¼‰
•

Cisco 

DPR/EPR2320ã€�DPR2325ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ ï¼ˆãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆæ�è¼‰ï¼‰
•

Cisco DPR362ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ ã�Šã‚ˆã�³ãƒ«ãƒ¼ã‚¿•

Cisco DPX/EPX 2203 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPX/EPX 2203C VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPX/EPX2100ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPX100/120ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPX110ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPX130ã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPX213 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco DPX2213 VoIPã‚±ãƒ¼ãƒ–ãƒ«ãƒ¢ãƒ‡ãƒ •

Cisco Edge 300 Digital Media Player•

Cisco Email Security Appliance (ESA)•

Cisco Emergency Responderï¼ˆCERï¼‰[CiscoEmergencyResponderCER]•

Cisco Enterprise Content Delivery System (ECDS)•

Cisco ESW2ã‚·ãƒªãƒ¼ã‚ºã‚¢ãƒ‰ãƒ�ãƒ³ã‚¹ãƒ‰ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Extensible Network Controllerï¼ˆXNCï¼‰•

Cisco Finesse•

Cisco Identity Service Engine(ISE)•

Cisco Insight Reporter•

Cisco Integrated Management Controller(IMC)•

Cisco Intelligent Automation for Cloud•

Cisco IOS XR•

Cisco IOS•

Cisco IP Communicator•

Cisco IP Interoperability and Collaboration System (IPICS)•



Cisco IP Video Phone E20•

Cisco IPS•

Cisco IronPort Encryption Applianceï¼ˆIEAï¼‰•

Cisco Jabber for Android•

Cisco Jabber for iOS•

Cisco Jabber for Mac•

Cisco Jabber for Windows•

Cisco Jabber Software Development Kit•

Cisco Jabber Video for iPad•

Cisco Jabber Voice for Android•

Cisco Jabber Voice for iPhone•
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Cisco NAC Guest Server•

Cisco NAC Manager•

Cisco NetFlow Generation 3000ã‚·ãƒªãƒ¼ã‚ºã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Microsoft Hyper-V å�‘ã�‘ Cisco Nexus 1000V ã‚¹ã‚¤ãƒƒãƒ�•

VMware vSphereå�‘ã�‘Cisco Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 1010 Virtual Services Appliance•
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Cisco Nexus 5000 Series Switches•
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Cisco Prime Analytics•
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Cisco Prime Cable Provisioning•

Cisco Prime Central for SPs•
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Cisco Prime Collaboration Manager•

Cisco Prime Collaboration Provisioning•
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Cisco Quantum Virtualized Packet Core•

Cisco Remote Silent Monitoring•
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Cisco RV120W Wireless-N VPNãƒ«ãƒ¼ã‚¿•
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Cisco RV180W Wireless-N VPNãƒ«ãƒ¼ã‚¿•

Cisco RV215W Wireless-N VPNãƒ«ãƒ¼ã‚¿•

Cisco RV220W Wireless-N VPNãƒ«ãƒ¼ã‚¿•

Cisco RV315W Wireless-N VPNãƒ«ãƒ¼ã‚¿•
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Cisco RV325 VPNãƒ«ãƒ¼ã‚¿•
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Cisco Secure Access Control Serverï¼ˆACSï¼‰•
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Cisco Service Control Application for Broadband•

Cisco Show and Shareï¼ˆSnSï¼‰•
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Cisco TelePresence Content Serverï¼ˆTCSï¼‰•

Cisco TelePresence Exchange Systemï¼ˆCTXï¼‰•

Cisco TelePresence IP VCR Series•

Cisco TelePresence Management Suiteï¼ˆTMSï¼‰•

Cisco TelePresence Management Suite Analytics Extension•

Cisco TelePresence Management Suite Extension for IBM Lotus Notes•

Cisco TelePresence Management Suite Extension for Microsoft Exchange•

Cisco TelePresence Management Suite Network Integration Extension•

Cisco TelePresence Management Suite Provisioning Extension•

Cisco TelePresence Managerï¼ˆCTSManï¼‰•

Cisco TelePresence MCUï¼ˆå…¨ã‚·ãƒªãƒ¼ã‚ºï¼‰•

Cisco TelePresence Multipoint Switch (CTMS)•

Cisco TelePresence MXPã‚·ãƒªãƒ¼ã‚º•

Cisco TelePresence Recording Serverï¼ˆCTRSï¼‰•

Cisco Traffic Anomaly Detector•

Cisco UC Integration for IBM Sametime•

Cisco UC Integration for Microsoft Lync•

Cisco UC Integration for Microsoft Office Communicator•

Cisco UCS Bã‚·ãƒªãƒ¼ã‚ºï¼ˆãƒ–ãƒ¬ãƒ¼ãƒ‰ï¼‰ã‚µãƒ¼ãƒ�•

Cisco UCS C-Series (Standalone Rack) Servers•

Cisco UCS Central•

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•



Cisco UCS Invicta Series Solid State Systems•

Cisco Unified 3900 Series IP Phones•

Cisco Unified 6900 ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

Cisco Unified 7900 Series IP Phones•

Cisco Unified 8941 IP ãƒ•ã‚©ãƒ³•

Cisco Unified 8945 IP ãƒ•ã‚©ãƒ³•

Cisco Unified Attendant Consoleï¼ˆã�™ã�¹ã�¦ã�®ã‚¨ãƒ‡ã‚£ã‚·ãƒ§ãƒ³ï¼‰•

Cisco Unified Attendant Console Advanced•

Cisco Unified Client Services Framework•

Cisco Unified Communications 500ã‚·ãƒªãƒ¼ã‚º•

Cisco Unified Communications Domain Manager(CUCDM)8.1.4ä»¥å‰�•

Cisco Unified Communications Manager(UCM)9.1(2)ä»¥å‰�•

Cisco Unified Communications Widgetsã‚¯ãƒªãƒƒã‚¯ãƒ„ãƒ¼ã‚³ãƒ¼ãƒ«•

Cisco Unified Contact Center Enterprise•

Cisco Unified Contact Center Express•

Cisco Unified Customer Voice Portalï¼ˆCVPï¼‰•

Cisco Unified Department Attendant Console•

Cisco Unified E-Mail Interaction Manager(EIM)•

Cisco Unified Enterprise Attendant Console•

Cisco Unified Intelligence Center•

Cisco Unified Intelligent Contact Management Enterprise•

Cisco Unified IP ä¼šè°ç”¨é›»è©± 8831•

Cisco Unified Meeting Placeã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚µãƒ¼ãƒ�ã�Šã‚ˆã�³Webã‚µãƒ¼ãƒ�•

Cisco Unified Mobility•

Cisco Unified Operations Manager•

Cisco Unified Personal Communicator•

Cisco Unified Provisioning Managerï¼ˆCUPMï¼‰•

Cisco Unified Quick Connect•

Cisco Unified Service Monitor•

Cisco Unified Service Statistics Manager•

Cisco Unified Sip Proxy•

Cisco Unified Video Advantage•

Cisco Unified Web Interaction Manager(WIM)•

Cisco Video Surveillance ãƒ¡ãƒ‡ã‚£ã‚¢ ã‚µãƒ¼ãƒ� ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Video Surveillance ã‚ªãƒšãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Videoscape AnyRes Live(CAL)•

Cisco Videoscape AnyRes VOD(CAV)•

Cisco Virtual Network Management Center•

Cisco Virtualization Experience Media Engine•

Cisco Virtual Security Gateway for Microsoft Hyper-V•

Cisco Virtual Security Gateway for VMware•



Cisco VPN Client•

Cisco WAG310G Wireless-G ADSL2+ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆVoIPå¯¾å¿œï¼‰•

Cisco WAP121 Wireless-Nã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco WAP321ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco WAP4410N Wireless-N Access Point•

Cisco WAP551/561 Wireless-Nã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Web Security Appliance (WSA)•

Cisco WebEx Connect Client for Windows•

Cisco WebEx Meetings for BlackBerry•

Cisco WebEx Meetings Server versions 1.x•

Cisco WebEx Productivity Tools•

Cisco WebEx Social•

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰•

Cisco Wide Area Application Services(WAAS)Express(IOS)•

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

Cisco Wireless Control Systemï¼ˆWCSï¼‰•

Cisco Wireless LAN Controllerï¼ˆWLCï¼‰•

CiscoWorks Network Compliance Manager•

CiscoWorks Wireless LAN Solution Engineï¼ˆWLSEï¼‰•

Tandberg 770/880/990 MXPã‚·ãƒªãƒ¼ã‚º•
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Cisco Cloud Web Security•

Cisco Merakiãƒ€ãƒƒã‚·ãƒ¥ãƒœãƒ¼ãƒ‰•
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Cisco Proactive Network Operations Center•

Cisco Smart Call Home•

Cisco Smart Care•

Cisco Smart Net Total Care(SNTC)•

Cisco Smart Servicesã�®æ©Ÿèƒ½•

Cisco Universal Small Cell CloudBase•

Cisco WebEx Event Center•

Cisco WebEx Meeting Center•

Cisco WebEx Support Center•

Cisco WebEx Training Center•

Cisco WebEx WebOffice•
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ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®ã€Œè©²å½“è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹Cisco
Bug 
IDã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹æƒ…å ±ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã�“ã‚Œã‚‰ã�®ä½œæ¥ã‚’å®Ÿè¡Œã�™ã‚‹æ–¹æ³•ã�«é–¢ã�™ã‚‹è¿½åŠ æƒ…å ±ã�¨è©³ç´°ã�ªæ‰‹é †ã�¯ã€�å�„è£½å“�ã�®ã‚·ã‚¹ã‚³ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�è¨å®šã€�ã�Šã‚ˆã�³ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã‚¬ã‚¤ãƒ‰ã�§å�‚ç…§ã�§ã��ã�¾ã�™ã€‚ã�•ã‚‰ã�ªã‚‹èª¬æ˜Žã‚„ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¹ã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ã�Šå®¢æ§˜ã�®ã‚µãƒ�ãƒ¼ãƒˆã‚’æ‹…å½“ã�™ã‚‹çµ„ç¹”ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚
 

 

è£½å“�å›ºæœ‰ã�®æƒ…å ±
Cisco Meraki

ã‚·ã‚¹ã‚³ã�¯ã€�æ¬¡ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§è¿½åŠ æƒ…å ±ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚https://meraki.cisco.com/blog/2014/04/openssl-

and-the-heartbleed-vulnerability/

Small Cell Factory Recoveryãƒ«ãƒ¼ãƒˆãƒ•ã‚¡ã‚¤ãƒ«ã‚·ã‚¹ãƒ†ãƒ 

https://meraki.cisco.com/blog/2014/04/openssl-and-the-heartbleed-vulnerability/
https://meraki.cisco.com/blog/2014/04/openssl-and-the-heartbleed-vulnerability/


æ¬¡ã�®è£½å“�ã�¯ã€�Small cell factory recovery root filesystem 
V2.99.4ä»¥é™�ã‚’æ´»ç”¨ã�—ã�¦ã�„ã�¾ã�™ã€‚ãƒ•ã‚¡ã‚¯ãƒˆãƒªãƒªã‚«ãƒ�ãƒªãƒ«ãƒ¼ãƒˆãƒ•ã‚¡ã‚¤ãƒ«ã‚·ã‚¹ãƒ†ãƒ ã�¯ãƒ•ãƒ©ãƒƒã‚·ãƒ¥ã�«ä¿�å˜ã�•ã‚Œã�¾ã�›ã‚“ã�Œã€�Cisco
USC 
CloudBaseã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�•ã‚Œã€�ã‚¢ã‚¯ãƒ†ã‚£ãƒ™ãƒ¼ã‚·ãƒ§ãƒ³/ãƒªã‚«ãƒ�ãƒªãƒ—ãƒã‚»ã‚¹ã�®æœŸé–“ä¸ã�«ã�®ã�¿ä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚OpenSSLã�¯cURLã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�«ã‚ˆã�£ã�¦å‘¼ã�³å‡ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³è‡ªä½“ã�¯ã‚·ã‚§ãƒ«ã‚¹ã‚¯ãƒªãƒ—ãƒˆã�‹ã‚‰å‘¼ã�³å‡ºã�•ã‚Œã‚‹ã�Ÿã‚�ã€�æ‚ªæ„�ã�®ã�‚ã‚‹ãƒ¦ãƒ¼ã‚¶ã�¯ã‚·ã‚¹ã‚³ç‹¬è‡ªã�®ã‚³ãƒ¼ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�ªã��ã€�cURLãƒ—ãƒã‚»ã‚¹ã�®ãƒ¡ãƒ¢ãƒªé ˜åŸŸã�«ç§˜å¯†é�µã�¯å�«ã�¾ã‚Œã�¾ã�›ã‚“ã€‚

DPH-SO16ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FAPE-HSP-5620(OEM)•

FAPO-HSP-5900(OEM)•

FAPR-HSP-5110(OEM)•

FC1020ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC1021ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC1022ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC1060ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC1080ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC170Uï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC173Uï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC233Uï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC235Uï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FC270Uï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FEMTO-G3ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FEMTOAP-SR1ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FEMTOAP-SR2ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

FMA16301T(OEM)•

FP16201(OEM)•

FP8101(OEM)•

FP8131T(OEM)•

FPA16241T(OEM)•

FPLUS2ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

G5ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

G6ï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

S2000(OEM)•

SH170Uï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

SH173Uï¼ˆCiscoã€�æ—§ç§°Ubiquisysï¼‰•

USC3331ï¼ˆã‚·ã‚¹ã‚³ï¼‰•

USC5310ï¼ˆã‚·ã‚¹ã‚³ï¼‰•

USC5330ï¼ˆã‚·ã‚¹ã‚³ï¼‰•

USC7330ï¼ˆã‚·ã‚¹ã‚³ï¼‰•

USC9330ï¼ˆã‚·ã‚¹ã‚³ï¼‰•

ZM-000-05-0005ï¼ˆCiscoã€�æ—§Ubiquisysï¼‰•

ZP-000-05EU-0004ï¼ˆCiscoã€�æ—§Ubiquisysï¼‰•



ZP-000-07EU-0001ï¼ˆCiscoã€�æ—§Ubiquisysï¼‰•

ZP-001-03EU-0003ï¼ˆCiscoã€�æ—§Ubiquisysï¼‰•

ZP-001-03EU-0005ï¼ˆCiscoã€�æ—§Ubiquisysï¼‰•

ZP-001-03EU-0006ï¼ˆCiscoã€�æ—§Ubiquisysï¼‰•

ZP-005-02EU-0002ï¼ˆCiscoã€�æ—§Ubiquisysï¼‰•

 

Cisco Universal Small Cell 5000ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³Cisco Universal Small Cell 
7000ã‚·ãƒªãƒ¼ã‚º

ç§˜å¯†ã‚ãƒ¼ã�¯åˆ¥ã�®ä¿�è·ã�•ã‚Œã�Ÿãƒ¡ãƒ¢ãƒªé ˜åŸŸã�«ä¿�æŒ�ã�•ã‚Œã�¦ã�„ã‚‹ã�Ÿã‚�ã€�æ‚ªæ„�ã�®ã�‚ã‚‹ãƒ¦ãƒ¼ã‚¶ãƒ¼ã�¯Universal
Small 
Cell(USC)è£½å“�ã�®ç§˜å¯†ã‚ãƒ¼ã‚’å�–å¾—ã�§ã��ã�¾ã�›ã‚“ã€‚ã�Ÿã� ã�—ã€�æ‚ªæ„�ã�®ã�‚ã‚‹ãƒ¦ãƒ¼ã‚¶ãƒ¼ã�¯ã€�Small
Cellå†…éƒ¨O&Mãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ã�¨è¨å®šã�®è©³ç´°ã�Œæ ¼ç´�ã�•ã‚Œã�¦ã�„ã‚‹ãƒ¡ãƒ¢ãƒªã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Cisco Collaboration Systems 10.x:

Cisco Unified Communications Manager(UCM)ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³10.0ã€�Cisco Unity 
Connection(UC)ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³10.0ã€�ã�Šã‚ˆã�³Cisco Unified Presence 
Server(CUPS)ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³10.0ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹OpenSSLã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�è©²å½“ãƒ�ãƒ¼ãƒˆã�¸ã�®TCPæŽ¥ç¶šã‚’é–‹ã��æ©Ÿèƒ½ã‚’æŒ�ã�¡ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯æ©Ÿå¯†æƒ…å ±ã‚’é–‹ç¤ºã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

ã‚·ã‚¹ã‚³ã�®éŸ³å£°ã�Šã‚ˆã�³ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�ãƒ¦ãƒ¼ã‚¶ã€�ç®¡ç�†è€…ã€�é›»è©±ã€�ã�Šã‚ˆã�³IPéŸ³å£°ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ã�‹ã‚‰ã�®æŽ¥ç¶šã‚’å�—ã�‘å…¥ã‚Œã‚‹ã�Ÿã‚�ã�«ã€�å¤šæ•°ã�®ã‚µãƒ¼ãƒ“ã‚¹ãƒ�ãƒ¼ãƒˆã‚’é–‹ã��ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ã‚µãƒ¼ãƒ“ã‚¹ã�®å¤§éƒ¨åˆ†ã�¯SSLã�¾ã�Ÿã�¯TLSã‚’ä½¿ç”¨ã�—ã�¦ä¿�è·ã�•ã‚Œã�¦ã�Šã‚Šã€�æ”»æ’ƒè€…ã�Œã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�Ÿã‚�ã�«åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Cisco Unified IP Phoneï¼š

Cisco Unified 7800ã‚·ãƒªãƒ¼ã‚ºã€�Cisco Unified 8961ã€�Cisco Unified 
9951ã€�ã�Šã‚ˆã�³Cisco Unified 9971 IP 
Phoneã�¯ã€�ã‚»ã‚ãƒ¥ã‚¢ã�ªWebç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã€�è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�•ã‚‰ã�«ã€�ã‚»ã‚ãƒ¥ã‚¢SIPã�Šã‚ˆã�³ã‚»ã‚ãƒ¥ã‚¢RTPã‚’ä»‹ã�—ã�¦æ”»æ’ƒã�Œå®Ÿè¡Œã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�Webç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹æ©Ÿèƒ½ã‚’æœ‰åŠ¹ã�«ã�—ã�¦ã�„ã‚‹å ´å�ˆã€�ã�¾ã�Ÿã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦ç›´æŽ¥ã‚»ã‚ãƒ¥ã‚¢ã�ªSIPã‚³ãƒ¼ãƒ«ã‚’ç™ºä¿¡ã�§ã��ã‚‹å ´å�ˆã€�ã�“ã�®è„†å¼±æ€§ã�Œãƒˆãƒªã‚¬ãƒ¼ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯æ©Ÿå¯†æƒ…å ±ã‚’é–‹ç¤ºã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

Cisco Secure Configuration 

Guidelinesã‚’ä½¿ç”¨ã�—ã�¦å°Žå…¥ã�•ã‚Œã�ŸéŸ³å£°ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�¯ã€�å¤–éƒ¨ã�®æ”»æ’ƒè€…ã�«ã‚ˆã‚‹ãƒªã‚¹ã‚¯ã�Œè»½æ¸›ã�•ã‚Œã�¾ã�™ã€‚Common
Use 
Networkã�‹ã‚‰ã‚»ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿé›»è©±æ©Ÿã�¯ã€�éŸ³å£°ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ç›´æŽ¥ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹ä»–ã�®é›»è©±æ©Ÿã�Šã‚ˆã�³ãƒ¦ãƒ¼ã‚¶ã�«å¯¾ã�—ã�¦æ”»æ’ƒå¯¾è±¡ã‚’åˆ¶é™�ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Cisco Desktop Collaboration Experience:

Cisco Desktop Collaboration Experience 

DX650ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�æœ‰åŠ¹ã�«ã�™ã‚‹ã�¨ã€�ã‚»ã‚ãƒ¥ã‚¢ã�ªWebç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ä»‹ã�—ã�¦å…¬é–‹ã�•ã‚Œã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�ã‚»ã‚ãƒ¥ã‚¢SIPã€�ã‚»ã‚ãƒ¥ã‚¢RTPã€�ã�Šã‚ˆã�³ã‚·ã‚¹ãƒ†ãƒ æ��ä¾›ã�®OpenSSLãƒ©ã‚¤ãƒ–ãƒ©ãƒªã‚’åˆ©ç”¨ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�Ÿã��ã�®ä»–ã�®ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ä»‹ã�—ã�¦ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�ŒWebç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹æ©Ÿèƒ½ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã�¨ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦ç›´æŽ¥ã‚»ã‚ãƒ¥ã‚¢ã�ªSIPã‚³ãƒ¼ãƒ«ã‚’ç™ºä¿¡ã�—ã�Ÿã‚Šã€�è©²å½“ã�™ã‚‹ã‚µãƒ¼ãƒ“ã‚¹ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�Ÿã‚Šã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã�Œå¼•ã��èµ·ã�“ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯æ©Ÿå¯†æƒ…å ±ã‚’é–‹ç¤ºã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 



 

Cisco Secure Configuration 

Guidelinesã‚’ä½¿ç”¨ã�—ã�¦å°Žå…¥ã�•ã‚Œã�ŸéŸ³å£°ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�¯ã€�å¤–éƒ¨ã�®æ”»æ’ƒè€…ã�«ã‚ˆã‚‹ãƒªã‚¹ã‚¯ã�Œè»½æ¸›ã�•ã‚Œã�¾ã�™ã€‚Common
Use 
Networkã�‹ã‚‰ã‚»ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿé›»è©±æ©Ÿã�¯ã€�éŸ³å£°ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ç›´æŽ¥ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹ä»–ã�®é›»è©±æ©Ÿã�Šã‚ˆã�³ãƒ¦ãƒ¼ã‚¶ã�«å¯¾ã�—ã�¦æ”»æ’ƒå¯¾è±¡ã‚’åˆ¶é™�ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

éŸ³å£°ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å¼·åŒ–ã‚¬ã‚¤ãƒ‰ãƒ©ã‚¤ãƒ³ï¼š

ã‚·ã‚¹ã‚³ã�¯ã€�ã�™ã�¹ã�¦ã�®éŸ³å£°ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å°Žå…¥ã�«å¯¾å¿œã�™ã‚‹åŒ…æ‹¬çš„ã�ªè¨è¨ˆã‚¬ã‚¤ãƒ‰ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚ã�“ã‚Œã�«ã�¯ã€�ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°ã�•ã‚Œã�Ÿãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�ŒéŸ³å£°ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ä¸Šã‚’é€šé�Žã�™ã‚‹ã�®ã‚’é˜²ã��ã�Ÿã‚�ã�®ã€�ä¸é–“ã�Šã‚ˆã�³ã‚¨ãƒƒã‚¸ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�§ã�®æŽ¨å¥¨ã�•ã‚Œã‚‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æ©Ÿèƒ½ã�®è¨å®šã€�ã�Šã‚ˆã�³éŸ³å£°ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�¨ä¸€èˆ¬çš„ã�ªãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®åˆ†é›¢ã�¨åˆ†é›¢ã�Œå�«ã�¾ã‚Œã�¾ã�™ã€‚Cisco
Collaboration Systems 
10.xã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯å…ˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab10/collab10/security.html

Cisco AnyConnect Secure Mobility Client for iOS

ã�“ã�®è„†å¼±æ€§ã�¯ã€�iOS 
5ä»¥å‰�ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ç”¨ã�«ãƒªãƒªãƒ¼ã‚¹ã�•ã‚Œã�ŸCisco 
AnyConnectã‚»ã‚ãƒ¥ã‚¢ãƒ¢ãƒ“ãƒªãƒ†ã‚£ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã�¯å½±éŸ¿ã�—ã�¾ã�›ã‚“ã€‚

Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  

 

Cisco IOS XE 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

2.x.x è„†å¼±æ€§ã�ªã�—

3.1.xS è„†å¼±æ€§ã�ªã�—

3.1.xSG è„†å¼±æ€§ã�ªã�—

3.2.xS è„†å¼±æ€§ã�ªã�—

3.2xSE è„†å¼±æ€§ã�ªã�—

3.2.xSG è„†å¼±æ€§ã�ªã�—

3.2.xXO è„†å¼±æ€§ã�ªã�—

3.2.xSQ è„†å¼±æ€§ã�ªã�—

3.3.xS è„†å¼±æ€§ã�ªã�—

3.3.xSE è„†å¼±æ€§ã�ªã�—

3.3 X SG è„†å¼±æ€§ã�ªã�—

3.3xXO è„†å¼±æ€§ã�ªã�—

3.3 Xå¹³æ–¹ è„†å¼±æ€§ã�ªã�—

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab10/collab10/security.html


3.4.xS è„†å¼±æ€§ã�ªã�—

3.4.xSG è„†å¼±æ€§ã�ªã�—

3.5.xS è„†å¼±æ€§ã�ªã�—

3.5.xE è„†å¼±æ€§ã�ªã�—

3.6.xS è„†å¼±æ€§ã�ªã�—

3.6.xE è„†å¼±æ€§ã�ªã�—

3.7.xS è„†å¼±æ€§ã�ªã�—

3.8.xS è„†å¼±æ€§ã�ªã�—

3.9.xS è„†å¼±æ€§ã�ªã�—

3.10.xS è„†å¼±æ€§ã�ªã�—

3.11.xS è„†å¼±

3.12.xS è„†å¼±

3.12.0aS è„†å¼±æ€§ã�ªã�—

3.11.2S è„†å¼±æ€§ã�ªã�—

 

 

VMware vSphereå�‘ã�‘Cisco Nexus 1000Vã‚¹ã‚¤ãƒƒãƒ�

ã�“ã�®è£½å“�ã�¯å½“åˆ�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ã�¨å ±å‘Šã�•ã‚Œã�¾ã�—ã�Ÿã�Œã€�è¿½åŠ ã�®ãƒ¬ãƒ“ãƒ¥ãƒ¼ã‚’è¡Œã�£ã�Ÿçµ�æžœã€�ã�“ã�®å•�é¡Œã�«å¯¾ã�—ã�¦è„†å¼±æ€§ã�®ã�‚ã‚‹å…¬é–‹ãƒªãƒªãƒ¼ã‚¹ã�Œã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

å›žé�¿ç–

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹Event 
Responseã‚’å…¬é–‹ã�—ã�¦ã�„ã�¾ã�™ã€‚  
http://www.cisco.com/web/about/security/intelligence/ERP-Heartbleed.html

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€� 
http://www.cisco.com/go/psirt ã�®ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�å¿œç”ã€�ã�Šã‚ˆã�³é€šçŸ¥ã�®ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„ã€�å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ä¾µå®³ã�®å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

http://www.cisco.com/web/about/security/intelligence/ERP-Heartbleed.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt


 

 

ã�“ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�¯ã€�ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«é–¢ã�™ã‚‹æƒ…å ±ã�Œå…¥æ‰‹å�¯èƒ½ã�«ã�ªã�£ã�Ÿæ™‚ç‚¹ã�§æ›´æ–°ã�•ã‚Œã�¾ã�™ã€‚
 

 

Cisco AnyConnect Secure Mobility Client for iOS

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³3.0.09353ã�§ä¿®æ£ã�•ã‚Œã€�iOSãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³6ã�¾ã�Ÿã�¯7ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®App
Storeã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚

Cisco Webex ãƒŸãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚µãƒ¼ãƒ�

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³2.0MR2ã�§ä¿®æ£

Cisco TelePresence Video Communication Serverï¼ˆVCSï¼‰

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³X7.2.3ã�Šã‚ˆã�³X8.1.1ã�§ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Cisco Expressway Series

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³X8.1.1ã�§ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Cisco FireAMP Private Cloud Virtual Appliance

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.0.0ã�§ä¿®æ£ã�•ã‚Œã�¾ã�—ã�Ÿ20140409 

 

ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆå¾Œï¼š 

ãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆã‚¯ãƒ©ã‚¦ãƒ‰ã‚¤ãƒ³ã‚¹ã‚¿ãƒ³ã‚¹ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚’ã�•ã‚‰ã�«å¼·åŒ–ã�™ã‚‹ã�«ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ›´æ–°ã�Œå®Œäº†ã�—ã�Ÿå¾Œã�§ã€�ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ä¸Šã�®æ—¢å˜ã�®è¨¼æ˜Žæ›¸ã‚’ç½®ã��æ�›ã�ˆã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚ 
 

è‡ªå·±ç½²å��è¨¼æ˜Žæ›¸ã‚’é™¤ã��è¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�—ã�¦ã�„ã‚‹ã�Šå®¢æ§˜ã�¯ã€�æ–°ã�—ã�„è¨¼æ˜Žæ›¸ã‚’å…¥æ‰‹ã�—ã�¦ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è¨¼æ˜Žæ›¸ã�¯ã€�æ–°ã�—ã�„ç§˜å¯†ã‚ãƒ¼ã�¨å…¬é–‹ã‚ãƒ¼ã�®ãƒšã‚¢ã‚’ä½¿ç”¨ã�—ã�¦ç”Ÿæˆ�ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã€�ä»¥å‰�ã�®ãƒ‘ãƒ–ãƒªãƒƒã‚¯/ãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆã‚ãƒ¼ãƒšã‚¢ã‚’å†�åˆ©ç”¨ã�—ã�ªã�„ã�§ã��ã� ã�•ã�„ã€‚äº¤æ�›ã�Œå®Œäº†ã�—ã�Ÿã‚‰ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ¢ãƒ¼ãƒ‰ã�«åˆ‡ã‚Šæ›¿ã�ˆã‚‹ã�¨ã€�æ–°ã�—ã�„è¨¼æ˜Žæ›¸ã�Œç¢ºå®Ÿã�«ãƒãƒ¼ãƒ‰ã�•ã‚Œã�¾ã�™ã€‚ 
 

ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®è‡ªå·±ç½²å��è¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�—ã�¦ã�„ã‚‹ã�Šå®¢æ§˜ã�¯ã€�æ¬¡ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¦FireAMPãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆã‚¯ãƒ©ã‚¦ãƒ‰ã�®æ›´æ–°ã‚’å®Ÿè¡Œã�—ã�Ÿå¾Œã�«ã€�æ–°ã�—ã�„è¨¼æ˜Žæ›¸ã‚’ç”Ÿæˆ�ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

 

amp-ctl maintenance enable 
amp-ctl regenerate-ssl-certs 
amp-ctl maintenance disable 

 

ã�“ã‚Œã�«ã‚ˆã‚Šã€�SSLè¨¼æ˜Žæ›¸ã�Œå†�ç”Ÿæˆ�ã�•ã‚Œã€�ã�™ã�¹ã�¦ã�®ã‚µãƒ¼ãƒ“ã‚¹ã�Œå†�èµ·å‹•ã�•ã‚Œã�¾ã�™ã€‚
 

 

ã�•ã‚‰ã�«ã€�ã�Šå®¢æ§˜ã�¯ã�™ã�¹ã�¦ã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ï¼ˆopadminã�Šã‚ˆã�³fireampã‚³ãƒ³ã‚½ãƒ¼ãƒ«ï¼‰ã‚’ãƒªã‚»ãƒƒãƒˆã�—ã€�ä¸¡æ–¹ã�®ãƒ�ãƒ¼ã‚¿ãƒ«ã�§ç›£æŸ»ãƒã‚°ã�®ãƒ¬ãƒ“ãƒ¥ãƒ¼ã‚’å®Ÿè¡Œã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
Cisco SourceFire



Cisco SourceFire 

3Dã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆãƒªãƒªãƒ¼ã‚¹4.10.xã�Šã‚ˆã�³5.xã�‹ã‚‰5.3ã�¾ã�§å®Ÿè¡Œï¼‰ã�¨Cisco
SourceFire 
SSLã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�«ã�¯ã€�ã�“ã�®å•�é¡Œã�«å¯¾ã�™ã‚‹è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�“ã‚Œã‚‰ã�®ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„OpenSSLã�®0.9.8ãƒ–ãƒ©ãƒ³ãƒ�ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚ 
 

æ¤œå‡ºã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�VRTãƒ–ãƒã‚°ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã�”ä¸�æ˜Žã�ªç‚¹ã�Œã�”ã�–ã�„ã�¾ã�—ã�Ÿã‚‰ã€�Sourcefireãƒ†ã‚¯ãƒ‹ã‚«ãƒ«ã‚µãƒ�ãƒ¼ãƒˆã�¾ã�§ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

Small Cell Factory Recoveryãƒ«ãƒ¼ãƒˆãƒ•ã‚¡ã‚¤ãƒ«ã‚·ã‚¹ãƒ†ãƒ 

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�ã�™ã�¹ã�¦ã�®FAPã�«ã�¤ã�„ã�¦Cisco USC 
CloudBaseã�«å°Žå…¥ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�æ¬¡ã�®è£½å“�ã�¯ç�¾åœ¨æ›´æ–°äºˆå®šã�®è¨ˆç”»ãƒ•ã‚§ãƒ¼ã‚ºã�«ã�‚ã‚Šã�¾ã�™ã€‚FPLUS2-
000Xã€�G5-000Xã€�G6-000Xã‚·ãƒªãƒ¼ã‚ºã€�FEMTOAP-SR1-000Xã�Šã‚ˆã�³FEMTOAP-SR2-
000Xã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Team(PSIRT)ã�§ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã‚’è¤‡æ•°å›žã‚¹ã‚ãƒ£ãƒ³ã�—ã�¦æ‚ªç”¨ã�—ã‚ˆã�†ã�¨ã�™ã‚‹è©¦ã�¿ã‚„ã€�æ‚ªç”¨ã�«æˆ�åŠŸã�™ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹ã�“ã�¨ã�Œåºƒã��è°è«–ã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’èª�è˜ã�—ã�¦ã�„ã�¾ã�™ã�Œã€�ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã‚·ã‚¹ã‚³ã�®è£½å“�ã‚„ã‚µãƒ¼ãƒ“ã‚¹ã�Œæ‚ªç”¨ã�•ã‚Œã‚‹äº‹ä¾‹ã�¯èª�è˜ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140409-

heartbleed
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


