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&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2014-
High| 20140826-ipv6 2113

& @a...~é-xe—Y¥ : 2014-03-26 16:00

df @afa, afsasf 1.0 : Find

CVSs4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af @4a,° ID : CSCui59540
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show ipv6 interface

briefa, 3af 78f38f %08, c™MO& (EAQ ™35, € " 3€@8%0%58,581:"3€) | §,%08, EZQ YIPV63, Caf%0df3,'3, e E@?

show ipv6 interface brief3, 3af Zaf35f %oa€ J€@a®YeES 3€®Cisco
10S3,%af+af"a,!5,83,¢59%3€@Y3€ Cisco I0OS
XE&,%»af+af"a, 4,83, caffafafa,'a€@ EIPvead, a,paf@afhif a@—a@ | 5€,5€°3€,3 a9 39«4, af

23O ®iYIQ IEQIPV6IP«E 43 i@ —3@YCisco
10S3,%afaf"a, | é,§§,¢§,’é®?éiCEéQ—§0 | 3@,3,<3ft3f€3a,03,'"a€98 show ipv6 interface
brief& 3af 28135 %03, &Y & EA9 —3 V3 30 3@®31°85:3, (°5 9 —5 | 56,50 UIO™IE,

router>show ipv6 interface brief

FastEthernet@/0 [up/up]
FE8Q::222:90FF:FEBQ:1098
2001:DB8:2:93::3
200A:1::1

FastEtherneto/1 [up/up]
FE8Q::222:90FF:FEBQ:1099
2001:DB8:2:94::1

Serialo/0/0 [down/down]
unassigned

Serialo/0/0.4 [down/down]
unassigned

Seriale/0/0.5 [down/down]
unassigned

Serialo/0/0.6 [down/down]
unassigned
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ipv6 address < Pv6 address>3@%3€@Y3€ ipv6
enabled@ Ee " a®33@«a"ace 3@™a,a ’éo“éé«aeoe%oé§1é@«éQaéSéQ%éQ""éﬁéoVéé d@—af

interface FastEthernet@/1

ipv6 address 2001:0DB8:C18:1::/64 eui-64
I

interface FastEthernet@/2
ipv6 enable

C%oOcp13,085%3,; 55 14355,85,03,' 4@ %A@ Ya@ e«—c@ 13,0353, ;5514a55,85,23,"a€@8IPV63 @ Ere%
10S4,%af+af 3, 4,83,(39%439Y3@ Cisco I0S

XE&,Y,af-af"3,!4,83,¢3,4@Ye|Ea@—ai@  3€,3,<aftaf@a,03,'3@ 3€€ ipv6 unicast-

routinga@ 3, °af3f%3f @ af«3€«C,j85' 3@ «3Q QL3 | 39,3, (% A@PniPi, SIEQAfIaf a8, 05, 54

8, -8,18, %Ly @a@8c haf@ie9—ae | 3,3« Cisco I0S §,%%af-af"a,!4a,83,¢

afeafeasfiaa,'a, e’ Qa9 Ma I P«3Q aEQ@aftafea na,'a@«afs,ca,naffa@9—aie | show

version &,3afzaf3af%.d,’ 2 A £a€p | a€ea, a, aftaf

é.f@é.fgé.f%&'éi"gn°§0—50%§0“"§€,"l nternetwork Operating System Software" &€ " Cisco

IOS Software" 3€,5,<3€,3€@ a€"3,E3,%03@«€i28V1%3@™3a,3,-3,'aftaf

3f@arSafha€«d, 3Q£3@ | aftar€s,na,'a€8 Cisco I0S
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QQPIORINES, @I@«a,nafiafd, QP3P Ex-3A1IQPRE-"3Q@«e| (n°i@3,Ei€QPY35€,59 |
"Version" 3@ Cisco IOS §,%2af-af"a, a," a,¢

afeafeafag,' a @@ 3@ Ee| (r°i@a, EF@AIQ9™AE,a»-39®35, 3,3,

3ftaf€3,n3,'a¢83€ 3€@show version

8,%8f78f38f %A@ EA"de " 3@ —aQ3 P AQL£AHYA,SACHIYaQBAIESAQ ER| " ¢r°a 3, EIQV?
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<#root>

Router>

show versi on

Cisco IOS Software, (C3900 Software (C3900-UNIVERSALK9-M), 15.2(4)M5, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Fri 13-Sep-13 16:44 by prod_rel_team
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4@ "3@®e,Tal+r€83€¢ 3€@Cisco Bug ID CSCui59540(

CTM»&E2Af 1af V4,80, ¢" 4@ a9 —a€ | 2T, dE-3@+3, EdEQCommon Vulnerabilities and
Exposures(CVE)IDad€@ "a©@—a€ | CVE-2014-

21135 E&%023,58%:"5€) | 5,%03, E3@ ' 50,50 %3O™

Q3@ ®E,Ta+x€83Q PO’ "affaf@a,na,'a@ Ea @2LIQIPV6ASE,+affaf"d,at | c@OTaO™E,<E
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<#root>
Router#show memory summary
Head Total(b) Used(b) Free(b) Lowest(b) Largest(b)

Processor  128C7B50 759290240 249009244 510280996 504250376 510241908
I/0 3C400000 62914560 62912692

1868 1868 236

B AQPRAIAQP«CrPIQO™E, d QTP «I€Qafiafcafa€ Pool
M anager 8f—&f 8, »3,15@«3," 3 QL@ | 3 @ EQ i@ 3, EGQ%IQO™€,50"3,EIQ €€ show
memory debug leaks chunks3, 3af ZAf38f %od,” d4cC” 8@ —a€ | a®Ye | F3@—3 @I @™AE,

Router#show memory debug leaks chunks
Adding blocks for GD...

I/0 memory

Address Size Alloc_pc PID Alloc-Proc Name

Chunk Elements:

AllocPC Address Size Parent Name

Processor memory

Address Size Alloc_pc PID Alloc-Proc Name
1020A20 1244 43QFAC8 7 Pool Manager *Packet Header*
102226C 1244 43QFAC8 7 Pool Manager *Packet Header*
1022C24 1244 43QFAC8 7 Pool Manager *Packet Header*
1023100 1244 43QFAC8 7 Pool Manager *Packet Header*
10235DC 1244 43QFAC8 7 Pool Manager *Packet Header*
1023AB8 1244 43QFAC8 7 Pool Manager *Packet Header*
102494C 1244 43QFAC8 7 Pool Manager *Packet Header*
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IPv6E@®e " aRSAQES,...6 | @@’ 3@ 3@ €QIQaQB®E,TaAV+2E8aQ«A HIQP™E,«D2E@iC-3€ 3
ac®axfx "a@éa,2afeaf aq, a,84a,¢
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http://www.cisco.com/go/psirt &@®4,-,"'3,> 8,»8,af¥afafta.£
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Technical Assistance
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ver Siond, Saf2af 8 %A@ ®31°85:3, 0527 QO™ IO 5,5 0559QIOUIOMIE,UORIRIO FE€H
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Cisco |OS XE & 14Afaf 4, 4, 84, ¢
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8, Y5Af*4f 4,158,834, ¢ First Fixed ReleaseiVs 4;®@afi€+a, Ea@Yre€d @A ®aFafafa, 1%%.o
afeafaary.a,t

2.1.x &, té/+oE83°3 @ —
2.2.X e, t8/taeL889 3 @ —
2.3 8, 18/ ceE859°3 @ —
2.4.X &, 18/ ceE859°3 @ —
2.5.x 8, T8/aaeL859° 3 @ —

2.6.X 8, T&Y/ L8593 @ —
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3.1.xS e, t&/taec889 3 @ —

3.1.xSG e, T8/taeL8a9 3 @ —

3.2.xS e, t8/tae£889 3 @ —

3.2xSE &, t&/+ L83 3 @ —

3.2.xSG e, t8/taec889 3@ —

3.2xX0 8, T8Y/st o853 @ —

3.2xSQ 8, T&/aeE83@ 3 @ —

3.3xS &, T8/aeL859 3 @ —

3.3XSE 6, T8Y/r- o833 @ —

3.3X SG 8, T8/aeL859 3 @ —

3.3xX0 &, T8t §5€p,3,55€,3.6.0E5 @ «C8»@Ei%"20148" 50004, 5,58 OC" " 4@~ &fV4114%03:
3.3 X &3t 8, T8/ aec889 3 @ —

3.4.xS e, T8/taeL8a9 3 @ —

3.4.xSG &, 1&/staec 859 °3 @ —

3.5.xS &, t&/+aE83°3 @ —

3.5.xE 35.2E

3.6.xS e, Ta/aoeL85Q 3 @ —

3.6.xE 8, T8/aeL89° 3 @ —

3.7.xS 3.7.5¢8
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3.9.xS &, T8t §5€p,3,55€,3.10.2S4 ¥é™M Q3@ «(8» | FIP—3@ 3O VIO 3939 ,3E,
3.10.xS 3.10.2S

3.11.xS 8, T8Y/st o853 @ —
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