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<#root>

ciscoesa> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.

3. Contents of routing tables.

4. Size of the listen queues.

5. Packet traffic information.

[1]1>

1. IPv4 only.

2. IPv6 only.

[1]>

Show network addresses as numbers? [N]> vy
Avoid truncating addresses? [N]>

Active Internet connections (including servers)



Proto Recv-Q Send-Q Local Address Foreign Address (state)
tcp4d 1) @ 172.18.254.17.443 * K LISTEN
tcp4 4 @ 172.18.254.17.80 * K LISTEN
tcp4d 0 © 172.18.254.17.25 * * LISTEN
tcpd 0 0 172.18.254.17. 21 *ox LI STEN
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<#root>

ciscoesa> slblconfi
End-User Safelist/Blocklist:
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ciscoesa> version
Current Version

Product: Cisco IronPort X1070 Messaging Gateway(tm) Appliance
Model: X1070
Version: 7.6.2-201
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ciscosma> version
Current Version

Product: Cisco IronPort M67@0 Security Management(tm) Appliance
Model: M670
Version: 7.9.1-039
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Calculate the environmental scor e of

CVSS Base Score- 8.5

Access | Access | Authentication Confidentiality || Integrity [ Availability
Vector [ Complexity Impact Impact | Impact

Network || Medium Single Complete Complete| Complete

CVSS Temporal Score- 7.0

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed
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IMajor Releasd[First Fixed In |
[7.1and prior |Migrate to 7.6.3-023 or later|

7.3 |Migrate to 8.0.1-023 or later|
7.5 |Migrate to 7.6.3-023 or later|
7.6 |17.6.3-023 or later |
7.8 |Migrate to 8.0.1-023 or |ater|
8.0 |18.0.1-023 or later |
8.5 |Not affected |
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<#root>

ciscoesa> interfaceconfig

Currently configured interfaces:
1. Management (192.168.42.42/24 on Management: ciscoesa)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define intexrface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1> 1

IP interface name (Ex: "InternalNet"):
[Management]>

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>

IPv4 Address (Ex: 192.168.1.2 ):
[192.168.42.42]>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffoo"):
[24]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]>
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[3]>

Hostname:
[ciscoesa]l>

Do you want to enable Telnet on this interface? [N]>
Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?



[22]>

Do you want to enable FTP on this interface? [Y]>

(Set option to "N) this will disable the service once change has been comm tt

Which port do you want to use for FTP?
[21]>

Do you want to enable Cluster Communication Service on this interface? [N]>
Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?
[80]>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?
[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [Y]>

Which port do you want to use for Spam Quarantine HTTP?
[82]>

Do you want to enable Spam Quarantine HTTPS on this interface? [Y]>

Which port do you want to use for Spam Quarantine HTTPS?
[83]>

Do you want to enable RSA Enterprise Manager Integration on this interface? [N
The "Demo" certificate is currently configured. You may use "Demo", but this w
Both HTTP and HTTPS are enabled for this interface, should HTTP requests redir
Both Spam Quarantine HTTP and Spam Quarantine HTTPS are enabled for this inte:
Do you want Management as the default interface for your Spam Quarantine? [N]:
Currently configured interfaces:

1. Management (192.168.42.42/24 on Management: ironport.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.
- DELETE - Remove an interface.

[1>
ciscoese> commit

Please enter some comments describing your changes:
[1> disabled FTP
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