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|0S3, Yaf+8f "5, |3 88, Ca@ ®ee€e; @ B®Afaf a1, ' a@83@ a€@affaf-a,0af«af a@83€ SIPafiaffe
dial-peer

voicee aRSE, 3af 28f3af %od, ¢ ™| (EE@P—a @ | aF€d, nafrndf«af’a,ca, dloer" @O ™48, 3@ d€EQSIPAf—a
10Saftaf€a,nd, a@8SIPafiaffa, »afua, 3@ Eat @133, EIQHIQO™IE,IQ%IQYFE@ePhonesi @
Unified Communications Manager

Expressd@®a €6f 3@ ®x0OVYef)43, 3€@ @33 +3,(F5,<3€ "SIPAf—af5,»3,"3,8$28¢:¢3, 3 @ «€—38¢

!
dial-peer voice <Voice dial-peer tag> voip

Cisco

|OSAftaf €3,03,'a@®e " a®33,e%: 4@ 3@ | a€@aftaf@a,nd, a@«SIPafiaffa,»af1a, 3,at | cOTa@ a4
dial-peer & 3af Z8f3Ef %03, ¢C°PQP AP ™3« @ 3 Q' AQPBIQP I QP QIEQOCRcOTEE...3€@ show

processes | include Sl P&, 3af Zaf3af %08," 8¥2:¢" a@p—a € | a€@ Cisco

1053, %.af+af"4, 13,83, ¢a@ESIPAfiaffa,»af1a, a,at | c@1a@™3,«af—afd,»4,'a,'a®Ye|Ea@—3 | 39,
10Saftafepa,nd,'a@ SIPafiaffa,»aflaa, a,'at | c@1a@—a @33 @™aE,

Router# show processes | include SIP

149 Mwe 4QF48254 4 1 400023108/24000 © CCSIP_UDP_SOCKET
150 Mwe 4QF48034 4 1 400023388/24000 © CCSIP_TCP_SOCKET
a3 1Y.8Cisco

| OSA, Vafaf"4,15, 85, ¢4, AR Y & EA@—a€ | 39,3, «affaf@a,na,'a@ESIPAfiaffa,»afa, 3@ ®at ! c@13,
show processes | include
S|P3, 38f 2838 %08, 8/2¢C" 8@p™a,<a @ GEQ@Aftaf@a,n3," 3@ Ec%o'a®RSIQ®E " A®SE,*af 7835 %03 @ ®:

8, -8,18, LY @A 8¢ haf@i9—ae | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

af*afeasaga,'a, @I PMa I P«3Q acQ@aftafea na,'a@«afs, ca naffa@9—aie | show
version &,3afZaf3af %4, v AQ@£a€Q | a€@a,-a,'aftaf
aF@asrSaflaa, e ¢n°a @ —aQ%ae™a€, Internetwork Operating System Software"2£€" Cisco
I0S Software" 5€,3,«3€,3€9 3€"3,E3,%03@«Ei2a%%a@™a,3, 3, 'aftaf
3f@arSafha€«3, 3Q@£f3@ | aftar€a,na, 398 Cisco I0S



a,%2af+af"a,)3,83,Ca@EC haf@PIiO—3€ 39,3, 39"3€@ 3,'((°°QPIQPBIQPQIOPNIG™AE,
QQPIQORINES, @I@«a,nafiafd, QP3P Ex-3ANIQPRE-"3@«e| (n°i@3, Ei€QPCY35€,5@ |
"Version" 3@ " Cisco IOS a,%2af-af"a, a," a,¢

afeafeafag,' a @@ 3@ Ee| (r°i@-3, EF@AUIQ9™AE,a»-30®35,:3,"3,3

dftaf€3,n3,'3¢83€ 3€€ show version

8,%8f78f38f %2 @ EA"de " 3P —a9°a P AQL£aHVA,SA€HIYaQBRII 83O ER| " ¢n°aH+a,EIQV?

> aQ®a%4a€@ FE@Cisco
10S3,%af+af"a, | a,8a,¢cafasfas1a, 15.0(1)M1 é,’é®\?éiGé@—é€0§,ﬂéf3é,1é.fﬁf%éf«é@*é,&'é@ 13©
UNIVERSALK9-Ma@83€,3,<3,3,"3,°6£13"€38,' (3@ —3€@ | 39,3 @%IQ9™3IE,

Router> show version

Cisco IOS Software, C3900 Software (C390@-UNIVERSALK9-M), Version 15.@(1)M1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed ©2-Dec-09 17:17 by prod_rel_team
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Cisco

|OS4, YLAaf<af "4, 13, 83, ¢afeafeafy.a, 4@ ®a':2 @ @e | Qé%oié@@ég%é_é, *f..4 +t3@ 3€@3Haf a,naf afs
IOS and NX-OS Software Reference Guidea€€(
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ref.html)a,’ 49,C.. 559 —39 | 59939 50-3€,3€,

8, T&Y/eE8, 49 «a,"3983€,30%3€,30"309 39 EC(e*Qi93,EaQPVeLLA"©
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3@ "a@®e,Tal+r€83€@ 3€@Cisco

1053, 155533, 8,85,¢5, 3@V E5@—3€ | 56,3, Aft3f3,03, 59 EI€Q %o d®ZFO®re%035'567S]
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IPVA3@%3@Y3@ IPV6EESs jaf—afaf 8, 3af«3983 @£ O¢" " 3€+3,E5,3@ efhe€83€9Fi¢,3,559

o 1S Pa€ ETCPAf 8fOaf°3, 16 @ 3f 143f 3 559830V |E5€+5,Fi@ ' 50,54 50 36 €930 500

3©"39®e,T8%+2€85€ €€ Cisco Bug ID CSCucA2558( c™»&M2af \af V.4, 18°,¢" )a€p 53, 33
CSCug25383(

C™M»&E2Af 18f V48, 18°,¢" 4@  d@—a@ | - dE-3@+3, 3@ | 3€,3@%IQ™MAE€,3Q"3QORe, TAVa+ €85
Vulnerabilities and Exposures(CVE)ID3d€@ "a¢—a€ ; CVE-2013-

555353 E3%0°3,5812"3€) | 3,%03, E3€ | 3€,39%3O™EE,

76 éC-

€028+ 5@ ™3a,<Cisco
10Saftaf€pa,na,'a@8VolPa, pafiafa,'¢" " a@®SIPa@ Ea,...e ' @33 'é@Aé€QSIP§,’g,,ié§1é@«é@"‘"é,

af@asfas as afna, at...a@®Ciscoaftaf@a,nd,'d@«éQO¢" 3@ ef1Lhi@a»-a@B®¢ O E¢-aQ«3@Pna
and Mitigating Exploitation of the Cisco IOS Software Session Initiation Protocol Denial of

Service Vulnerabilityd€€a,'a€,c..809—3€ | 39 Q3@ 39°39,3€,
https://sec.cloudapps.cisco.com/security/center/viewAMBAl ert.x?alertld=31516

Sl Pafea, 1af Af4, af @ afuaf a9 ®c,ijaS'acE-

SIP4, a6oaS'E@ «3Q™3,<3;...0 | QIQEIQ 59, af1af@5,05,'3QB®8 3@ 3€Q2 €], °j4Q 59885 e
10S3,af-af"a,,5,83,Ca@®4.€6f 3@B®AfFEFafa,'a@85@ E€QCRCOTEE..5@ 2-aO®3,af7afaf9

sip-ua

no transport udp

no transport tcp

no transport tcp tls

ela' Siv8Media Gateway Control
Protocol(MGCP)a@ %3 Y36 H.3233,33f44f«3,'at lc@TaQ—3@ 3€,3,aftaf@a,13,'4Q«3Q"aQ@®IZ
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GQ"IQPRIEQP-FQPREQOC" 33EIQ«3€€ show udp connectionsiE€) show tcp brief
all 3£ 3€53,"a€> show control-plane host open-por tsa, 3af 28f38f %od, dvsiC” 4@ —a€ | SEQSIP
UDPaf@afhaf a€@ TCPaf@aflaf a€@Eeé-%0d€@ 3@ 3,3« 30"30 3,/'((°°Qie8io@Paiasuieo™a

aric aep—aep  a@,a,«Cisco

10S3,%.af+af"a,|4a,83,Caf*afafaa,'a@«3," 3 @La@ | 4@ €QSIPAQEASA,L£3,»afhaf-af«3 @A QP QLS
show ip

socketsa, 3af 78f38f %03 ®31°85> 3@ «SIPAf @ afUif 3@ Fé—3€,59  3€,3,39"3€ 39T 3933

*Nov 2 11:36:47.691: sip_udp_sock_process_read: SIP UDP Listener is DISABLED

8, 3af3Af AfAfYAf« Af—Af-AfVAf Af @aSa, 858,°

SIP3, fifv.af“ 5,15, c@ @a3»a@™a,4;...6 | @@ E3@,3,affaf@a,03,'3983€ 3€@43, 5 af afafaaf«af—
10S5f23f23f%3,"12.0S53€€ 12.2SX3€€9 12.2S3€ @ 12.3T3€ € 12.43€ @ 3€53,"3€312.4T3€ 83, paf@asaaf
CoPP 3,8 3®33@—3€@ | 3€@®icO@Taf—af-afuafa€@ 3 afaf afafiaaf«
af—af-afnafia,’a; @6 a@—ac@r—Ca"a@®a,»a,af¥afafta e

Sf@afis, afha€Sa, 392 AR5 «3%"IQLIQ | A€, nAFEf3f035,'af aF03, AfQAFFIQRAFIAFO A,

13€” The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
13€" Everything else is not trusted. The following access list is used
13€” to determine what traffic needs to be dropped by a control plane
13€" policy (the CoPP feature): if the access 1list matches (permit)
18€" then traffic will be dropped and if the access 1list does not

13€” match (deny) then traffic will be processed by the router.

access-list 100 deny udp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny udp host 172.16.
access-list 100 deny tcp host 172.16. any eq 5060
access-list 100 deny tcp host 172.16.1.1 any eq 5061
access-list 100 permit udp any any eq 5060
access-list 100 permit tcp any any eq 5060
access-list 100 permit tcp any any eq 5061

.0.255 any eq 5060
.0.255 any eq 5060
.0.255 any eq 5061
any eq 5060
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13€" Permit (Police oxr Drop)/Deny (Allow) all other Layer3 and Layer4
13€" traffic in accordance with existing security policies and

13€” configurations for traffic that is authorized to be sent

13€” to infrastructure devices.

13€" Create a Class-Map for traffic to be policed by

13€" the CoPP feature.



class-map match-all drop-sip-class
match access-group 100

18€" Create a Policy-Map that will be applied to the
18€"” Control-Plane of the device.

policy-map control-plane-policy
class drop-sip-class
drop

18€” Apply the Policy-Map to the Control-Plane of the
13€" device.

control-plane
service-policy input control-plane-policy
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Technical Assistance

Centeri%a"TACi%%od, i @—3 Q@ @3€ ¥, 30— | 3€,3,afiafartarsasrs, af—afaf€a,nafeafaa €«
Cisco 0SS 4,v%4faf"4,1a,84,¢

&-ia@®Cisco 10S3,%.afaf"a, | 4,84, caftafuaf-af«a@®I,e{E@ €@Cisco
10S3,%af+af"a,!4,83,Caf"af-3,03a@«a %43;dQ—3i@ | 3,3 QNI ™EE, %' aRSIQ®ES af-3,0af8
Fixed

Release]d"—3«&| ¢n°3€+3, E3QUIO™AEEE,5,'3,°5085€ €91 &fLaH6™P5,Secefr-—L3@®:

Cisco 10S Software Checkerd, 84;¢" 4@ ™a <3 €@ €@ (%o’ a®33Q@®Cisco


http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

10S3,%af-af"a, | 3,83,¢cafafaf1a, ' a@«a 343;ed€™a,<a,-3,"a,%a,»3,af¥af*afta,£3a,caf%oaf€a,03,9af3,

https://sec.cloudapps.cisco.com/security/center/sel ectl OSV ersion.xa@ «a €,a,<Cisco

Security(SIO)af@aflsa,;af«a@83"O¢" d @RI QP QIO HIG™AIE,

afia, aftafysafeafeafyaa,*

a;®afx d@ afrafafna,'a@®a.. . Ye%oa@ efr2e€s

Affected 12.0-Based Releases

First Fixed ReleaseiVs 4, @i +a, EaQ@Yr €l  ©ao®afafasfna,”

80284 3@ ™3, 12.0 3143, 3@ ®AFAFEfE,'3Q 5€,5,53€0%563,"3€,

Affected 12.2-Based Releases
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20131106-sip

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



