10004, -Af28 Y4, 05, ¢4, °Af4, 231 V.4, -Af SAF34, ffYAf" &,
10S
XE&, 2454353, 5,83,C59®enixe 5@, talite

&, ¢af%oaf €a,na, aF*asulD : cisco-sa CVE-2013-

High| 20131030-as11000 5546
¥ €a...~é-<a@—Y¥ : 2013-10-30 16:00 CVE-2013-
af @afvaa, afsaf 1.0 : Fina 2547
CVSS4,15,33,¢: 7.8 CVE-2013-
&76€¢¢- : No Workarounds available 2545
Cisco &f €4,° ID : CSCt26470 CSCud72509 %

CSCuf08269 CSCuh19936
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10008, -3f25f Y43, 93, ¢, °4f 25, 28 V43, -&f S48, fif YAf" & 18f «&f V8, ((ASR)&4€'a€'Cisco 10S
XE3,%35353,'5,83,C 3@ «3@ F€Qr-aQ®3,Uaf1haf'd, 234 (D0S)aQ®e,Ta1te€s5@ES" a0 5€-

» CiscolOS
XE& VoAf+3f 4, 14 83, Ca@ «3@Sa€'d, 3 @fIQICMPAFE, +affaf 3 «3,"5,<D0Se, T&l4t €S
« Cisco |0S XE3, Vsaf+af "4, '3, 83, ¢a@ ®PPTPAf af©af3,£3ff3, 3@ «3€@S53€'3,<D0Se, Talte€s
» CiscoIOS
X E&, Voifeaf "4, 'a 85 Ca@ ®TCPA,»3,°af3faf 4t @ s @39 «39S53€'3,D0Se, Talitr€s
» CiscolOS
XE3,V58f+af "4, '3, 88, ¢4 «a @S35, @£ 3@°E0GREAS S, +affaf 3€«3,"d,<Denial of
Service(DoS)a@®e, Talh+axr€s

849"3,(ES,%03@®e,Ta%+2€83@ 3°8€,3 @« («IQP—3Q |3, iQNIQP™MI€3€,3035,E3HIS®E,

49"3,E3,%03Q®e,Ta%+t2r€839PRIQ, @33, EdQAQES @RLA"O¢" " 3+3,ES 5@ 3€9L°Qc 143

3O "3Q®e,Ta%trE83QEC°5,58,"4€@ —2, ¢ §€+3,ES,<53€ 3€DOS
SYe..AQE35Q Q3@ efhrE839Ti€,5,55Q%IQ™IE,
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a8 i/&Cisco | 0S4, Voaf +8f 3, 18, 83, 04 S8,"a€>Cisco 10S-
XR3,1,3f+3f°4,!5,83,C39 3€Q30"3,E3,%03Q®&,T3%+E€83Q®E%+6Y:3, '8 —3Q 3O %I, 3E,

&,-8,14,%€ 3€"3,(E3,%a@®e,Ta%tr€83@«ad %4at ) a@™a,4,%afaf 4, |4,84,ca caffaf—aftasiuasa, s

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20131030-asr 1000

€025 e£Y23" @

10008, -&f%f Y8, °ASR¢"“&@ ®Cisco 10S
XE, 245353, 5,55,C59«3@ a€Qentr-"39®D0SE, 1a%+2€55@ES e " 5@ —59%39™5E, 10003,
10S

XE3, 235353, 5,55,C 3@ ®LO* 314 af @ 3f 143, 3f55P3€ 3€Q %' 4R3O @R, 135593, 3HLID

&, Ta/rteE83 @ ®a,a,<e£%23" @

3EEE... 2@ ®Af@AfnA, af8aFxS..4 +13@«aPri@, 3@ | 3@ E€QPIO'TO®E, Caf%af@a,n5 N3 3Q®
af@afa, 83’353, 3935, ®xfi€Qa,»3, 4,4854,89,..8330—39 | 5Q0VIQ 56°39,5€,

Cisco 10S
XE& Y2afaf 4,3, 84, ¢é@«50§50'5,<5,03e£50"‘lcM PaFfa,taffaF a€@«a,"a,«<DoSe, tavatae€s

Cisco 10S
XE& Voafeaf "5, 13 85 ¢a@«a@ a€@3,34afkafaf™asrisa, afa,ia,2a,¢a, 1 3,0af¥%af«(ZBFW)a€@«a,”a@£a+

ZBFWa@ Eaffaf€a,na,'a@8e a®35€9+3, i@ | 3€,5,<39« 390391393, '(C°°QIO™ME I P«IQP
show policy-map type inspect zone-

pair ¢%otas ©EX ECA, 3af Zaf3af %od, 8Y2:¢" a@—a @ %a @ ™a€,show policy-map type inspect

zone-

Paird@®a1°aS,3@8a€ QL AR35€ 3, Fa@ VY3, %afKhafar33,Ca, 403, af75ffaf—3@®3E G«
Match: protocol tcpa€%3€Y3€  Match: protocol udpé@ééfé@3

InspectZ@ E3"dce " 3@ ™3, 39 3@ F€QTCPIOP%IQYIQ UDPAF—Aafaf 3,3af«3@®ZBFW3, a3,

&GO ®31°3S3 &
XE3,163f3F 5, 3,53

JEQZBFWIQ@ 3@ —3@ e dR35@3,E3Q | 3€,3,«Cisco I0S
,C3€83€® show policy-map type inspect zone-pair 4 ®31°85>3 @83 @ ™3,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20131030-asr1000

<#root>

Router#show policy-map type inspect zone-pair
Zone-pair: clients-servers
Service-policy inspect : clients-servers-policy

Class-map: L4-inspect-class (match-any)
Match:

protocol tcp

Match:

prot ocol udp

Match: protocol icmp

I nspect

B YSZBFWa@ Ee " 5@ 3, E3@ | 3€,3,<Cisco

[0Saftaf€3,03,'3€ QIO "IO®E, Ta%+rE83PP®IV2+EY;3,'8@—39'39A3€>3,"3€, 39 "3O®, 1
IOS XEa,%.af-af"a, | a,83,¢a, EIQEHE - 1 3€,3,<Cisco ASR
10003,-3f°af%3,°3,¢3,°af%3,%af 143, -af8aF a8, paf1afa, af«af1ha,; @ ®a € 3 @83 @™aE,

Cisco 10S
XE&,af*af 4,3 88, ¢a@®PPTPa "5.f©5.f-5,£5.f.f§,_50«50§.50'5,< DoSeé, tavatae€s

Cisco 10S

XE3, Voiif«af 5,15, 83, Ca@p«3 @ € QAfQaffaf af afa,” a,caf%oaf-3,'an%o0e @ (NAT)3€ S, 3€>PPTP
to-Point Tunneling

Protocol(PPTP)af'a,taffaf a@®at| g@’ré,éQ«é€0é©zé1/z“éfié.féé,ﬁ§,1é@@éfaéféf%éf%oé,'é%éé

028y Bf taf 3,03, 59 SNATG€ "PPTP
ALG3O E2:%03S 50 «39°3QLIQ ' 50,5,3 36 3€&Cisco I0S
XES, 1235553, 5,85,C 5@ E5 5O ®8, Ta%t 255 Q@®8V:+6Y; 5,30 —30'3,3 0 ef1xE€550 50,35

NATEO Ere%0dS'3€%8 3@ 3€Qaftaf€ 3,03, '3€©5PPTP
ALG3 @ Exe%03S'3€9«3€%3,539%3@™IE,

Cisco 10S



ip nat insided, 3af Zaf3af %.a€@ %3 @ Y3€ ip nat

outsided, 3af Z2af3af %oa€p (Ec*°a @23 ,<3,0afa,; 3 14af+3,85,08,'a@«a"ae " 4@ —3€QI° 39 3@ QIQ 4,1
ip

natd, °afafv.af @af«a,2afaf-a,£3,®af¥af-afua, af8afa, 2afzafPaf%oa @ Ee " a®33Q@«3" e " 3Q@—i@

NAT

dQEe AR3Q«I9,8,« 3P Q0IQPTIPE, ' nR-THOP™E I P«IQP d€EPL,TAN+e€83QEIH A <eja
show running-config | includeip

natd, 3afzaf3af%od, dveig’ a@™a,« 3@ AEQPNATIQEL ARSIQ«A"ace ' dQO™3,«< 3@ 3 QOI QP T, ¢CO

asrlee4#show running-config | include ip nat
ip nat inside
ip nat outside
ip nat inside source static 192.168.1.100 10.0.0.1

4t°8S 5@ FECO°IQ®a 3@ 3€Q%0'aR3IQB®ASTafQPE, 03, 5983RVe|E3€+3,E3€@ | 53€,5,<Cisco
I0S

XE&, 124533, 4,88,Caf 44513, 3@ «3€ &,Ta%+2€85@ 3€,3,55€93%3€3,"5€,8;"3€ 3,3, 31°8S
ALGE,pafhasa, a€ NATe 3®33€8a"7cn°c3,3€«(, 8539 «3€+3,Fi,39"59 3 36,355 %:
ALGE®EC, 8559 «3 Q3 QLfi@ 36,5, 39 E3QO0IP TG, 02 QIH™5 5P «3Q dEHshow

run | include ip nat¢%olae ©EXECE, 3af 28f3af %08, &2/ "a@p—a @A @ ™3a€,no ip nat service

pptpa€ Eshow run |includeip nati€ 3E@NATE a®S3QSPPTP

ALGE@ (EC,i85'59«393QL3©  39,3,39"3€ 3,(2°AQ—39%IY™AE,

show rund@®31°353€ »-jd@®3€ " 3€53,55€836™ |includeip
nata, 3af 2333 %08, EE@NATE " a®33@8PPTP ALGE@ (EC,i35'39«3 939 £3€ | 5,3,<Cisco
I10S XE&,1af-3f°4,!4,85,C3 @830V E3Q—3Q%IO™IE,

<#root>

asrl@04#show running-config | include ip nat

ip nat inside

ip nat outside

ip nat inside source static 192.168.1.100 10.0.0.1

no ip nat service pptp



5 T/ANATE AR SPPTP ALGE, ¢354 @ «a ™3, @ " 4®33, 2578385 %03 € a€€Cisco I0S
XE&,%afa5"4,! 4,83, Caf@afiid, 3f8333.95»¥E™ Q3841 C" 3983 QP QI QUIO™IE,3.93,°5,53%0 @
10S XE&,1af-3f "4, 4,83,Caf@afua, 3f835€85€ 3€@NATE 4@®3598PPTP
ALG3E,'c,j8S'a9«3@ ™3 ,«eOYef i@ 3€,3,55€9%3€3,"3€,

PPTP AL G4 oéf?s, 14/ &, 3, -4f 837%5@ Ee 30339 +3,E5€ | 5€,3,Cisco

[0S5ft3f93,53,50 56030 3O @8, Ta%tES3Q®EV:+EY,5, 30— 30%I 93, 3€, 30"50®8, 1
10S XE3,%af-5f°3,! 5,55,¢5, 4@V E59—3€ ' 5€,3,Cisco ASR

10008,-3F°5f%3,°3, ¢ 5,233, 23 143,-3f55 138, D af%aF"8, 5f «Af Y3, 5O O3 5O 8IO™IE,

Cisco 10S
XE3, VAf+af 5,14 84 ¢cA€@®TCPA,»a,°af;af*af " a Téae§<ae"050«50§5 ©'a,«DoSe, tals+ae€s

Cisco 10S
XE& Voafeaf "5, 13 85 ¢a@«a@ a€Q@af@affaf af afhd, a,¢af%oaf-a,'an%oe@>(NAT)3, 3@ —a€'a,a,»

NATEO Ere%odS'3€%8 3@ 3@ F€EQTCPIFE,Ca,»3f35f-33€9 Ere%odS 3@ «3€%3,539%3@™:

Cisco 10S

XE3, V-Af+4f 4,14 83, ¢4 ®e " A®33@ENATIO Eee%0dS 5@ «3 93O FI© | 50,3, 39 FQO0IHTIOS
ip nat insided, 3af 78f3af %3 %3 €@ Y3€ ip nat

outsided, 3af 7838 %03 EC*° 3 923,<3,03F%8,; 8 14a+3,83,03, 59«37 30 " 3Q—3€93°5Q 39939 3,
ip

natd, °afafv.af @af«d,2af’af-3,£3,®af¥asr-af1aa, af8a1a,3357aaf %03 @ Fe " d®3IQ«d"de 39 —3€@

NAT

GQEe ARSI Q«I9,5,< 3@ QOIQPTIPE,'A nr-3QMIIQP«IQ FEQL,TaV+r€83QEIQ,d,<eja
show running-config | includeip

natd, 3afzaf3af%od, dvecg" a@™a,« 3@ AEQPNATIQEE A®SIQ«A"ace ' dQO™3,«< Q3 QOI QP T, ¢C°

asrlee4#show running-config | include ip nat
ip nat inside
ip nat outside
ip nat inside source static 192.168.1.100 10.0.0.1



O IQP®e,Ta%+2EIQP®AN+EY: 3,89 —39'3,IQRIQ €A, 3Fa™Eftaffal %03, pafhaf s, af—
ESP100)3, e 2%4%03€—3a€YCisco ASR

10003, -3f23f13,°8,¢3,°5F°8,23f 43, - 3f85F°3, uafuaf s, af«af%a,:(ASR1000-ESP100)3€ " Cisco
ASR1002-X3,-3f2af143,°5f«af143,; 3@ ®IQ; 383G ™AE,

Cisco ASR 10004f14f €3, 75,"5€ «ASR1000-

ESP1005€ (E3,2af%3,"af af1haf«a@-3, 3@ | 39,3,3€«3€9Cisco ASR1002-
Xa,-af2af1a,caf«afva, ;a9 83€,a,<39<3,'cC°°QaP™a A Q3@ FE@show

inventorya 3af 24f3af%oa, ' c™o& (Ea€ — 3 €©%43 @ ™3€,ASR1000-

ESP1003, 2@ &%%03€—3@YCisco ASR 10064f«af%a,;59@83a®Ye|E3€+3,E3€@ | 5€,3,<Cisco
IOS XEa,%.af-af"a, | a,83,Ca @33 @®show

inventorya@ ®31°35>3, -3 @ «(°3 @ —3 @AY ™AE,

<#root>

asrl@06#show inventory
NAME: "Chassis", DESCR: "Cisco ASR1006 Chassis"
PID: ASR1006

NAMVE: "nodul e F1", DESCR "Ci sco ASRI000 Enbedded Services Processor, 10

0CGhps"
PI D. ASR1000- ESP10

& TVANATAQ Ee " d®53 @3, EF@YCisco

[0S3f1af€3,03,'5€ €QIQ"3O®E,Ta%+2E839B®E2+8Y, 5,89 —39'59%I€3,"5€, 539 "3O®8,,1
10S XE3,%af+4f°4,!3,83,¢3,8®YeF5@—3€ | 3€,3,<Cisco ASR

10003,-3f2a143,°4,C 3,°5525,245143,-3F85°3, Laf 14355, af«af143,; 3@ PIQ; 3@ 8IQ™IE,

Cisco 10S
XES, VAAf+af 4, 4, 83, ¢4 «3 95503, <3 © £ EOGRESF S, +5fFaf 59«4, d,<Denial of
Service(DoS)a@®e, talatae€s



Cisco 10S

XE3, VoAf+af 4 14 88, ¢4 «a€ F€QEOGREIQ T d®35@+3,E3@ VY3 naF5,;af14af5,83,05,"8 S 85€4
over Generic Routing

Encapsulation(EoGRE)af'a,+affaf"a,'at ! c@1a@™a,«€5>a @ «3€@e03)"affaf@a,na,'a@®afafasfa:
EOGRE&€ aftif-3,03f«3f 39839 20e%dS'39«3Q°3QLfiQ | 5€,50%36>3,"5€

Cisco 10S

XE&, Voiifoaf 5,15, 83, Ca@ ® " 3®33@SEOGREI @ Ee0%0dS 39«3 Q3O L3 13€,3,< 09« Q0IQPTIE
mode ether net greipv43€@%3€Y3€ tunnel mode ethernet gre

ipV6a, 3af Z8f 38 %oa@ Ed"ae 3@ —3€ QI QP QIQ®I,13f35,,3f14355,85,15,'3@« 33 Q3 Q@I 3,18

NAT

@ Fe ARSI @ «39,3, 3@ QO0IQPTa@3,'d ne-3Q™M5,«3P«IQ IEQL,Tatx€85Q@EQ,5,<@ja
show running-config | include Tunnel|(tunnel mode]ip address

), 38fZaf38f %08, &2l E@P™8 <@ €@, TaN1re€8IQPRIQ,A,«x-d QB A®IAN AP «CrPIQP™S, A€

asrl@04#show running-config | include Tunnel| (tunnel mode|ip address .)
interface Tunnel®

ip address 192.168.1.1 255.255.255.0

tunnel mode ethernet gre ipvé

& T/ SEOGREC 4@ «& 80553, E3@YCisco

[0S3ftaf€3,03,'3€ F€QIO"IO®E, Ta%+rE83P®IV21+EY;3,'8@—39'3€9%3€>3,"3€,30"39®, T
10S XE3, V25655, | 5,55,C5, 5@V E3€—59 | 5,5,Cisco ASR
10003,-3f25f%3,°3,¢3,°a%3,%af 143, 38433, paf1uaf s, af«af1a,; 3 @®3 €@ 3 @83 @™aE,

ARY &i(EA, VAf-af 4, 14, 84, ¢ Af @ a3, 35559 ®A 0¥

Cisco ASR 1000 &, -85 Y44, ° &, ¢4, °5f5, 25f V44, -5 85f° & ffYaaf* 8,1 8f «af Y4, ;5@ ® 10S XE

afeafeasfa,'a€p a€@Cisco 10S &,%af+af"a,!4,83,¢

3f25f2 a3, 3@ «d %I, eIQP—3@ 3,59 UIQP™IE,IQYIOP 5O 39°F€YCisco I0S XE

Release 3.6.2S 3¢ a€€@Cisco ASR 1000 &,-af*afa,° a,¢a,°af%a,2afa, afsaf a,pafuasa,
af«af1ha,;a@® 10S XE af*afeafua, 15.2(2)S2 d@«a 34a;ea@™a,a,%af-af"a, | a,83,¢

3f23f255%a,'a @83 @ ™A€,

Cisco |0S XE afaafaafv.a, 1a€ " ée-Cé€£a@™a,« Cisco I0S
af2afeafaa,'a@ 3@ ®a 343, i@ R®EO’(CIQP«IPriP,iQ | i@ IEPX-ii 39, .8890—3@ OO

http://www.cisco.com/en/US/docs/routers/asr1000/rel ease/notes/asr1k rn intro.htmil



http://www.cisco.com/en/US/docs/routers/asr1000/release/notes/asr1k_rn_intro.html
http://www.cisco.com/en/US/docs/routers/asr1000/release/notes/asr1k_rn_intro.html

8, T&V/+ec85@ ®a@,3,<af @af1aa, 3f8afa€® 10S XE
3,%,af3°3,13,83,C3@Eaft3f@3,r3,'3983RVe|Fi9+3,Fi@ | 30,5, 39390391363, 'c(°* @3¢
show version &,3afZaf38f %03, aRY &A@ —a@%a @ ™a€,5¥4 5@ «a€@Cisco I0S XE
a,%.af-af"a,!a,83,¢ af@afa, afsaf 3.6.2Si%"Cisco 10S §,%af-af"3,!3,83,¢ af@afa, afsaf
15.2(2)S2

3«3 %a;0ei¥%%0d,'d®Ye|EIQP—3@ | 53€,5,3 4@ 3QBIE, (°IQ9—3QNIQP™IE,

asrlo04#show version

Cisco IOS Software, I0S-XE Software (PPC_LINUX_IOSD-ADVENTERPRISEK9-M), Version 15.2(2)S2, |
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Tue @07-Aug-12 13:40 by mcpre

e 1/8Cisco 10S

XE3, Yoaf+af 4,3, 85 ¢4 nafiafv.a, ,5€p a€@a,paf-afaffa,taf1ha, € a,3'%a€¢°3,(E5,73@ri@B®I€A™
IOS XE 3,%.af+af 4, | a,8a,Ca@@® In-Service Software

Upgradei’s ISSUi%%oae©Yef1sd, 'a%::¢" a@™a,E, 3@ Te & "33, 3@ | 355,55€Qaf 45143, 93€
IOS XE &,%.af+af"a, | a,83,¢

af'affa,+af1ha, 3@®eO i@ «iPri®, i@ 3@ IEQX-(3,'30,0.300—3@ iQOVIO 30°39,3E,

http://www.cisco.com/en/US/partner/prod/collateral /routers/ps9343/product_bulletin_¢c25-448387.html

&f 8f 4 +AfVA, 3O ESEQ Y3 «8, Caffaf—a,°af~3f1%af%o5€+3,Ed,3 80 5€& show
ver Siond, JafZaf3af %@ ®31°8S 3@ ¢+°595,3 36 393,555 %IO™aE,

8, TaVrac€ss, 49 «a,"89839,39%3€,30"3@ 3G ECC°R* QIO 3, EIHYeLLI"O

Cisco |0S4, Y4af+af "4, 13, 84, ¢a€ %43 @Y3€ Cisco I0S-
XR3,%afaf"5,!5,83,05, 3@V E3Q@—3@ | 5€,5,0f 13" Q€ 39363, TS, %03 ®,T3%+E836(

10008, -8f8f Y4, °4, ¢4, °Af %5, 2114, -8 88738, ff Vaf" 8 18f «&f V48, ¢¢""Cisco 10S
XEA, YAAf+af 5,13 §3, ¢4’ é™ui@ @ FEQir-39®3,-3,'3, 3£ 145" @ 39«3 95359, | 59”5, %059 ®8,]
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eo3¢ °

e a@®3,»3, 5,335 3Q83€ Q319 93, Fi923, FIO®L, T8Vt x€8a@«E-CTO™E,@; 1585 af..& +3,c°

Cisco 10S
XE&, Yafaf 4,4 84, ¢é0«5@§50‘5,<é,0ae£5 Q@ ICMPaFa, taffaf a@«a,”a,<DoSe, talatae€s

Cisco 10S
XE& Voafeaf "4, '3 85 ¢a@ ®3,34af1afaf™afa, afa,i3,24,¢4, | 3,03f1%af«(ZBFW)TCP3 €343 Ya€ UDPA,

5Q"53Q®,13%+2€55Q €QZBFWIQ«3, 3QLI@  rnceaY»39+3,E5 TCPIH%IPYaQ UDPrZ¥CY

d@"3@®e,TaV+x€85€¢ €@ Cisco Bug ID CSCtt26470(

C™M»&2Af 1af VA, 8°,¢" )a@ a9 —a€ | 2T, AE-3 @3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDad€@ "a@—a€ | CVE-2013-

55435 E&%0%5,58%:"3€p | 5,%03, E3@ | 50,30 %IO™3E,
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