Ciscodf+4, |4, 08, ¢4, '8, OAfVAf«8, ffVAf & 1[4, Af¥a

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2013-

H igh 20131009-fwsm 5508
¥ @a...~é-c@—Y¥ : 2013-10-09 16:00 CVE-2013-
éf@é.f%é,,éﬁéﬁ 1.0 : Fina 5506

CVS&s4,14,%4,¢: 7.1

&76€¢¢- : No Workarounds available

Cisco af @a,° ID : CSCui34914 CSCue46080
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Yo 5@ «ad, a «ef...a t3@ a€HPe+e?73P«a, a,«aZYe-f3OPEQZA..., a1 a4
Al

av el@
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Cisco FWSM &,33f 78f34f %0 +4€@ a@®e, talatae€s
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FWSM3,%:af+af"3, ! 5,83, 3@ ®aftaf3,03f«af ¢ @33 «a%2+éY; 3@ —a3€@%3@™aE,Cisco
FWSM3,af+af"3,! 4,83, C 3@ Eafzaf«af@a, aftarta,a, af afcafuaf%od @8a®Ye|Ei€ -3, i@ 53,1
show

moded, 33f 28f38f %08, dvacC’ AP —a @HIPVAE, x-dQPRIUNAQ AEQAfIaf«af@a afafta 8, af afcas
FWSMa3,%.af+af"a, | a,83,¢a,'cr°a @—a@ | 3,3 @%4a@™aE,

ciscofwsm# show mode
Security context mode: multiple

o T/AAf7Af «Af @8, 2AFEf 15 4 181 A CAf VA %o AFEEF5,055«3f 59539 20%035' 4O «I O IO LG
FWSM3, 135353, 5,58, C3Paf 5513, 59 €39 50 ®8, 1a1tr55@@811eY:3, 4@ —3@ 5@

SQL *Netd, odf4, 14, 3, -AfSaf34, 414, 45 ®DoSe, tavitae€s

SQL*Netd, oaf34, 18754, 3, -af§af3a@ Faee%o3S 4@ «3 Q3@ L3 | 56,58 39 3€@Cisco
FWSM3,%:af+3f3,!5,83,C3€ 3©"a@®,T4%+2E€83@®3%+6Y, 3,49 —3€'a9%4I9™3€,SQL*Netd,s
show service-policy | include

sqlnetd, 3af 28138 %od, " dvacC’ Ap—a QHIQP™MIE, - QRIIIQY IEQSQL*Netd,nafa,'afsa, a,-afsaf
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ciscofwsm# show service-policy | include sqlnet
Inspect: Inspect: sqlnet, packet @, drop @, reset-drop @
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FWSM3,%af-af"a, | 3,83,Ca@®af@aflua, afsasfa, cC°e’@a@P™a 3 @«3i@ A€E@r-ia@P®a3%4aQ«cr°a:
show ver siond, 3af Zaf3af %od,’ ¢™%¢|(Ea€p 33 @ @ A @43 @ ™aE,

<#root>

FWSM>

show ver si on

FWSM Firewall Version 4.0(16)
[...]

Cisco Adaptive Security Device
Manager(ASDM)3,’ dv4:C" a@p— é@ af@a n3,'3,/'(®icPTIP—39 ' 5€,3,3OSE®Cr8" 3 IEQAS:
ASDM3, | 8,£3F35f%03, | 3@ ®&- | 4 563..3@«@&| ¢r°a€p+a,(E5 <3, 1afaf 5,1 5,83, 5@ ®IF@afa, f8aF

FWSM Version: 4.0(16)
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moduled, 3af Zaf 3af %04, gTMoeiCEaQ—aQ,a€0a,-a, aftaf a€«a,nafa,'af afhaf«a @3, E3@ | 39,3 ,<af

> aQP®534 3¢ €@ Cisco FWSM(WS-SVC-FWM-
1)a@Ea,'afaffaf 2a€«a,nafa,'af afhaf«a@+3,E3@ | 3€,3,<3,
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<#root>

switch>



show nmodul e

Mod Ports Card Type Model Serial No.
1 16 SFM-capable 16 port 1000mb GBIC WS-X6516-GBIC SAL@6334NS9
2 6 Firewall Module WS-SVC-FWM-1 SAD10360485
3 8 Intrusion Detection System WS-SVC-IDSM-2 SAD09320897
4 4 SLB Application Processor Complex WS-X6066-SLB-APC ~ SAD@93004BD
5 2 Supervisor Engine 720 (Active) WS-SUP720-3B SAL@934888E

Mod MAC addresses Hw Fw Sw Status

1 0009.11e3.ade8 to 0009.11e3.adf7 5.1 6.3(1) 8.7(0.22)BUB 0k
2 0018.ba41.5092 to 0018.ba41.5099 4.0 7.2(1) 4.0(16) Ok
3 0014.290c.9956 to 0014.290c.995d 5.0 7.2(1) 7.0(4)E4 Ok
4 0014.a90c.66e6 to 0014.a90c.66ed 1.7 Unknown Unknown PwrDown
5 0013.c42e.7fe@ to 0013.c42e.7fe3 4.4 8.1(3) 12.2(33)SXH8 0k

HEAQP—39,3,'afaffaf 5,8 E@PriQ'a@ Y3, %03€€ show module <dot
number >&,3af Zaf38f %08, " ¢V e EA@p—a € | é€éae—liéé®é%<50«gn°éQTMé,AéOTé0«é€0é®\?éiCEé,é4
<#root>

switch>

show nodul e 2

Mod Ports Card Type Model Serial No.
2 6 Firewall Module WS-SVC-FWM-1 5AD10360485
Mod MAC addresses Hw Fw Sw Status
2 0018.ba41.5092 to 0018.bad1.5099 4.0 7.2(1) s0016) ok
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show module switch

all3, 3af Zaf3af %od,’ &2’ "a@—a€p | 3€@3,'a,naffaf@13€ "3,"a,naffaf @3 @«3+73 @™ A O™ '3
show module <slot
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Cisco Firewall Services
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Exposures(CVE)IDd€ "d©@—3a€ | CVE-2013-
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ciscofwsm(config)# policy-map global_policy
ciscofwsm(config-pmap)# class inspection_default
ciscofwsm(config-pmap-c)# no inspect sqlnet
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