Cisco |0Sa, Y4 f+af 4,14, 83, ta¢@ ®Resource
Reservation
Protocoli¥a”RSVPiva>afa,2af%a, 'a° ¢, af—afa.

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2013-
H igh 20130925-rsvp 2478

& @a...~é-c«e—Y¥ : 2013-09-25 16:00

eceEg e ae-"ae—¥ : 2014-03-12 12:54

df @afvaa, afsasf 1.1: Find

CVSS3,4,%3,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af@a,° ID : CSCuf17023

B—Yore-e%3@«a, a ef..a 13 A€He?739«a, 3,<AZYR-13HOPEQZA...~a11 A
Al
£1 el@

Cisco |0SA, Vsafaf "4, '3 84 ¢a€S3,"3€>Cisco I0S XE3,1%af-4°4, ! 4,83,C 3@ ®Resource
Reservation
Protocol(RSVP)ae©Yefra€®e, t3%+e€83€«3,"3,53€ 9@ 1433, Fi | 5€,30°3,31afCaFhaf

5 "3Q®e,T8%+2€559 3€QUDP

RSVPaf3,+3ffaf @ ®3,@EQO08 139027 QAP «@U-d 3Q—IQUIQO™IE,2"»2'fRE.. 53¢ FEQUDP:
1053, %443, 5,83,¢2€53,"3€>Cisco I0S

XE3,%af 34, 4,85,C3@ Ec@E€s;jafa,+affaF 3,3 QL3 | 81| (OTIP—IEQIQPQIOBOCLOPXIRIE
of Service(DoS)¢S9a...c3@ECMOC"YAH™E, 3@ &f1h€83QE5€,5,55Q%IO™AE,

8,-8183%6¢ J@"'a@®e, Tal+txe€’a@«ad 3t a@™a,4,%afaf"4,|4,838,Ca, caffaf—astasnasa, afrearasy

5 "3Q®e,Ta1+2€8], erlhe )3Q™A, B 7¢ @i -3QF1€,3,550%IQ™AE,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§50050%50""é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130925-rsvp

a8 1Y,520134 9aa08 25— ¥a€@ ®Cisco


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130925-rsvp
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuf17023
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5478
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5478

10S3,%afaf"a,!4,83,¢3,»3,af¥afaft3,£3,¢af%0af 3,23, 9afaf @af?af%odf«a...~é—3@«3@ FE£Q83»1.
Security

Advisoryid@ Ea@«3€343,E3€@ | 3€,5@%3QO™A€,Q™IQ'3@ | dOB®F,Caf%0afQa,135,93f5€ F€@Ci
10S4,%2af+af"3,)4,83,Ca@®e,Tal+x€83@«3 %at|i@—a@ |5, 30%i@™3E,3€,Cisco
10S&,%2af+af"a,|a,83,¢a,»a,af¥afasta,£3,¢af%oaf€a,0a,93f° 3@ «3@ €QI Q"I Q®3,Caf%oaf€a,ra,
10S3,af-af"a, | 3,83,¢afafaf1a,'a€ " a€@20133" 92" 3@ ®If@afaf%odf«a...~é— 3 @ «a @«a934a,C
10S3,%af-af°4,! 3,83,¢3@®¢,1a%+2€83,'4; ®efi@—3@YCisco
10S&,%af+af"a,|a,83,¢caffafasa,'a@Ee "e%%a@-3, Ed@ | 4@, @3%aQ9™aE,

&E<EE... 5@ ®A...~6-afEf3, 4@ a€Qx-a@B®IfAfa, d@®AEECisco Event Response:
Semiannual Cisco IOS Software Security Advisory Bundled
Publication3€ @3€«3€,3,55@%3 & ™3¢,

http://www.ci sco.com/web/about/security/intelligence/Cisco ERP sepl3.html

e02aY7" e£YA" @
&, T8Vt ecESaO ®E,8,<@£128" @

(%ol 8PP ®E AR5, 2 EQIQriftaf@ad nd, ' 3@RIQP ;3@ EaV+EY 3, 49— Q' aQAUIQ™IE,0%
10S3,%af-af°4,! 5,85,¢3€%3€@Y3€ Cisco I0S
XE&,%af+35"3,13,83,Caf@afla, 3f8afa, 4@V Ei@—a€  3€,3,<5,-3,'3,35f 135 @3,03,'3€ FEQRSVF
Routing and

Forwarding(VRF)a,nafa,;af1saf-a,83,03,"a@Ee£..3, Vi@ 3, E3@ | 39,3,<3 3@ a@«e,131+xe€834¢

« ¥'5QQQIO 3,13913Q@B®VRF3,nAFE,"5,:35%8,'a@ERSVPIQ 3@ —a€5e AR89 +3, €
- 3QE3Q VRFiIL 3@%IQY3Q 3, afafnhaf@af«aftafnaf-af«at.. 3@ «3€,3,i%%oat. . 3€«3"aa

5, -8f SAf%8, 5@ ®a34<a, 2| Q@ «C°IQ—A @ AUIQ™EE,

. Af78f«af @af—afaf 3 af«afoafmaf«a," a,naffaf@asa,o(MPLS)a, nafaf-af03a,'af afoa, af@al
Traffic Engineering(RSVP-TE)

- afzaf«af @VRF3a,nafaf-af0a,'af afoa, af@ast

o VRF-Lite3, oaf35f-af03,15f 4f©3, &f @ afE

« MPLSA@ Ea2e%08S'a€Cisco 7600

RSVPa® E0e%03S' 4@ «3 Q3O L3€ | 3€,3,<af1af 3,13, 3@ ®SY2...<8, ¢ QT ™3 re€S-, 54
show ip
r svpa, 38f Z&faf %o0af ©3, naf*a, nafa, ¢Af/adf +4, 88,08, *(CL 1), *8f 28 af %0, d/2" 8@ ™3« @ 3@ 3 Q83O


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep13.html

Router#show ip rsvp
RSVP: disabled (not enabled on any interface)

aftaf€3,03,'a@«RSVPaA@Ee " aR35@ 3, Ea@ | 3€,3,<3 39 3€Q 2|3 @B®I3IQ«cn°iQP™E, 3@ 1

Router#show ip rsvp
RSVP: enabled (on 1 interface(s))

& TY/&Cisco
76004, Y54f +Af "4, 14 54, ¢4 afiaf v, A9 83@ F€QAftaf€3,03,5@EMPLSIO Erce%ods 50«3 93 QLA

3@ "3Q®e,TaV+xr€83@ A€Qaffaf@a,n3,'a®>3@ | dQ®AF afOS3,£affa, 3«3, 3 QLIQ | IQPBI

&, 8,18, %Ly @A Q8¢ haf@aOo—ae | 3,3« Cisco I0S §,%%af-af"a,|4,83,¢

af2afeaf1aa,'a, e’ @I Q™Ma I P«3Q AEQaftafea na,'a@«afs ca,niffa@—aie ! show

version 8,38fZaf3af %08, d;AQEaQ | a€@a, a,'aFtaf

é.fééﬁé.f%é,'éi"gn°§0—§®%§0m§€,"l nternetwork Operating System Software" &€ " Cisco

I0S Software" 3€,3,<3€,3€9 3€"3,E3,%03@«Eiza%1haQP™a,<3, 3, 'aftaf
Af@afSafua€«3, " 3QLa@  aftaf€a,n3,'a€8 Cisco I0S

a,%2af+af"a,13,83,Ca@EC haf@PIO—3€ 39,3, 39"3€@ 3,'((°°QPIQPBIQPQIOPNIG™EE,
QQPIQORINES, @I@«a,nafiafd, QP3P Ex-3ANIQPRE-"3@«&| (n°i@3, Ei€QPY35€,50 |
"Version" 3@ Cisco IOS a,%.af-af"a, a," a,¢

afeafeafna,' @ @aeEe| (i@ 3, EaPAIQP™IE€,a»-a9®4,-3,'4,°

3ftaf€3,na,'3¢83€ 3€@show version

8,38 78f38f %A@ EA"dce " 3P —A9°a P AQL£aHYA,SA€HIYaQBII 85 3@ ER| ¢r°aH+a,EIQY?

2 ja@P®axua@ a€@Cisco
10S3,%af+af"a, | a,8a,¢caffafasa, 15.0(1)M1 é,’é®VéiGéQ—é€Oé,n§f3é,1é.f%f%éf«é@-é,CEéO 13©
UNIVERSALKO9-Ma€83€,3,<3,3,"3,°6£13"€38,'(1°3@—3€@ | 39,3 @%IQ™3IE,

<#root>

Router>

show versi on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed 02-Dec-09 17:17 by prod_rel_team



l--- output truncated

Cisco

|OS3, Vo8f+af "4, '8, 84, Cafeafaf 18, 5@ ®E VAP 9| @a%0ta@®E; 185 &f...8 +3@ €@ x-j3@®URLI¢
Paper: Cisco I0S and NX-OS Software Reference

GuUided€€©3a,'3€9,¢..8090—3€ | 3QQIQ 3©°39,3€,
http://www.cisco.com/web/about/security/intelligence/ios-ref.html .

&, T/t e84, 49«4, 8983, 59%39,50 59 a9 ECC2’9aH+3,EIQPYL13"9
Cisco 10S

XRA, VoAfaf 4 4 85, ¢4 F€QIQ"TO®E, 131+t rE53Q®I1+EY, 5, 80— 3Q%IH>3,"3E,

Cisco 10S NX-
OSH, Yoaf+af 4 13, 84 659 3€QIO IO, 131+ eE55@®E1+E6Y,:3,/ 80 —3 Q' 3O %I93, 5E,

8@ ®3,3,'3,°0£1,3" PP «FPSIQ, 50 | I€QIO"IO®E,C5f%af Q5,13 13 5H®EY+EY: 5,89 —3
eo%¢"°

Cisco |0SA, VAf+3f 4, 15, 83, ¢4€ 53,"3€>Cisco 10S
XE3, 135353, ' 3,85,C 5@ ®RSVPROYEfLI@®R, 181tE€550«3, 5,556 902 @ 1%hi93,E5Q ' 50,50

59 "3@®e,Ta%+2€559 3€QUDP

RSVPafa,+t3ffaf 3@ ®3 @O0 159 e8f 27 QIQ«P-d IO —IQUIG™IE, 2" »2'fEE. 59 566,13
RSVP&fE,+3ffaf 3, ¢€4;i30™3,3Q"5Q 1Q8IEHIQ"TO®, 13%+2E85,'4 @£ OC" 3O™5, 3@ «
1053, 1,453, 5,83,¢5€53,3€>Cisco 10S

XE&,123f+3 "8, 4,85,C 3@ Ec€4;jafa,+3ffaf 8, fi@—39@ Q31 (OTIQIQ QIO IO HIH3,SFEH:

&, T8/ aeE8a @A ,8,<@ " A®38Y° -3, 2 €4 QYIQ™MAf1af 94,13, 4830 3€P2%085'5€UDP
RSVPaf3 taffaf a@«a,"3@La@ | 4@ "3@®e,T1a%+r€83 @ Ed1 3@ QL3O "3€+3,ES Q@ f/20€83¢

53@"3@®e,Tal+tx€85@ I€QUDPIf@Af11AS 16983€8RSVP over UDP over IPv43€ “RSVP
over UDP over IPv6a@®a4,je-'a,d12,¢" " d@—a€@ | 4 @2L£A"OC" 483 Q@ Q3943 ™3€UDP


http://www.cisco.com/web/about/security/intelligence/ios-ref.html

over IPv63@83@®3 @xr£a"O¢" " 4€@ a€€Cisco
10S&,%af+af"a, ! a,83,¢afafaf%a,"15.2(3)Ta€ 1 5.2(4)Mé€0§0§éf§035005,CEé»¥é”‘"QéQ«é@®é<

8, 0df8, AfY/.4Ef -8 88 08,18, 8f ¥af 4,8, 88f 4, ,a@ a€@Cisco

10S3f«af143,; 3% QY3Q 3,'3,paffaf @a€«3, 3QL3Q | C%'aR3IH®ISfE,+3ffaf 3@ FIQ—i;ia@ 3
10S3,%af+af3,! 8,83, 3@8af-afaffa, 3€+3, E3@Y3,na3,:af14af5,83,08, 3@ ®C%0'a®33@«aV2, " 3¢
IOS Queue Wedges Explained3d€€3, 3€.,¢..80 0—3€ | 5O QIO 3630 ,3€,
http://blogs.cisco.com/security/cisco_ios_queue wedges explained/

G "a@®e,1aV+x€83€ a€@Cisco Bug ID CSCuf17023(

CTM»E&2Af 1af VA, 18°,¢" )a@ a9 —a@ | -t AE-3@+3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDa@ "a@—a€  CVE-2013-

54785 E3%0%3,5812"3€) | 3,%03, E3€ | 3€,39%IO™EE,

76 éC-
3Q"aQO®e,Ta%+r€83@ € PX-dQPRe-'2*3Q8L7AYIQ'IQPIOAUIG™IE,
CLA@eNha A, nafMafaf” afzaf@asfaa, aft

&, T&Y/cae£85@ ®3€,3,< Cisco I0S aftaf€a,n3,'4 S5€83€€Tool Command

Languageils"TCLi%%03 €@ «aY°a @ ¥I @ @ Cl, 3 234133, nafMafaf"

afzaf@afiad, afEiva"EEMi%A%oaf @ afa, af1ha,'a"O¢" d@™a i@ I€QIQ"aQP®e,TaV+r€85 9«3, 3QL
a,af¥afya

a,18,83ff3,3,8"3"¥a@—3@ | 3€QRreII°IO™I Q"I IO TIQ QP QPIONIO™IE, QP IQPRISfG:
Cisco IOS

IOS EEM
JOEIQ'IO®e,Ta1+r€88€«3,75,<3,Q@2LA"O¢" IQPBIQ &f/r2€838,'2n0031°4Q™5,«<8Q QIO QL

Tcl4,18, af%8f—af 4@ a€@x-ia@®afafa, a€®a€ECisco Beyond: Embedded Event
Manager (EEM) Scripting Communitya€ @ a€<a,%0af€3, | 3fafaf1af%oa @83 @ @3 @I @ ™aE,
https:.//supportforums.cisco.com/docs/DOC-19337

4QNIQPYIEQr-3QB®AFAFE, 3@ «39,3,Ciscod,»3,af¥afasts £af-afa,°a€@®3€ECisco I0S
Queue Wedges Explained3€ €3, 3€,¢..80 0—3€© | Q@I 33,3,
http://blogs.cisco.com/security/cisco ios queue wedges explained/

59"39®8,18%t2€559 39 £-3QBCOFEc-39E59,3,559%39™3E,


http://blogs.cisco.com/security/cisco_ios_queue_wedges_explained/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuf17023
https://sec.cloudapps.cisco.comRPF/register/register.do
https://supportforums.cisco.com/docs/DOC-19337
http://blogs.cisco.com/security/cisco_ios_queue_wedges_explained/

| P RSV Pafa4, *af Safys

20284 4@ ™3a,«& " a®33 @83, °afafuaf@af«a,2afaf-a,£3,®af¥af-afaa, af8afa,2afzafaf%o ip
rsvp listener vrf vrf-nameip-address udp 1698
announced,' é@O¢" dQP™i 3@ IEQIP"IQP®e,TaV+e€83,/'COIEI QP QP QIO HIQ™E,IPS, Caf%0aSf

5, 0Af3f-Af O3, 1A Af O, Af @AFES, ¢, a,»8,8,2aaF aFafuaf«afa, aF (IACL)A© 53, 3935 afa,

3O "3Q®L,Ta1+2E3IPBE %e+iQ IO OLIQ 50,5, 20VefHIQP A1QPEEPR%nR®UIP TG—
UDP &,/¢" 36,3 | 3€,3,3QV3, ©I€QE€HL;i4..FIP

8,C8f%03f-3,'5, 0@ (8° 3P —3EQ30"3, (3, %03 @BUDPIfQafhaf A® 3 QP RIEQA;iC" 3€p+3, EI@YéS
IP &,Caf%03f-3,'3@®3 3,8 +3@ 3©™4,&, 361362 ACL

3983Q 695003, Fi9%5€,5 8973,50,5,550%IO™IE,ACLIGES 3630 | 3EQ O TEE..5
1053, 1548533, 4,83,C 3@ ®3,»3,4f¥af 513, £OYefr3@83€,3,55€Qe» (€ Q3 +3,(ES, AfE, +affAf a4

Af @Aaffaf af afnd, 3, 6€36@Z3Q™a, Af 3fOEf5,£55f3, 3,6 QRx-3O™35 3 "3Q 5@ 39—30°3@
aftaf€a,nd,'a’a,cafud,’affal a@ a@—a@Ye 3@ IQ™IQ'IQPIP8IQ 393, afOaf5,£3f]

l---1--- Feature: RSVP over UDP!---

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1698

l--- Deny RSVP over UDP traffic fromall other sources destined !--- to infrastructure addresses.

access-list 150 deny udp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1698

l--- Permit/deny all other Layer 3 and Layer 4 traffic in !--- accordance with existing security policie
access-list 150 permit ip any any
1--- Apply access-list to all interfaces (only one exanple!--- shown)

interface fastEthernet 2/0
ip access-group 150 in

af>af & vaf afSafv.af afv&EZProtecting Your Core: Infrastructure Protection Access Control
Lits3@ 3@ 83@ a€@a,0afaf-af03,'af af0a, af@afLa; €¢€-3,Ca, 3,»3,'af%3,"af 3@ ®3,-8,23f%03fO?
http://www.cisco.com/en/U S/tech/tk648/tk361/technol ogies white paper09186a00801alab5.shtml



http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml

8,afaf Afafvaf« Af—Aaf-afvAaf: af @asea, a5a,°

88 SIS 59 39 ®e, 13%+rE8 QB %e+i@ 1P TQLIQ | 59,3, eOVef1LIQ %P EEQPRY0e®UIE€
UDP &,¢" 59,3€ | 5€,3,<3Q Y3, @I€QE€9L;ja..fIP

3,C3f%03f-3,'3, 0@ (8° 3@ —3EQ39"3, 3, %03 @B®UDPIfQafhAf AR 3 QP BIEQA;iC" 3 +3, EIQVYéS
IP &,Caf%0af-3,'3@®a€:3,/8 +3@ 3@™35,4, 36136 ACL

59839 ¢ 95995, Fi09%5€,3 50°5,30,5,550%3Q™3€,3,°3,5200%085'5Q O Ec-3€ 36 -
RPF &,/4%uc" 3@™3, 39 "3€ 3,395383, 939 —30%IO™3E,

5 3824 AfAfvAf «BAf—af ~AfVAf8f @&f3,-3f%3,°(COPP)3, 4% (" 3@ —3€ | € Qaftaf@3,03,'50 3O ®Es]
10S &,%af-a°3,' 5,83,¢ afeafafsa,’

12.0S3€€12.2SX3€912.2S5€912.3Ta€ 9 12.453€93053,°36° 12.4T 5 5€€CoPP

2OVefka, a,uaf@arkaf 39 —i€ ' 3€,50%3@™€,CoPPI@ Q2 —C5" 39 ®3,»3,5f¥afaf15,£3f

l--- Feature: RSVP over UDP

access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1698

1--- Deny RSVP over UDP traffic fromall other sources destined !--- to the device control plane
access-list 150 permit udp any any eq 1698
l--- Permt (Police or Drop)/Deny (Allow) all other Layer3 and !--- Layer4 traffic in accordance with e»

class-map match-all drop-udp-class
match access-group 150

l--- Create a Policy-Map that will be applied to the !--- Control-Plane of the device

policy-map drop-udp-traffic
class drop-udp-class
drop

l--- Apply the Policy-Map to the !--- Control-Plane of the device

control-plane
service-policy input drop-udp-traffic

4S8"a@® COPP 3@ ®a%43 9839 €€ "permit"

3,03, 3,af855€83€,3,<3,C3, a,»3,'3,%°afaf afaflhaf«afea,'af a,” afas af (ACE)
d@«eO’3"aQ—i€Qr"»xfaQ8i@,5,« 3@ efrxE8i@P®IP,4,afa,+taffaf 5@ a€@policy-

map 3d€® "drop" ae©Véf1/zéQ«é,‘é,§é».fae£,,éo~§,CE§0%§0TM<§0CE§€®é,€ae—1é€0"deny“

3,C3, 3,-af8af3 (" "e%%039 3, 3@ | 59,30%3e>3,")aQ«0*3,"a@ ™5 af3,+affaf a@ €@ policy-
map 3€@® "drop" 20YefLka@®a%+éY; 3, 4@—3€ 393433, "3€,policy-

Mapd@P®x8x-13¢ 3€912.255€¢ 12.0S3€@®Cisco

10S&,%af+af"a,!4a,83,¢af af-3,paf 3 @83 €@ (°a9 38«39 3@ dQ«x’ 2, QiQ9—39|i0QIQP 39 36



policy-map drop-udp-traffic
class drop-udp-class
police 32000 1500 1500 conform-action drop exceed-action drop

COPPaOY ef 4@ ®e " a®S3Q “alzi (" - 3@ B®e0’ a9« a9ri® i@ | 3@ A€ hitp://www.c
isco.com/web/about/security/intelligence/coppwp_gs.html &€ 53,5 €3
http://www.cisco.com/en/US/docs/ios/12 4t/12_4t4/htcpp.html 5€p«3€p,3,<3€ZControl Plane Policing

Implementation Best Practices3€€3€53,"3€33€2Control Plane

Policing3€93,39,c..550—30 | 59930 360°3,3€,

aRxfx a@¢a,2afaf " a, | a,8a,¢

5 15Af3f 5, '5 54 CAQ®3, CAFfaf—&,°3faf 1A %03, enced 75Q™E, A 59 3O €O
http://www.cisco.com/go/psirt 5@ ®3,-3,'5,2 &,»3,3F¥aF5f14.£

5,CAf%0af ©35,08, YA€ 03, eC"AE QI D SE, 3 QIEEVYIQRA, CAFIAA, «&,naf-5, SEQIUECIEEQ®E,CA
3, %AF5f¥E %S, f5aF%E, (0 QIO —30 | 5O QI 5050 .3E,

50,3033, QR 3973, 3€@4,Caffaf—3,°af-a3f 1435 %03 @™5,<af15f€a,03, 3@« @ @3 Ta@2af;a5¢3
Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3€@ A¥'(,i@—a3@ | é0,,é,<éfiéf3é.f’r§f§éf3é,1éf—éféf@é,ﬁé%éf%é@e

Cisco |0S & YAAf+4f 4, '3, 83, ¢

&-ia@®Cisco 10S3,%.afaf"a, | 4,84, caftafuaf-af«a@®I,e{E@ €@Cisco
10S3,%af+af"a,!4,83,Caf"af-3,03a@«a %43;dQ—3i@ | 3€@,3@%HIO™EE, %' aRSIQ®ES af-3,0af8
Fixed

Release]d"—a@«e| ¢u°a@ -3, EaQ@i@™a€,20133" 92" 3@ RIf@af af%0df«a... 6~ 3 Q«A @« @33
10S3,%afaf"a,!a8,83,¢3,»3,af¥afaf13,£3,¢a3f%0af 3,13, 9af 5 f @af af%odf«a...~é—3@«a @ «3 @343, (ES

Cisco |0S Software Checkerd, 8v4;¢" 4@ ™a <3 €@ €@ (%0’ a®33Q®Cisco
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