Cisco | OS Software Smart Install Denial of Service
Vulnerability

Advisory ID: cisco-sa-20130327-smartinstall

http://tools.cisco.com/secur ity/center/content/CiscoSecurityAdvisor y/cisco-sa-20130327-smartinstall/

BB Yoo &A@ «A, 8 «ef...8 139 A€Qe e Ia9«d, 5,47V R-15OREDIS...~a%h QIO i ne 5 HSA
Revision 1.3

Last Updated 2013 April 11 15:42 UTC (GMT)

For Public Release 2013 March 27 16:00 UTC (GMT)

o®aen|

elec,

0235 Y53 €

e03¢’°

&, TaYtae€84, 14,34, ¢3¢ °

&YotéY ¢

8. Af-Af 4.4, 84.¢ Af @aFa, 3f8aFa€Sa,"a03%4; Pt
76@ic-

4;®ecfee 5@ ;8,%afaf°4,!5,83,CaQ®A...¥ae%oc¢
4 @e£fa"OC" a%a¥<a® " a...~,av%ec™oe;”

4O "aOREESCYYaQ®A, 'aftaFf1a ;4. 1%4sSFinal
of..a+é.. @az;

o aCat¥Yee

a,-4,'834a »a af¥afeafta fadocé t

elec,,

Cisco |10S 8, Y:4f+3f "4, |3, 88, ¢a@ ®3, " afzafas”
53,0533, '3f afhaf«eOYefha@«3@ &,18%+x€83@E3 e 3Q™,AQV3, QI€HL QL %I93, Fi9!

8 18f 2Af VAL~ 5 0afA 18f AfYAf «
5 HfO8,08, A8 89 39 —3€ |8 AREIO 3, EIQ 5,3, AftafOE, 13,59 &, 181treE55 Q@826 4,

5,8,14%@ 39"3Q®e,T8%tx85@«4 %at 3O™4,«,id, YaQ®E,1»af3f 3, 5,85,¢
3,Caffaf—aftafuaf a, afarara, 3@ —ae%hie—a@Yac s, afzafuas
5,08f3,'af afhaf«eOYefhd, ee%idS' 59«3 Q—i@ | 56,5, Af1af 3,8, 49«5 Pri@,3Q | 59 H76€


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130327-smartinstall

3@ 3O ®3,Caf%0af 3,04, 5f 3@ €Qr-aQ@B®IfFAFE, 4. dQ8C QI QP8I QP PIOPNIG™IE,

http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20130327-smartinstall/

a8 1/82013 & 3 oo’ 27 ae—¥a@ ® Cisco I0S §,%af-af"a, | 4,83,¢ a,»3,af¥afasta £

3,Caf%0af€a,na, Naf* af@af’af%oaf«a...~é—3@«3@ €7 i»Y3@®3,»3,af¥afafta,£
3,0af%0af@4a,13, 938 @ Ed @« %, EIQ | 3,3 @O ™€,30"3,(ES, %03 @®3,Caf%oaf@a,na, a2
I0S 3,%af*af"a,!5,83,Ca@®e,Tal+tr€83@«a 343t | a@™35,4,i@RIQPZIO™3€,3€, Cisco I0S
a,%af-af"a, | a,8a,¢ a,»a,af¥asfasta

3,Caf%0af 93,13, 933 «3@ IEQPIPQPIQP®F, Caf%af@a,n3, 9559880 °a€+3,Ea@VYe, Taltaet
Cisco I0S 3,%af+af"3,!5,83,¢ af°afafa, 369253, 3> 20133" 3

e IQP«afQPafaf%oaf«d.. . ~é—~iQP—iQPYi®™i@ '3 | 3€® Cisco I0S

a,%.af-af"a, a,83,Ca@®e,Talh+e€83,'a;, ®eLa@™4,« Cisco I0S §,%af-af" 3, | 4,83,¢

afeafrasg,'a e " e %oi @—a@ | 39,3 9HIP™IE,

A Y@ ®A...~6-AfafE, 3@ d€Q@r-ia@®AfEfa, d@«3¥,a,a€EECisco Event Response:
Semiannual Cisco IOS Software Security Advisory Bundled

Publication3€ @ 3@ «x7%2%%03€+3,E3€ | 3€,39 %I Q™3E,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP marl13.html

€025 e£Y23" @

8, Tal/toec85 @ (Ee* @ a, € 4a,%od, (EA,<e£23" @

8028+ 3@ ™a < Cisco 10S §,%:afaf 4, 5,53,C3®4,"af2af%af
5,083, 5 3 haf«eOYefs, ewe%aS 5« —i@ | 5€,3,4,5,3,2
5Ft35@a,n3, 59«0, 18Vt €55QECVIQ 3OUIO™IE,

Cisco |0S &f taf € 3,53, 1583, af2afUaf"

5,053, '8F afhaf«eOVef:3 @ Eree%odS' 49«33, EiQ | 56,3, 393Q05OTIE, COL QO™
3,0af%3,'af afhaf« a, af©a,n3,¢afaf €8 show vstack config ¢%olae© EXEC

8 38f 28f38f %08, 8YocC" AP —a@HhaQ™EE, A, af25fhaf" 3,058, af af1haf«

, af©3,n3,cafaf 3@ d@—3@ e AR5 @3, E5@ | 30,3« Cisco Catalyst
a,03ffaf@3€@8a®VYE{E3€©—a€Y show vstack config

3Af78f%8f %08 ®ET°85>3, 2| F @« I P —A QNI ™AE,

Qn an an

switch#show vstack config Role: Cient Vstack Director IP address:
10.1.1.100
a8 1Y,88, \af Zaf VAf~ & 0afE, 1af af Vaf «aOY ef v-5€p a€@Cisco I10S


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130327-smartinstall
//www.cisco.com/web/about/security/intelligence/Cisco_ERP_mar13.html

3,8, naffaf@a€83€ aftaf3,0af«af 39820e%03S'3Q«I P IOLIQ | 5€,59NIQ™IE,

&% 1458, A 21 VA~ & 0af 3, af afvaf«

af 14, £4f-8, 3, /7@ 3a@—3€ | dR33@3,EI Q| 3,334,337

3f13f93,03,'3€ 3€QIO"IO®L, 181+2rE€83QB®E1+8Y; 5,8 —3O'3©343€>3,"5€, show vstack
config & 3af Z8f3af %39 ®41°85>3@® Role: Client 4@ a€@aftafa, na,'a€ 83, afzafuas”
é,uéf3é,1éf“é;f%é;f«ae@\"(éﬁ/zéQCEaeoe%oé?é@«é@aéQEéQ 13€,3,«00"3@ 3,/(1°3Q—a@NIO™AE,

8,815 %L @a@Sc haf@ae—ae | 3€,3,« Cisco I0S 3,%af+af"a,!4,83,¢

afeafasag,'a, ¢l QaO™a I P«3Q AEQaftafea na,'a@«afa, a,naf’a€— show version
8 38f Z8f38f %05, ARY &|EA@—a€p | 3,-3,'aftaf
éf@éfééf%é,’éi“gn°é0-50>50%€10TM5€,€1€GEInternetwork Operating System
Softwared€@a€@a€ECisco I0S

Softwarei€@3€,3,<39,3@ 3€"3,E3,%0a@«éj2aV%1%a@™a,<a, 3, 'aftaf
3f@afSafluie«d, 3L |affaf€a,na,'a@s Cisco I0S

8,%:335°3,13,55,C3QEC hifQIO—30 5,5, 30" 50 5,/(C°°9IQ55O QIO UIPMIEIPOPIHO®

Cisco IOS a,%.af-af"3, | a,83,¢

825818, 8 @@ IO TR (n°3@ -3, EIQUIQ™IE, 4»-39®F, 5,5,

aftaf€a,na,'a¢83€ 3€@show version

5, 38f 285 %03 E3 939,38 '39°3,,5698] (23 QEC°593,3 30 30 F39,3,539%I@™3€,
QP B®EIQ €9, 3,"3,°2F1,8"9 38 Cisco I0S 3,%3f4°3,! 5,83,¢ 45544, 15.0(1)M1
Q@ EC NWAfQPIP—a€Qa,nafa, af afhaf«a @3, E3@ | 3 ,3,<3,03fiaf 13, € @39 E C3900-
UNIVERSALK9-M 3 ©83€,3,«<0€9"3€ 3,'¢(r°a@—3€@ | 3©,3 9@ ™aE,

<#root>

Router>

show versi on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Wed ©2-Dec-09 17:17 by prod_rel_team
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CSCub55790-- Cisco Smart Install denial of service vulnerability

Calculate the environmental scor e of

CVSS Base Score- 7.8

Access | Access | Authentication Confidentiality || Integrity | Availability
Vector [ Complexity Impact Impact | Impact
Network || Low None None None | Complete

CVSS Temporal Score- 6.4

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed
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Major Release Availability of Repaired Releases

Affegt;:ejz.o- Firg Fixed Release First Fixed Release for All Advi_sori_&ein the
Releases March 2013 Bundled Publication

There are no affected 12.0 based releases

Affegfs"dfz'z' i Fied Relonse First Fixed Releasefor All Advisoriesin the
Releases March 2013 Bundled Publication

12.2 Not vulnerable Not vulnerable

12.2B Not vulnerable Not vulnerable

12.2BC Not vulnerable Not vulnerable

12.2BW Not vulnerable Not vulnerable

12.2BX Not vulnerable Not vulnerable

12.2BY Not vulnerable Not vulnerable

12.2BZ Not vulnerable Not vulnerable

12.2CX Not vulnerable Not vulnerable

12.2CY

Not vulnerable

Not vulnerable
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12.2CZ Not vulnerable Not vulnerable
12.2DA Not vulnerable Not vulnerable
12.2DD Not vulnerable Not vulnerable
12.2DX Not vulnerable Not vulnerable
12.2EU Not vulnerable Not vulnerable
12.2EW Vulnerable; First fixed in Release 12.2SG
Not vulnerable Releases up to and including 12.2(20)EW4 are
not vulnerable.
12.2EWA Vulnerable; First fixed in Release 12.2SG
Not vulnerable Releases up to and including 12.2(20)EWA4
are not vulnerable.
12.2EX Vulnerable; First fixed in Release 15.0SE |V ulnerable; First fixed in Release 15.0SE
Releases up to and including 12.2(53)EX  |Releases up to and including 12.2(37)EX are
are not vulnerable. not vulnerable.
12.2EY Vulnerable; migrate to any releasein
%Qselgges up to and including 12.2(53)EY Vulnerable; First fixed in Release 15.2S
are not vulnerable.
12.2EZ Vulnerable; First fixed in Release 15.0SE
Releases up to and including 12.2(53)EZ  [Vulnerable; First fixed in Release 15.0SE
are not vulnerable.
12.2FX Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2FY Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2FZ Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2IRA Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2IRB Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2IRC Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2IRD Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2IRE Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2IRF Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2IRG \ ulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
12.2IRH \/ ulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
12.2IRI \ ulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
12.21XA Not vulnerable Not vulnerable
12.21XB Not vulnerable Not vulnerable
12.21XC Not vulnerable Not vulnerable
12.21XD Not vulnerable Not vulnerable
12.21XE Not vulnerable Not vulnerable
12.21XF Not vulnerable Not vulnerable
12.21XG Not vulnerable Not vulnerable
12.21XH Not vulnerable Not vulnerable
12.2JA Not vulnerable Not vulnerable




12.2)K Not vulnerable Not vulnerable
12.2MB Not vulnerable Not vulnerable
12.2MC Not vulnerable Not vulnerable
12.2MRA Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2MRB Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
12.2S
Not vulnerable Vulnerable. Only releases 12.2(25)S through
12.2(25)S15 are vulnerable
12.2SB Not vulnerable 12.2(33)SB12
12.2SBC Not vulnerable Vulnerable; First fixed in Release 12.2SB
12.2SCA Not vulnerable Vulnerable; First fixed in Release 12.2SCF
12.2SCB Not vulnerable Vulnerable; First fixed in Release 12.2SCF
12.2SCC Not vulnerable Vulnerable; First fixed in Release 12.2SCF
12.2SCD Not vulnerable Vulnerable; First fixed in Release 12.2SCF
12.2SCE Not vulnerable Vulnerable; First fixed in Release 12.2SCF
12.2SCF Not vulnerable 12.2(33)SCF4
12.2SCG Not vulnerable Not vulnerable
12.2SCH Not vulnerable Not vulnerable
12.2SE Releases up to and including 12.2(54)SE  |12.2(55)SE7
are not vulnerable. Releases up to and including 12.2(54)SE4 are
First fixed in: 12.2(55)SE7 not vulnerable.
12.2SEA Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2SEB Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2SEC Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2SED Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2SEE Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2SEF Not vulnerable Vulnerable; First fixed in Release 15.0SE
12.2SEG Releases prior to 12.2(25)SEG4 are
Not vulnerable vulnerable; Rel eases_12.2_(25)$EG4 and later
are not vulnerable. First fixed inRelease
15.0SE
12.25G Not vulnerable 12.2(53)SG9
12.2SGA Not vulnerable Vulnerable; First fixed in Release 12.2SG
12.2SM \ ulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
12.2S0 Not vulnerable Not vulnerable
12.2SQ Not vulnerable 12.2(50)SQ5
12.2SRA Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2SRB Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2SRC Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2SRD Not vulnerable Vulnerable; First fixed in Release 12.2SRE
12.2SRE Not vulnerable 12.2(33)SRES
12.2STE Not vulnerable Not vulnerable

12.25U

Not vulnerable

Not vulnerable




12.28Vv

Not vulnerable

Vulnerable. Only releases 12.2(25)SV 2,
12.2(27)SV5 and 12.2(29)SV 3 are vulnerable.

12.2SVA Not vulnerable Not vulnerable

12.2SvC Not vulnerable Not vulnerable

12.2SvD Not vulnerable Not vulnerable

12.2SVE Not vulnerable Not vulnerable

12.25W Vulnerable; First fixed in Release 15.0M *
Not vulnerable Releases up to and including 12.2(23)SW1 are

not vulnerable.

12.25X Not vulnerable Not vulnerable

12.2SXA Not vulnerable Not vulnerable

12.2SXB Not vulnerable Not vulnerable

12.2SXD Not vulnerable Not vulnerable

12.2SXE Not vulnerable Not vulnerable

12.2SXF Not vulnerable Not vulnerable

12.2SXH Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed

Software section of this advisory.

12.25XI1 Not vulnerable 12.2(33)SX111

12.2SXJ Not vulnerable 12.2(33)SXJ5

12.25Y Not vulnerable 12.2(50)SY 4

12.257 Not vulnerable Not vulnerable

12.2T Not vulnerable Not vulnerable

12.2TPC Not vulnerable Not vulnerable

12.2WO0 Not vulnerable Not vulnerable

12.2XA Not vulnerable Not vulnerable

12.2XB Not vulnerable Not vulnerable

12.2XC Not vulnerable Not vulnerable

12.2XD Not vulnerable Not vulnerable

12.2XE Not vulnerable Not vulnerable

12.2XF Not vulnerable Not vulnerable

12.2XG Not vulnerable Not vulnerable

12.2XH Not vulnerable Not vulnerable

12.2XI Not vulnerable Not vulnerable

12.2XJ Not vulnerable Not vulnerable

12.2XK Not vulnerable Not vulnerable

12.2XL Not vulnerable Not vulnerable

12.2XM Not vulnerable Not vulnerable

12.2XNA Please see Cisco |0OS XE Software Please see Cisco |OS XE Software
Availability Availability

12.2XNB Please see Cisco 10S XE Software Please see Cisco 10S XE Software
Availability Availability

12.2XNC Please see Cisco |0OS XE Software Please see Cisco |OS XE Software
Availability Availability

12.2XND Please see Cisco 10S XE Software Please see Cisco 10S XE Software
Availability Availability




12.2XNE Please see Cisco |0S XE Software Please see Cisco |OS XE Software
Availability Availability
12.2XNF Please see Cisco |10S XE Software Please see Cisco |OS XE Software
Availability Availability
12.2X0 Releases prior to 12.2(54)X O are vulnerable;
Not vulnerable Releases 12.2(54)X O and later are not
vulnerable. First fixed inRelease 12.2SG
12.2XQ Not vulnerable Not vulnerable
12.2XR Not vulnerable Not vulnerable
12.2XS Not vulnerable Not vulnerable
12.2XT Not vulnerable Not vulnerable
12.2XU Not vulnerable Not vulnerable
12.2XV Not vulnerable Not vulnerable
12.2XW Not vulnerable Not vulnerable
12.2YA Not vulnerable Not vulnerable
12.2YC Not vulnerable Not vulnerable
12.2YD Not vulnerable Not vulnerable
12.2YE Not vulnerable Not vulnerable
12.2YK Not vulnerable Not vulnerable
12.2Y0 Not vulnerable Not vulnerable
12.2YP Not vulnerable Not vulnerable
12.2YT Not vulnerable Not vulnerable
12.2YW Not vulnerable Not vulnerable
12.2YX Not vulnerable Not vulnerable
12.2YY Not vulnerable Not vulnerable
12.2YZ Not vulnerable Not vulnerable
12.2ZA Not vulnerable Not vulnerable
12.27B Not vulnerable Not vulnerable
12.2Z2C Not vulnerable Not vulnerable
12.2ZD Not vulnerable Not vulnerable
12.2ZE Not vulnerable Not vulnerable
12.2ZH Not vulnerable Not vulnerable
12.27) Not vulnerable Not vulnerable
12.2ZP Not vulnerable Not vulnerable
12.27U Not vulnerable Not vulnerable
12.2ZX Not vulnerable Not vulnerable
12.22Y Not vulnerable Not vulnerable
12.2ZYA Not vulnerable Not vulnerable
Affected 12.3- . First Fixed Release for All Advisoriesin the
oased First Fixed Release March 2013 Bundled Publication
There are no affected 12.3 based releases
Affegfs"e‘fz"" < Fied Relonse First Fixed Releasefor All Advisoriesin the
Releases March 2013 Bundled Publication
There are no affected 12.4 based releases
Affected 15.0- First Fixed Release First Fixed Release for All Advisoriesin the




Based

M ar ch 2013 Bundled Publication

Releases
15.0EB vul ngrab! €, contact your support \/ulnerable; contact your support organization
organization per the instructions 3 . . o .
) - ) . . |per the instructionsin Obtaining Fixed
in Obtaining Fixed Software section of this ; ; ,
. Software section of this advisory.
advisory.
15.0ED Not vulnerable Not vulnerable
15.0EY Not vulnerable Not vulnerable
15.0M Not vulnerable 15.0(1)M10 *
15.0MR Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.0S Vulnerable; First fixed in Release 15.1S
Not vulnerable Cisco I0S XE devices: Please see Cisco |OS
XE Software Availability
15.0SE 15.0(2)SE1 15.0(2)SE1
15.0SG Not vulnerable
Not vulnerable Cisco 10S XE devices: Please see Cisco |OS
XE Software Availability
15.0SQA
Not vulnerable Cisco 10S XE devices: Please see Cisco |OS
XE Software Availability
15.08Y Not vulnerable 15.0(1)SY4
15.0XA Not vulnerable Vulnerable; First fixed in Release 15.1M
15.0X0O
Not vulnerable Cisco 10S XE devices: Please see Cisco |OS
XE Software Availability
Affeged 1|5'1' Cir s Fived R First Fixed Release for All Advisoriesin the
ease March 2013 Bundled Publication
Releases
15.1EY Not vulnerable Vulnerable; First fixed in Release 15.2S
15.1GC 15.1(4)GC1 15.1(4)GC1
15.1M Not vulnerable 15.1(4)M6
15.1MR Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.1IMRA Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.1S ** See footnote
Not vulnerable Cisco 10S XE devices: Please see Cisco |OS
XE Software Availability
15.1SG Not vulnerable Not vulnerable
Cisco 10S XE devices: Please see Cisco Cisco 10S XE devices: Please see Cisco |OS
|OS XE Software Availability XE Software Availability
15.1SNG Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.1SNH Vulnerable; contact your support organization

Not vulnerable

per the instructions in Obtaining Fixed




Software section of this advisory.
15.1SNI Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.1SVA Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.1SvC Not vulnerable Not vulnerable
15.1SY 15.1(1)SY 1, Available on 24-MAY-13 15.1(1)SY1; Available on 24-MAY-13
15.1T7 Not vulnerable Vulnerable; First fixed in Release 15.1M
15.1XB Not vulnerable Vulnerable; First fixed in Release 15.1M
Affected 152 i Fied Relonse First Fixed Releasefor All Advisoriesin the
March 2013 Bundled Publication
Releases
15.2GC Vulnerable; migrate to any releasein 15.4T [Vulnerable; migrate to any releasein 15.4T
15.2GCA Vulnerable; migrate to any releasein 15.4T [Vulnerable; migrate to any releasein 15.4T
15.2JA Releases prior to 15.2(2)JA are vulnerable;
Releases 15.2(2)JA and later are not 15.2(2)JA
vulnerable.
15.2JAX Not vulnerable Not vulnerable
15.2JB Not vulnerable Not vulnerable
15.2JN Not vulnerable Not vulnerable
15.2M Not vulnerable 15.2(4)M3
15.2S
Not vulnerable 15.2(4)S2 Cisco 10S XE devices: Please
see Cisco |10S XE Software Availability
15.25A Not vulnerable 15.2(2)SA
15.25NG Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.2SNH Vulnerable; contact your support organization
Not vulnerable per the instructions in Obtaining Fixed
Software section of this advisory.
15.25NI Not vulnerable Not vulnerable
15.2T 15.2(1)T4; Available on 03-MAY-13
Not vulnerable 15.2(2)T3
15.2(3)T3
Affected 153 i Fied Relonse First Fixed Releasefor All Advisoriesin the
March 2013 Bundled Publication
Releases
15.3S Not vulnerable
Not vulnerable Cisco 10S XE devices. Please see Cisco 10S
XE Software Availability
15.3T Not vulnerable 15.3(1)T1; Avgilable on 29-MAR-13
15.3(2)T; Available on 29-MAR-13
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