Cisco NX-
0S4, 2af*af "4, 14,88, (¢ ®BGPxefe | @€ 0 %4a@ G

&, Caf%oaf€a,ma,faFsasnlD : Cisco-SA-  CVE-2013-
M edl u rﬁOlBOQl?-CV E-2013-1121 1121

& @a...~é-<e—Y¥ : 2013-09-17 18:41

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.4

&76€¢¢- : No Workarounds available

Cisco af @4a,° ID : CSCuf49554

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco NX-0OS3, Y2af+af"4, |3 83, ¢a@ ®Border Gateway
Protocol(BGP)3,2af%af%03@®¢e, Ta%+e€853€«3, 3,S3€ @@L " 1%4ie+3, i@ 59,5959 ,3FafCaf 13

50"5OB,13%12€55@ FEQLuLS TP RLL ! @& OV, 8! COTIO™E, E5HFQ«EVsiC" 38, EA ek
NX-
053,145, 5,583,C5 QBT @eP-8¢8, a1 3@ QLp-5 FO™MIQ &F2E559 E59,5,550%3Q™E,

5,-8,15,%5€@ a€@a,»3,af¥afarta £e€scYYa@se,t1alte€ss, (o0’ QaQ9—acea, haf-af 3,1 4,85,¢3,caffa

5-8,14,%5€ CVSS3,'5,%3,¢3,6€55€ 3@ | 5€ @20V 124 @fa OC" 5,23 %af%03 @ E" 30 " 3O ™35,5 "
€023l eFYA" @
S/eY (A 4@ —a€'a, L3 QAT @ af S, 389 RARES... 5955, 3f 39«3 QPui,i9 49 FE€HC
Bug ID CSCuf495543,' 49 ¢..839 —3€ | 59 93 56°30,3€,

8, TaYarcESA@RaAQ,a,<e£23" @

539 "3Q®3,Caf0afNAf 3@ ErrEd @a@«a...~é-3@3,EIQPYx™,, 39859 a€@Cisco NX-
0S4, %.af+af 3, | a,83,caf@afaa, af8asf6.1(3)a»¥3% @@ «3€@ e,T1a%+x€83@EI"ace 3Q@—3@ |30
NX-


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuf49554
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:H/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuf49554
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1121
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1121

0S3,%af-af"a, | 4,83,Ci@PRx-"aQ@—a@,afafaf 13, 3€«3,e,T1a%+e€83@EI"d " 3@™MI 2@ efl
&, tavcee€8s, 49 «a,"89839,39°39,30"59 49 ECC°*9aQ 4, EaHYeL)a"§
—a@®3, 5,318 QIP«31953Q, 50 | 19 "IQ®3,Caf%0af 5,13 13 IQP®EV+EY ;A 8@ —3€'d,
DZE@iC-
@03 1323, Caffaf—aftafaf a, e Q@OC" 3QO™3, 3 3@ "3/l ¥ 39 —3QUIO™AE,

56 VO S3 Q@ Gf 313, 150 39 3@ «AFQATFAFAf afa,4,Ca, 5,248,748 139 FO™I 39 3O 5"
®icOTEE...59 F€QU'R O3, 2 EQIOnaf 413,956 55O «RicO13, 3, aft5f 530%30V30 ®

&/+6Y (3 4@—a€'3,<8,3,'aftaf a/ofe)] —é@“‘"éﬁé@"éé"é,’aaz"é¥"§0—§0%§0m§€,

as®afee a@éa,2af°af 4, a,84a,¢

AT EO AV, 5/ CUOE, AO55€, 5,5, 53350 DIOSIBC RS5O 5EQ5, 3, '5,359 @3, uaf@afhaF &S
Technical Assistance Center(TAC)3€«1-800-553-24475€3%:3€Y3€ 1-408-526-

72093 @8é€£cia@™E,« A« AEQ
tac@cisco.coma@ 8é>»a @ afiaf1haf«a, and@—ai@ | 4, af@afuaf s, 'd@—ie's, e i@ iQEiQPtiee

4, @Rr£A"O¢" " a%a%<aQ "a...~ah@gMog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee-a,caf%oaf@a,nd affd@«e "e1%od @3, E3Q | 3,3, TaVtr€85€¢

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20130917-CVE-
2013-1121

o' 1e", at¥ae

af @afa, Af8af | e-asZ 8,»8, 3, -8f8af3| & af TafV.d, ¢4 | ee—¥a»™

1.0 & @Yo affasasiaa,’ | é@O¢” "an- | Fina 20138 9ae0e 172e—¥

éA@Q” "é:égln


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20130917-CVE-2013-1121
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20130917-CVE-2013-1121

aee-3, CAf%odf 93,103,953 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ ' QP PIWIO—31@  553,55¢
e0e-3,Caf%0af @3, 13, 1539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «é-CAQ™3,@%-EmIQPBE €
3ONIQYVIEHE, 3,350 20e-3f%05,af¥afaFEF G@®AT..AR'5,8°° 4S5 39 —a€ «an%o> 3P —a€
a8, Caf %oaf @4,18, 93P 5@ ®e "8 °8T.. AR5 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—IEQIQ -IPB®E»CeU%0a,, 2, 35, 'e-1L39—39Y3 3@ FE€QI " (vHhIQPTECRcO
3O "3Q®Ef%03,3f¥af3FAf 5@®xSf...4 +t3@ 3€4,3,'3° £ 13"@FQ®E, 3P af%0af | 5F143, 93,8 %4 ;E



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



