Cisco |OSa, YAf*af "4, 14, 83, taep ®Session
Initiation Protocola©«3€Sa€'a, <Denial of
Service(DoS)a@®e, talatae€s

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2012-
H igh 20120926-sip 3949

& @a...~é-c«e—Y¥ : 2012-09-26 16:00

aeeEg e se-ae—¥ 1 2012-10-03 17:48

df @afvaa, afsasf 1.1: Find

CVSS3,4,%3,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af @a,° ID : CSCtj33003 CSCtw84664

CSCtw66721

Yo &3@«a, a «ef..4 t3@ A€OQecte23Q«ad, a,<aZYe-13Q9REQZA...~ a1 A«
Al

£1 el@

Cisco |0SA, V5afaf "4, '3 84 ¢a€S3,"3€>Cisco I0S XE3,1%af-4f°3, ! 5,83,C3@®Session Initiation

Protocol(SIP)a®Yef...5€«3€ &,1a%+te€83@E dc 5O —I€Q L@ 4IP3, 3 13€,093€,a5",

Description
Protocol(SDP)3,'af'a,"3, af«afha@™35,3," 3@ Ta@«2 " 4®35€-3,Fi@ | 50,3,4;..8 | 95O F316,3,550%

&,-8183%6¢ J@"'a@®e,Tal+te€’a@«ad 3t a@™45,4,%afaf4,)4,838,Ca, caffaf—astasnas a, asrarasy

5 "3Q®3,Caf%0af 3,05, 9339 €Qx-aQ®AfEfs, 5,5,5¢C°QIP8IQOPIONIG™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20120926-S p

a8"1Y,820124" 9as0s 26ae—¥a€@ ®Cisco

10S3,%af+af"a,|4a,83,¢3,»3,af¥afafta,£3,¢af%0af@a,na,9afaf @affaf%odf«a...~é—3@«3€@ IE€Q3»1.
Security

Advisoryd @ Ed@«3 @43, E3@ | 3€,309%IQ™MIE€IQQPIORIQPTIQBIGRIGP®A, Caf%af@a, 13, [af,
10S&,%af+af"a,)a,83,Ca@®e,Talh+x€83@«a 34t dQ@—3€Q13QraQP®3,Caf%oaf@a,na Yafa€ Cisc


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120926-sip
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtj33003
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtw84664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtw66721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3949
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3949

Unified Communications Managerd@®e,ta%+x€83@«3 343t | a@—a@3%a@™a€,a€,Cisco
10S3,%%af-af 3, a,8a,ca,»3,af¥afafta, £a,¢Caf%oaf@a,0a, 933 @«3@ I€QIQ"aQ®3,Caf%oafea,rna,
10S3,%.af+af"a,!4,83,¢af*afaf1a,'a@  a€920123" 92" 3@ ®If@af af%0af«a...~é- 3@ «3 @ «3@34a,C
10S3,%%3f+af°3,! 5,835,539 ®¢,13%+x€83,'4; ®efi€@—3@YCisco
10S3,%.af+af"a,|4,83,¢af*afaf1aa, ' a@Ee "e%%0d @3, E3@ | 39,3 933 @™3E,

SE<EE... 809 ®4...~6-Afaf 3, 4@ d€Q@x-d@®AfFEfS, d@®IEECisco Event Response: Semi-
Annual Cisco I0S Software Security Advisory Bundled
Publication3€ @39 «3€,3,559%3Q ™3¢,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP_sep12.html

Cisco Unified Communications

Managerd@ €@ i@ "a@®a,caf%oaf@a,na affa@«e "e%% i@ 3, E3@ | 3€,a,©, Taltre8a@B®AV2¢
Unified Communications

Managerd@«3%+éY;3,4 739 4,, 141+ 2€83@«39ri@, 30 1€ €3 ¥5@®Cisco Security
Advisoryd €@ Ex-ia@®a ‘e%€3@84a...~6— 393, E3Q | 3,3 @G ™E,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20120926-cucm

€028V e£Y23" @

&, TaY/se€85@®a,a,<e£%23" @

60237 a@™a,«Cisco 10S3,%2afaf"a, | 5,83,C3€3%43€Y3€ Cisco IOS

Description
Protocol(SDP)3@®4af4,"a, af«af 43 Eece%odS 3@« 3QLiQ | 5€,5,E 49 36 «@,T8%+2€85¢€

Cisco

|0S3, V58] *8f 4,3, 85, ¢a@ ®are€e; 3@ ®Af@afa, AfSafa@83€@ €@aftafa,0af«af 3@8a€ SIPAf
peer

voicee aRS3, 3af 7af3af %od,' ¢ ™| (Ed@P—a @ | af€d, nafrndf«af’a,ca, dlrer" QIO ™35, 3@ IE€QSIPAF—a
10Saftaf€a,na, a@8SIPafiaffa »af1d, 3@ Eat | (@ 13€ 3, EGQ%HIQ™IE,39%IQYaEHePhoNed
Unified Communications Manager

Expressd@®3 €6f 3@ ®x0OYef)a, €98 aR35€+3,ES, 3@ "SIPAf—afa,»3,"a, e8¢ ¢5, 39«38«

dial-peer voice <Voice dial-peer tag> voip


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep12.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120926-cucm

Cisco

|OSAftaf 3,08, a@®e " a®s3,'e%: 4@ 3@ | a€@aftaf@a,nd, a@«SIPafiaffa,»afa, 3,a% | c@Ta@ a4
peer 8,33f Z8f38f %08, CtoP QP A QP ™3 i@ Q'3 QP8I P A QP QIECQPCRicOTEE...3€¢ show processes |

include S| P&, 38f Zaf3af %08," 8v2:¢" a@p—a €@ , a€@ Cisco

1053,%af+afa, ! 3,83, 3@ ESIPAS3ffa,»3f%43, 3,81 c@TIQ™a,«3f—3f3,»3,'3,4@Ye|Fa@—3€@ | 59,
10Saftaf€a,na,'a€@ SIPafiaffa,»afha, d'at) c@1a@—a@3%aQ9™a€,

<#root>

Router#

show processes | include SIP
149 Mwe 40F48254 4 1 400023108/24000 © CCSIP_UDP_SOCKET
150 Mwe 40F48034 4 1 400023388/24000 © CCSIP_TCP_SOCKET

& 1v.8Cisco

|OSE, Y58 +8f 5,13, 83, ¢4, R Y & EA@ —a @ | 3@, 3,<aftaf@a,na, 3@ ESIPASfaffa, »afua, d@®at | c@ta,
processes | include

S|P3, 38f 2838 %08, 8/2¢C" 8@p™3,<3 @ GEQ@aftaf@a, 13, 3@ Ec%o'a®SIQ®E " A®SE,%af 7835 %03 @ ®:

Af1Af 93,03, 5@ E311EY:8,/ 80 —59'3, 3ORFQ F€QSIPIOERe%dS 59«19 FPLIQ 56,50

voice service voip
sip
pass-thru content sdp

Af €3 nafoaf«&f” & Caf -af Maf«5@83€@ G€@SDPAS3,"3,'af«afhi€@ 2-id@®3," 3@T1a@«e aR3FG 3!

dial-peer voice <peer ID> voip
voice-class sip pass-thru content sdp

Cisco Unified Border
Element(Enterprise)d, caf jaf V4, 3, Q3@ 3@ ®e,13%+2€83Q®311+6Y: 3,4 @—3 Q' 3@ AUIG™IE,

a3 1v/:8Cisco Unified Border ElementagOY ef14(CUBE)3€@ 3€@a»¥a%o€a€ Cisco Multiservice
IP-to-IP



Gatewayd€@ 3'%3€°3,Fi@ ' 3€,50Y3, 30R3€983€QCiscoafzaf«af@a,uafkafa,'a afnuaf s, a8
1053,%3f+af°a,! 5,83,¢3,03f3f143, @83 Q@ ™AE,02281'3€Q3,»3, 3 ¥3Faf 13, £53€ 93,335 143F«8,¢ af%0afY
of

Service(QoS)a€ @353, 3€3%3,8,°8F55°55°3,°8,08F°5,¢ af haf af143,3F%3,°C" 3@ ®Af@affaf af aflhs

&, -8,18, %Ly @A @ 8¢ haf@aO9—ae | 3,3« Cisco I0S §,%%af-af"a,|4,83,¢

af2afeaf1aa,'a, ¢’ @I @™Ma I P«3Q AEQPaftafea nd,'a@«afs ca,niffa@—aie ! show

version &,38fZaf38f %08, & AQEaQ | a€@a, a,'aFtaf

é.féé.fgé.f%é,'éi"gn°§0—50%50m§€,"| nternetwork Operating System Software"a€€"Cisco

I0S Software" 3€,3,<3€,3€9 3€"3,E3,%03@«Eiza%1%a@™a,<3, 3, 'aftaf
Af@arSarna€«3, " 3QFa@  aftar€s,na,'a€8 Cisco I0S

a,%af+af"a,)3,83,Ca@EC haf@PaiO—3€ 39,3, 39"3€@ 3,'((°°QPIQPRIQPQIPNIG™E,
dQQIORINES, @I« nafiaf1d, 9 QIQErAUBIQPRE-"a@«8| ¢r°3 @3, Ed€QcY35€,3O |
"Version" 3@ Cisco IOS §,%2af-af"a, a4, a,¢

afeafiafa,' @ @aeEe| (i@ 3, EaPAUIQP™i,a»-a0®3,:3,'4,°

aftaf€¢a,na,'a€@83€@ a€@show verson

8,%8f78f3Af %A@ EA"dce " 3P —a9°a P AQL£AHYA,SA€HIYaQ BI85 3@ ER| ¢r°aH+a,EIQY?

2 ja@PPaa@ a€@Cisco
10S3,%af+af"a, | a,8a,¢cafafasa, 15.0(1)M1 3,/a®Ye|EI@—a€@3,0afs, af afkhaf«3@a,E3€ 13©
UNIVERSALKO-Ma€83€,3,<3,3,"3,°£%:3"€43,(1°3@—3 @ 1 3@, 3 Q%P ™MAE,

<#root>

Router>

show ver si on

Cisco IO0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed ©2-Dec-09 17:17 by prod_rel_team

l--- output truncated

Cisco

|OS3, Voaf+af "4, '8, 84, Cafafaf 18, 5@ B VAP 9| @a%0ta@®E; 58S &f...8 +3@ €@ x-j3@®URLI¢
Paper: Cisco I0S and NX-OS Software Reference

Guided€€©3d,'3€,c..8090—3€ | 3QQIQ 30°39,3€,

http://www.ci sco.com/web/about/security/intelligence/ios-ref.html .



http://www.cisco.com/web/about/security/intelligence/ios-ref.html

Cisco 10S
XE3,Y5af+8f"4,13 85 ¢a€¢p a€Q3@"a 0®é,,Té%:rae€§50®é1/zié?gé,’é ©—3Q'3QPNhIO™AE,

& 1/8Cisco Unified Communications

Managerda@ €@ 3@ a@®a,Caf%oaf@a,na faffa@«e "e%% i@ 3, E3@ | i€, ¢, Taltre8a@®A)
Unified Communications

Managerd € «3%+éY;3,'3,75€"4,¢,181%+2€83 9«3 @ri@,5€ 3@ €@ ¥3@®Cisco

Security Advisoryd € Eax-jad@®a ‘e%€3@843...-6—3€+3,E3Q | 3@, @HIG™E,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20120926-cucm

8, TaYrac€ss, 49 «a,"89839,39%3€,30"39 3G ECC°R* QIO 3, EIHYELLI"O

Cisco |OSaf @affa “af aflsd,” a,¢af%0a 3, 8n%0e >(NAT)3€S53,"53€3Cisco
IOSé,%éf'éan, : §,§§,C§O®§f°§,i§,ﬁé,C§, : é,@é.f%a.f«ae©Yéfyza@§a‘y2¢g"é@.é’GéKSIPé'Cé\f_éfaé’i

Cisco Unified Border Element(SP
Edition)3@ 3€Q 3@ 3@ ®2,13%+2€83@®E11+EY:3,' 8@ —3Q' 3@ %I93, 3E,

Cisco 10S

XR3,V28f+3f 4,8, 85, ¢5@ A€ QIO 3O ®E,13%+r€839®E121+EY,;5,'8Q—3Q'5QHI€>3,"5€,

—a@®3, 5,318 Q3P «31953Q,50 | I HPIQ TOB®E, Caf%af Q5,05 1539 ®I+éEY;E, 89 —3
eO©3¢ °
Session Initiation
Protocol (SIP)a€ 3€€3,0833,;af4af@affaf 36303 ®IPAF@ffaf af aflkd, 3, 'a» 3@ —3@YEY3SE
Layer Securityi% " TLS3€ @ TCPaf@af 1435 506111%4%08,'8%:¢" 383 @ QIO AHIG™IE,
Cisco |0S5, Y48f +4f 4, 14, 88, ¢a€S3,"3€°Cisco 10S
XE3, 1585354, 4,85,C 3@ ®SIPAGVYEE.. 5@ «3@ &,Ta%+rE83QES 00 3@ —F€QAFAFCAFIUAS 2 "»ae'fe
% 1851 Pa@ ETCPAf 30433, af @afkaf 4 S 83RYe|E3€+3,Fi@ 59,5, 3039 3€939"59CR

d@"a@®e,TaV+x€83€ a€@Cisco BugID

CSCtj33003(C™»&E2af \f Va8, T8°, ¢" ) a€p 53,3 € > CSCtwB464(c ™M »&E2Af 1af VA, 18°,¢7 )@ " 3@ —a € | se—tae>
Vulnerabilities and Exposures(CVE)ID CVE-2012-

39495 (E&%0%3,581, 3@ | 8,%03,Fi@ | 53,3 Q%IQ™AE,

BVSE@"a@®e, té&/+a£853€ Cisco Unified Communications


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120926-cucm
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtj33003
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do

Managerd€«3, 81:+6Y;3,4 739 3@ %3 Q@™5€,8 %43;0039™3&,«Cisco Bug ID3€
CSCtw66721(c™»E@24f 1af a8, 18°,¢" ) &€, 03¢ °a@p«a @ra @, i@ | 4@ €€ Cisco Unified
Communications Managera@«é-ca@™a,«a"¥a@®Cisco Security

Advisorys, 3.c..550—30 | 5003 59-36,3€
76 éC-

€028+ 5@ ™3,<Cisco
IOSéfiéf@é,O§,1§0§SIPéQ"VoIPé,pé.f%é.f“é,1g""50®SDPéQ@éf’éﬂé,@f«é.f%é@CEég...é ' @393 €

af @affafaf afna,” at..a@®a,a,'3aftaf€a,n3,'a@«EQO¢" 3@ efLi@a»-3Q@®c O EC-3P«3 Q!
and Mitigating Exploitation of the Cisco Unified Communications Manager and Cisco I0S
Software Session Initiation Protocol Denial of Service

Vulnerability3€3,39.C.. 859 —39 | 50930 5030 ,3€,

https://sec.cloudapps.cisco.com/security/center/viewAMBAl ert.x?a ertld=26765

SIPafea, 1af af3a, °af @afraaf a@®c, iaS'acE-

SIPA,’ canhodSIEQ «GQO™E,E¢...8 | QIO FI93 @, 313 95,13,'30®8 8@ 3€QxeE€], a9 39835 =
10S3,%af-af"3,,3,83,Ca@®4.€6f 3@®Af@af1a, 3fSafa@33@ F€QOCRCOTEE..3€0 >x-d@®3 afza

sip-ua

no transport udp

no transport tcp

no transport tcp tls

Q& Siv.SAfaf 14 £5 ¢4 28f VA 4, '3 85 08, 3af3af af Af VAf «&f —afaf 4 38f «(MGCP) 4@ %43 €@ Y3€ H.3233,33f13

show udp connectionsa€€ show tcp brief allZ€@3€53,"3€3show processes | include

SI P&, 38f Zaf38f %8, 82l 8@ ™38, 3@ € QI QAP BRI Q;-aQPREQOC" A%EIQ«SIP
UDPaf@afhaf a@ TCPaf@afliaf a€@(Eé-%0d@ 3@ | 3,3, 30"3€ 3,/(C°°@io3i@@iashiem™al
i aep—aep  a@,a,«Cisco

10S3,%af+af"3,!4,83,Ca@®af@afd, af8affa@«3, " d@Li@ | 3@ F€QSIPaQ TSt £35,»3f1haf-af«a @«
ip

sock et s, 3af 78f 38 %A@ ®a1°8S> 3@ «SIPAF@af4af 3@ Eé-3 9,59 | 3€,5,309"3€ 3O E31% 39 @3S

*Jul 27 15:22:41.251: sip_udp_sock_process_read: SIP UDP Listener is DISABLED


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtw66721
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=26765

SDPaf‘ 4,14, af «af 7A@ ®¢,,jaS'aE-
SIPA, a9 dS QIO —39 | 59550 98;..& | 930 E59,5,45,59RIORIEHSDPAF,'3, af«Af 3O E4
8,%8fAf AfafvAf« Af—Aaf-AfvAf: 4f @afa, aa,°

SIP3, fifv.af“ 4,15, c@ @a3»a@™a,4;...6 | @@ E3@,3,affaf@a,03,'3983€ €435 af afafaaf«af—
10S3f25f2a5%3,"12.0S3€€@12.2SX3€ 9 12.253€912.3Ta€ @ 12.453€ 9353, 36312.4T5 83, pafeasraf
CoPP 3,8 a®33@—3€@ | 3€@®ic@Taf—af-afuafa€@ " a afaf afafiaaf«

af—af-afuasfis,'a; @6 3@ —a€c@xr—Ca"3@®3,»3,ar¥asrasta £

3f@afa, afha€S5a, 30 ARG AU "IQLIO | 3€@a,nafaf-af0a,'af afo0a, afQafLa@®aftaf@a,r

I-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
I-- Everything else is not trusted. The following access 1list is used
1-- to determine what traffic needs to be dropped by a control plane
I-- policy (the CoPP feature): if the access 1list matches (permit)
I-- then traffic will be dropped and if the access list does not

!-- match (deny) then traffic will be processed by the router.
access-1list 100 deny udp 192.168.1.0 ©0.0.0.255 any eq 5060
access-1list 100 deny tcp 192.168.1.0 .0.255 any eq 5060
access-list 100 deny tcp 192.168.1.0 .0.255 any eq 5061
access-1list 100 deny udp host 172.16. any eq 5060

access-1list 100 deny tcp host 172.16. any eq 5060

access-list 100 deny tcp host 172.16.1.1 any eq 5061

access-1list 100 permit udp any any eq 5060

access-list 100 permit tcp any any eq 5060

access-list 100 permit tcp any any eq 5061

HHHSSS
Lol e B S N ]

!-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
I-- traffic in accordance with existing security policies and
I-- configurations for traffic that is authorized to be sent
I-- to infrastructure devices.
I-- Create a Class-Map for traffic to be policed by
I-- the CoPP feature.
class-map match-all drop-sip-class
match access-group 100

I-- Create a Policy-Map that will be applied to the
I-- Control-Plane of the device.
policy-map control-plane-policy
class drop-sip-class
drop

I-- Apply the Policy-Map to the Control-Plane of the
I-- device.

control-plane
service-policy input control-plane-policy

& 1Y/3SIPa@ af af0afa, af@afuaf af—afaf a af«a@ 3@ —a@ | UDP3, ¢’ d@83@€3,39Y3,€

8% €€ °a@®COPPIQRIHAQPEIQ AEQ@permits ¢4 3, -8f 8538, d@«a,€xlr00dme "¢S,39%5, 4, 3,"af—¢



2OYefHiQ®e " AR3Q "l 3@ «E-CIP™a,«2O3C 3¢ F€@http://www.cisco.com/web/about/security/ir
5€0S3,”3€3 http://www.cisco.com/en/lUS/docs/ios/12_3t/12 3t4/feature/quide/gtrtlimt.html
a ’ é@lg“‘§50_§0 : 56650 éé.ééné€l

a,®axfx"d@¢a,2afaf a,,a,8a,¢c

8 Vo8faf 4,18, 83, CA@ @A, CAffaf—3a,°af~af 143 %03, 'enced " 739 ™3, 4@ 3@ €@ http://Www.cisco.com/c
a@® Cisco Security Advisories and Responses

3,Caf%a,«38,08f-3,,a%ECYSa @ ®E,¢af%0af@4,05,953f°5,8€.C..80@—3 €@ | 3€E@a%PAR’E, ' a@—3@'d 3
3,%af5f¥af%a, 3833, QiQ—3i@Q | i QOQIO 30°30.3€

59,5933, QPR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,«<aft5f@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance
Centeri%a"TACi%%od,, i @—3 @ @3€ A¥'(C, 39— | éQ,,é,éfiéf:*‘éﬁéfgéf:“éﬂéf—éféf@é,néﬁéiéf%éée

Cisco 10S 4,%%4f+af"4,a,83,¢

&-ia@®Cisco 10S3,%.afaf"a, | 3,83, caftafhaf-af«a@®I,e{Ei€@ €@Cisco
10S3,%afaf"a,!4,83,Caf"af3,033@«d %43; i@ —i@ | i€@,i QNI ™EE, %0'ARSIQ RIS af-3,0afE
Fixed

Release]d"—a@«e| ¢u°a@-3, EaQ@%i@™FE€,20123" 92" 3@ RIf@af af%0af«a... 6~ 3@ «A @« Q3
10S3,%.af+af"a,|4a,83,¢3,»3,af¥afafta,£3,¢af%oaf@a,na, Yafaf @afafsoaf«a...~é—3@«a@«a€34a,E3

Cisco 10S Software Checkerd,’ d/4:¢" 4@ ™3,«3 € 3€€c%o0'a®33Q@®Cisco
10S&,%af+af"a,!a,83,¢cafPafafa, ' a@«a 34a;ea@™aa,-a,"'3,%a,»3,af¥af afta,£a,caf%oaf@a,na, fafa,
Security(SIO)af@aflsa,;af«a@83"O¢" " a Q@8 QP @PIQPHIGP™AIE,

afia, ,afEafv.afeafearyaa,*
Affected 12.0-Based Releases

Affected 12.2-Based Releases

12.2 8, t&/caeE859 3 @ —

12.2B &, T&Ys+a£85€p,3,55€,000€4" Q3O B RRE 5@ afafAfVA 112 45058/
12.2(4)B8ar¥&o @ 3@ ®AFAF A 143, 5@ 3@ &, Ta%+2E83¢ 3€,3,53€

12.2BC 8, T8Y/at o853 @ — I

12.2BW 8, T8Y/st o853 @ —

12.2BX 8, 1&/ceE85€p,3,55€, 1 2.2SBa@®a»»ae, @3@®afafafa, a@«c8»ejE |

12.2(15)BX &»¥8% € 3 @ ®3f2afaf1a, 5@ «3€ &, 18%te€85€ 3€,5,53¢
12.2BY 8, T4/ a£85@° 3@ —



http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x

12.2BZ 8, T8/st o853 @ —
12.2CX 8, t&/aeE859 3 @ —
12.2CY 8, t&/caeE859 3 @ —
12.2C7Z 8, 1&/ceE85€p,3,55€, 1 2.2S3@®ar»e, @aQ®Afafaf1a, a@«c8»eiE
12.2DA 8, 1&/rto£83°3 @ —
12.2DD 8, T&Y/aa£85Q 5 @ —
12.2DX 8, T8/ a£85Q 5 @ —
12.2EU 8, T&/stoeE85Q 5 @ —
12.2EW 8, T&/st £S5 @ —
12.2EWA 8, T8/at £S5 @ —
1228 &, T8/ b S50°3 9 —
12.28Y &, &/ ceE859°3 @ —
12.2EZ 8, t&/aeE859 3 @ —
12.2FX &, t&/caeE859 3 @ —
12.2FY 8, t&/aec859 3 @ —
12.2FZ 8, T8/ a£85Q 5 @ —
12.2IRA 8, T&Y/sta£85Q 5 @ —
12.2IRB 8, T&Y/sta£85Q 5 @ —
12.2IRC 8, T&Y/at £S5 @ —
12.2IRD 8, T8/st £S5 @ —
12.2IRE 8, T8Y/st £S5 @ —
12.2IRF 8, T8/at £S5 @ —
12.2IRG 8, T8/st £S5 @ —
12.2IRH 8, T8/st o853 @ —
12.2IRI 8, t&/oeE85@ 3 @ —
12.21XA 8, t&/caeE859 3 @ —
12.2I1XB 8, t&/aec859 3 @ —
12.2I1XC 8, t&/a-ceE859 3 @ —
12.21XD 8, T&Y/sta£85Q 5 @ —
12.21XE 8, T&/sa£85Q 5 @ —
12.21XF 8, T&Y/stoe£85Q 5 @ —
12.21XG 8, T&/a £S5 @ —
12.21XH &, tél/c-aec8a




9O —
12.2JA 8, t&/aeE859 3 @ —
12.2JK 8, t&/caeE859 3 @ —
12.2MB 8, t&/taec859 3 @ — |
12.2MC 12.2(15)M Clam¥8%. @@ ®EFaFEf 143, 4@ «3@ ¢, Ta%+2€85€ 3€,3,5¢8

af3fafYa,112.2(15)MC2bar¥e™ @ 39«3 &, 13%+e€83€ 3€,5,53 QUi
12.2MRA 8, T8/st £S5 @ —
12.2 MRB &, 18/ cec859°3 @ —
12.2S 8, t&/caeE859 3 @ —
12.2SB 8, t&/aec859 3 @ —
12.2SBC 8, 1&/rto£83°3 @ —
12.2SCA 8, t&/aec859 3 @ —
12.2SCB &, T&/aec859 3 @ —
12.2SCC 8, T&/ L8593 @ —
12.2SCD 8, T8/t L8593 @ —
12.2SCE &, T8/ L8593 @ —
12.2SCF 8, T8/st £S5 @ —
12.2SCG 8, T8/at £S5 @ —
1225 8, 18/ 85075 —
12.2SEA &, t&/aec859 3 @ —
12.2SEB 8, T&/aeL859 3 @ —
12.2SEC 8, T8/t oL@ 3 @ —
12.2SED 8, T8/ aeL889 3 @ —
12.2SEE 8, T8Y/st £S5 @ —
12.2SEF 8, T8/at £S5 @ —
12.2SEG 8, T8/st £S5 @ —
12256 8, 18-85 59—
12.2SGA 8, t&/oeE85@ 3 @ —
12.2SM 8, t&/caeE859 3 @ —
12.2S0 8, t&/aec859 3 @ —
12.2SQ &, t&/aec859 3 @ —
12.2SRA &, t&/aec859 3 @ —
12.2SRB 8, t&/ L8593 @ —




12.2SRC 8, T8/st o853 @ —
12.2SRD 8, t&/aeE859 3 @ —
12.2SRE 8, t&/caeE859 3 @ —
12.2STE 8, t&/taec859 3 @ —
12.2SU 8, 1&/rto£83°3 @ —
12.28V 8, t&/aec859 3 @ —
12.2SVA 8, T&/aec859 3 @ —
12.28VC &, T&/ L8593 @ —
12.2SVD 8, T8/ aeL859 3 @ —
12.2SVE 8, T8/at £S5 @ —
12.2SW 8, T8/at £S5 @ —
12.2SX 8, T8/st £S5 @ —
12.2SXA 8, T8Y/st £S5 @ —
12.2SXB 8, t&/aeE859 3 @ —
12.2SXD 8, t&/aeE859 3 @ —
12.2SXE &, t&/caeE859 3 @ —
12.2SXF 8, t&/aec859 3 @ —
1e-25xH &, T8/ 850 IO —
12.2SX1 &, t&/aec859 3 @ —
12.2SXJ 8, T&/aeL859 3 @ —
12.2SY 8, T8/t oL@ 3 @ —
12.287 8, T8/ aeL889 3 @ — |
12.2T &, T&/s+o£85€p,3,55€,200€5" QI QR L 3@ afaf a4 12.450 88 E.

12.2(8)T10é»¥é%0050®éfaéfa§f%é,1é0<<50_é,,1‘é%iae€§50_50,5,§5Q
12.2TPC &, t&/aec859 3 @ —
12.2WO0 8, t&/ L8593 @ —
12.2XA 8, T&/ L8593 @ —
12.2XB 8, T8/ aeL889 3 @ —
12.2XC 8, T8/at £S5 @ —
12.2XD 8, T8/at £S5 @ —
12.2XE 8, T8/at £S5 @ —
12.2XF 8, T8/st £S5 @ —
12.2XG 8, t&/oeE85@ 3 @ —
12.2XH e, tal/c-aec8a




©°30—

12.2XI 8, t&/aeE859 3 @ —
12.2XJ 8, t&/caeE859 3 @ —
12.2XK 8, t&/taec859 3 @ —
12.2XL 8, 1&/rto£83°3 @ —
12.2XM 8, T&Y/aa£85Q 5 @ — |
12.2XNA Cisco 10S XE 5 YAf+8f 5 13 84 (@ ®a€ ¢ 20€83,3€.C..800—3€ 36
12.2XNB Cisco |0S XE & Y4Af+3f"4. /4 §3 (3@ ®3@ (" 2€583,/80.0.50—30 |56
12.2XNC Cisco |0S XE & YAf+af 4 14, 84 ¢A@®3@ ¢~ *€83,8€.C..800—3@ 20
12.2XND Cisco 10S XE & Y54f+3f"4. /4 §3 (3@ ®3@ (" 2€583,/80.0.530—30 |56
12.2XNE Cisco10S XE & V4f3f 4 54030040 ¢ 2€54./00.0.. 53030 |50
12.2XNF Cisco |0S XE & Yo8f-af 4,15, 85, ¢a@®I@ ¢ 2€835,3€.C..800—30 | 39
12.2X0 &, T8/ £ 8539 °5 @ —
12.2XQ &, 1&/ae£859°3 @ —
12.2XR 8, T&/st £S5 @ —
12.2XS 8, T8/st £S5 @ —
12.2XT 8, T8/at £S5 @ —
12.2XU 8, T8/st £S5 @ —
12.2XV &, t&/rtoE8a@°3 @ —
12.2XW 8, t&/oeE859 3 @ —
12.2YA 8, t&/caeE859 3 @ — |
12.2YC 6, T8/co£85@ Ea e 39 -39 Q™39 "3 O3, Caf%oaf 3,13, &
12.2YD 8, t&/to£83°3 @ —
12.2YE 8, T&Y/sta£85Q° 5 @ —
12.2YK 8, T8/ a£85Q 5 @ —
12.2Y0 8, &Y/stae£85Q 5 @ —
12.2YP 8, T8/ aeL889 3 @ — |
12.2YT &, 1/cok83Q Ed"doe 3@ —3Q%AQ ™€, 59 GQ®3E, Caf%odf 93,18 9.
12.2YW 8, T8/at £S5 @ —
12.2Y X 8, T8/at £S5 @ —
12.2YY 8, T8/st £S5 @ —
12.2YZ 8, t&/oeE85@ 3 @ —
12.2ZA 8, t&/caeE859 3 @ —




12.27B 8, T8/st o853 @ —
12.22C &, Ta1/¢ae€§aQCEé“éoe"é@—é@%éewz\e‘.,é@"é@@é,caf%oéfeé,ué,ﬂéj
12.2ZD &, Tél/¢ae€§é@CEé“éoe"é@—é@%éewaaée"é@@é,caf%oéfoé,né,ﬂéj
12.2ZE &, T&Vs+ o83, 3,55€,200€4" Q3@ B RRE 3@ afafAfVA 112 45058/
12.27H 8, T8/ E556, 5,536,220 €4 93 @RI ORET O AFAFEf LA 1245088
12.27] o T8/ctoe8a@ B4 400" 30 —3 Q%3O ™MIE, 30" 5O ®F, Caf%0af@,15, 94
12.2ZP &, Tél/¢ae€§é@(£é~éoe"a@-a@%aewaaa@“a@@a,caf%oéma,né,ﬂaj
12.2zU 8, T&/stoeE85Q 5 @ — I
12.2ZX 8, T&/st £S5 @ —
12.22Y 8, T8/at £S5 @ —
12.2ZYA 8, T8/at £S5 @ —

Affected 12.3-Based Releases

12.3

&, T8/ aeE85€p,3,55€,20€3" QIO ®I; L@ af 3 A YA 112,450 88

12.3B &, T&Ys+o£85€p,3,55€,000€8" QIO R PR3 @ afafAfVA 112.450 88 .

12.3BC 8, t&/aeE859 3 @ — I

12.3BW &, t&/caeE859 3 @ —

12.3A 8, 18/c £330 59—

12.3JEA 8, T8/ a£85Q 5 @ —

12.3JEB 8, T&Y/sta£85Q 5 @ —

12.3JEC 8, T&/sta£85Q 5 @ —

12.3JED 8, T&Y/at £S5 @ —

12.3JEE 8, T8/st £S5 @ —

12.3K 123(2)K3 59 %3953 QOEFAFEE, 50O &, 12%t2es3 39,5,55
afeafeary.d, 112.3(8) K 15¥e™M Q3«3 &,18%+2€85@ 3€,3,559%39:

12.3]L 8, T&Y/sta£85Q° 5 @ — I

12.3JX 8, T8/ a£85Q 5 @ —

12,37 8, 1a/coE5a0, 3,556, 2 e€A 93O B3, QLA @ AFAFAfYA 1245058

12.3TPC 12.3(4)TPClla a@%éo§éé®§faéfaéf%é,1é@«é@“é,,’ré%tae@é@“é@,é

12.3VA 8, T8/at £S5 @ — I

12.3XA 12.3(2)XA75,°4 Sé%oééé®éfaé.faéf%é,1é0«5Q_é,,’ré%iae€§50CEéé,é,5

12.3XB &, Tél/¢a§§é@(£é”éoe"a@—ae%éwaea@"é@@a,caf%oéfoé,aé,ﬂaj

12.3XC &, T&Ys+a£85€p,3,55€,200€4" Q3O R L i@ afafAfVA 112 45058/

12.3XD &, T&Ys+a£85€p,3,55€,000€8" QIO B LI @ afafAfVA 112 45058/

12.3XE &, T&Y/tae£8a '




©,3,53€,200€8" Q39 PRLIQ AFAFA[YA1245€088F5, €3,

12.3XF 8, 18/cto85@ EA™ 30 " 3@ —3 Q%I Q™IE, 39 5O B3, C5f%03f 3,23, 93:
12.3XG &, T8/ a£650, 3, 55€, 0 00€5" 93 @B, D2La @ AP AFAIVA 12450 58,E
12.3XI 8, 1&/ceE85€p,3,55€, 1 2.2SBa@®a»»ae, @3@®afafiafla, a@«c8»ejE |
12.3XJ &, T8/ctoE8a€,5,55€,12.4XN3 @ B2, 9 3@ ®EFAF3 3, 3@« 5| E
12.3XK &, T8YctoE8a6, 5,55€ 2 00€s @50 @3, ORETQ AF A AfYA 12 45058
12.3XL &, T8/ aE659, 3, 55€, 0 e€5 @30 B, DL 30 A[Af B[ YA 12.4T '
12.3XQ 8, T8/ oeE659, 3,55€, 0 00€5" 93 @B, DL 3@ AP AfVA 12450 58,E
12.3XR &, T8/ €659, 3,55€, 0 00€5" 93 @B, D2La @ AP AfVA 12450 58,E
12.3XU 8, T8/ctocE85€, 3,55€,200€3" @39 @i, L3 Q AfAf A YA 112.4T |
12.3(8)XU1ér¥io @ 3@ B3 143,39 «3@ &, 1311 e€55 @ 5€,5,55¢
12.3XW 8, 1&/eE85€p,3,55€, 1 2.AXNG@®ar»e, @AQ®AFAFEE," 3@ «c8»e{E |
12.3XX &, T8/ oE659, 3,55€, 0 0€5 G 3 @B, DL A @ AP AfVA 12450 58,E
12.3XY o, T8/ aeE659, 3,55€, 0 00€5" 93 O B, DL A @ AP AfVA 12450 58,E
12.3XZ 8, T8/ oeE639, 3,55€, 0 00€5" 93 OB, D2La @ AP AfVA 12450 58,E
12.3YD &, T8/s+ o859 5 @ — '
12.3YF &, t8/taeE85€p,3,53€, 1 2.AXNG@B®ar»e, @I@®AFEfaf14a,'a@«c8»e|E |
12.3YG 8, 18/ a£85€),5,55€,000€5" 9 3@ R, L3 AfB[A[YA 112.4T |
12.3Y1 8, T8/st £S5 @ —
12.3YJ 8, t&/aeE859 3 @ —
123YK 12.3(11) YK 33,4 S8 @ 3@ @A AP A4S, 59«39 8, Taiteets5QEa 2
12.3YM 8, T8/ctoE 56,5, 55€, 2 00€3 3@ ®3; ORETQ AfAfAfYA12.4T |
12.3YQ 8, T8/ctocE55€, 3,55€,200€3" @39 @3, ®e£ 3@ Af A5 YA 112.4T
12.3YS &, T8/t acE85€p,3,53€, 0 00€8" QIO ®A; ®RfI€ AfHf4AE[E112.4T
12.3(11)Y S1a¥&% @ 3@ ®af a5 143,39 «3@ &, 13%+2€55€ 3€,3,53
12.3YT 8, 18/ a£85€),5,55€,000€5" @ 3O P, P L3 AfALA[YA 112.4T |
12.3YU &, T8/+aeE8a€p,3,55€,200€3" @I Q B, ®eFIQ AfA[AYE12.4T
12.3YX 8, 1&/ceE85€p,3,55€, 1 2.AXNG@B®ar»e, @aQ®AFAf a3, 3@ «c8»e{E |
12.3YZ & T8/ €830 Ea™d0e " 50 —3Q %3 Q™AE, 59" 59 ®F, CAf%oaf 95,13, 93:
12.3ZA 8, 18/ aE£85€),3,55€,000€5" 93O i, L@ AfBLAYA 12.4T |
Affected 12.4-Based Releases
12.4 12.4(25 g)
12.4GC &, T8/ €830 Ed™d00 " 50 —3 Q%3 ™AE, 59 39 ®F, Caf%oaf @ 5,13 93:
12400 8, 18/ o8O 5O — '
12.4JAL &, T8Y/c-ocE8A




©°30—

12.4JAX 8, t&/aeE859 3 @ —
12.4IAY 8, t&/caeE859 3 @ —
12.4JDA 8, t&/taec859 3 @ —
12.4JDC 8, 1&/rto£83°3 @ —
12.4JDD 8, T&Y/aa£85Q 5 @ —
12.4JDE 8, T8/ a£85Q 5 @ —
12.4JHA 8, T&/stoeE85Q 5 @ —
12.4JHB 8, T&/st £S5 @ —
12.4JHC 8, T8/at £S5 @ —
12.4K 8, T8/at £S5 @ —
12.4JL 8, T8/st £S5 @ —
12.43X 8, T8Y/st £S5 @ —
12.43Y 8, t&/aeE859 3 @ —
12.432 8, t&/aeE859 3 @ —
12.4MD &, t&/caeE859 3 @ —
12AMDA &, T8/ 850 39—
12.4MDB 8, t&/c-ceE859 3 @ —
12.4MR &, T8/ oE830 Ea "G00 " 50 —3Q%AQ™AE, 50 39 ®F, Caf%oaf 93,13, 93:
12.4 MRA &, T8/ aE830 Ea™ 400 " 50 —3Q %3O ™AE, 59 39 ®F, Caf%oaf 93,13, 93:
12.4 MRB &, T&Vs+oE85€p,3,55€,000€5" QIO ®E; 3@ AfA[AfVA12.4T '
12.4SW 8, T8/st £S5 @ —
12.4T 12.4(15)T17
12.4(24)T7
12.4XA &, T&Vs+a£85€p,5,55€,200€8" Q3@ B PRI @ AfA[AfYVA 12.4T
12.4XB 12.4(2)XB124, "5, S&%. @ 3@ ®EF a5 143, 59«39 &, T81+e€83€ &S &,
12.4XC &, T8/ £850, 3, 55€,000€4 @3 @ B, DL 3@ A[AfA[YA 12.4T '
12.4XD 8, T&Y/staE£85€p,5,55€,000€3" QIO B3, ®RLIQ Af3Af%fY8,112.4T
12.4XE &, T&Vs+o£85€p,3,55€,200€5" QIO ®E; 3@ AfA[AfVA12.4T
12.4XF 8, T&/a £S5 @ —
12.4XG 12.4(9)X Gliv¥i0%e @ 3@ ®AFEF A 115, 50«50 &, 18Vt 2E556 59,3554
Afeafeary.d, 112.4(9)XG3ae™M Q3«3 &,13%+2€83@ 3€,3,559%39
12.4X] &, T8/ £850, 3, 55€,000€4 @ 3@ ®i; DL 3@ A[AfA[ YA 12.4T '
12.4XK 8, T8/ a£85Q 5 @ —




12.4XL &, T8/ €830 Ed™d00 " 50 —3 Q%3 Q™AE, 50 39 ®F, Caf%oaf @ 5,13, 93:

12.4XM 12.4(15)xMa»¥a%o@a@®a.faéfaama,1a@«a@‘é,,fé%iae€§a@‘é@,a,§ai
afeafaafya 112.4(15)X M3 QA «a9 &, 13%+e€85€ 3€,3,539%a

12.4XN 8, 1a/et ok 85 5 — '

12.4XP &, T8/ €830 Ed™d00 " 50 —3Q %3O ™AE, 59 39 ®F, CafY%oaf 93,13 93:

12.4XQ 8, 4/at ok 85 5 — '

12.4XR 8, T8/st £S5 @ —

12.4XT &, T8/+aeE8a€p,3,55€,200€3 @I Q B, LI Q AfB[A VA 12.4T

12.4XV &, T8/ €830 Ed™d0e " 50 —3Q %3O ™AE, 59" 39 ®F, CAf%oaf @ 5,13, 93:

12.4XW &, T8/ racE85€p,3,55€,2200€3" @I Q B, LI Q AfB[AYVE 112.4T |

12.4XY &, TaVs+oE§5€p,3,53€,000€5" Q3O B ®ef 3@ AfA[AfVA 12.4T

12.4XZ &, T8/t aeE85€p,3,53€, 0 00€8" QIO ®A; PRFI€Q AfEf4A[E112.4T

12.4YA 8, T&Y/ataE£85€p,5,55€,000€3" QIO B, ®RLIQ Af3Af%fY8, 112.4T

12.4YB o, T8/ aE830 Ea "G00 " 50 —3Q%AQ™AE, 59 39 ®F, Caf%oaf 93,13 93:

12.4YD 8, T8/t £ 8595 @ — '

12.4YE 8, T&/st £S5 @ —

12.4YG 8, T8/st £S5 @ —

ay+eY 4, d@—ae'd,« 15.0
afmafna,'a@®afafrasa,’

15.0EX

e, t&/caec889 3 @ —

15.0EY 8, T4/ a£85@° 3@ —
15.0M 15.0(1)M9
15.0MR 8, T8V -ac£ 8533 @—
15.0 MRA 8, T4/ o853 €@ —
15.0c8 8, T&Y/ £S5 3@ —
Cisco |OS X EAf taf€a,123,"1%4$3€ECisco |0S X4, Yoaf+Af 4, 4, 84, ¢a@ ®4, C.
15.0SE e 2
15.0SG e . ax
Cisco |0S X Eaf taf€a,03, "1%4$3€ECisco |OS X E4 Yeaf+Af 4, !4, 84, ta@ ®4, C.
15.0SY 8, T4/ a£85@° 3@ —
15.0XA &, T8/taeE85€p,3,53€,000€4" @ IO PRI, ®2FIQ af4Af4YE.115.1M
15.0X0 Cisco |0S XEAf taf € 3,13, 1145 3€ECisco |OS XE4 Voifeaf 4, 14 84 ¢a@ ®4,C.




ay+éY ¢4, a@—ae'a < 15.1
afmMafa,'a@®aseareasa,’

15.1EY

e, t&/c-aoeL889 3@ —

15.1GC &, T8 s+a£85€p,3,55€,000€4" Q3O ®E; eI € AfAfA YA 15.1M
15.1M 15.1(4)M5
15.1IMR 8, t&/aec859 3 @ —
15.1S 8, T8/ a£85Q 5 @ —

Cisco |0S XEaf1af 4,13, "114S3€ECisco |OS XEA, Yoif+af "4 18, 85 ¢a@ ®4, C.
15156 &, Tél/ao55€ 3 @—

Cisco |0S X Eaf 1af € 3,23, 11433€ECisco |0S X E4 Yoaf<af 4 '3 85, ¢a@ ®3,¢.
15.1SNG 8, t&/aec859 3 @ —
15.1SNH 8, 1&/rto£83°3 @ —
15.1SNI &, t&/aec859 3 @ —
15.1SV &, TaY/ L85 ES 80 3@ —3QAIQO™IE,5Q 3P ®],Caf%0af 5,73, 5
1547 8, 18/ £, 5, 55€,000e€5" @3 @ O3 ®REI G A AF Al YA 15.1M '
15.1XB &, T8s+aE§5€p,3,55€,200€5" QIO B, eI € AfAfA VA 115.1M

aY+eY 4, d@—ae'd,« 15.2
afmafra,'a@®asaseasaa,’

152GC

15.2(3)GCA, "8, 33%. @ 3@ ®aF 351143, 59«3 ¢, 18%t2€5839T50.3,5

15.2JA

e, t&/coec889 3 @ —

1,5208. 1

én T§/¢%§ééaé 0_

15.2¢8

&, T8/ raL88Q 3 @ —

Cisco 10S XEaf taf €3,13,"114S3€ECisco | OS XE& Ysaf-af 4, 13, 83, ¢a@®3, C.

15.25NG

e, t&/c-aeL889 3 @ —

15.2T

15.2(1)T3
15.2(2)T2
15.2(3)T

Cisco |OS XE & YAf-af 4, 4,84, ¢



Cisco IOS XE
8,Y5Af+4f8,15,84,¢| First Fixed ReleaseiVs 4, @afa@pa, Ea QP VYre€d ©aO®AFaFaF1a, 114 %0

afeareafya, o
2.1x &, Ta/+aeL 8593 @ — et
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