Cisco
| OS3, VFAfeaf 4,3, 83, ta@®af,aF@afaa,'SSHa @ «:

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2012-
Hi gh 20120328-ssh 0386

& @a...~é-e—Y¥ : 2012-03-28 16:00

df @afa, afsasf 1.0 : Find

CVSs4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af @4a,° ID : CSCtr49064

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco |OSE, 4Af 84, |4, 85, ¢4 53,"3€°>Cisco 10S
XE&,1af-3f "3, 8,85,C 3@ ®3,»3,3f¥48,¢5,-3,83F«(SSH)8,paf haf @I @ BABYE.. 39 «3€ F€EQSSHAF@ A4

Cisco |0S3, 4Af 84, |4 83, ¢4€S3,"3€°Cisco I10S
XE3,%af+af"4a,! &,83,C3@®SSHA, uafhaf@ a3 8,°af—a, 3838, pafluafa, 383 @™ EIE€QCisco
10Saftaf€a,nd, 3@ BCRicOTaP«E-CAP™E, & »3, af¥af5fa, £3Q®AF™E,af 5f—af03, af15,£5,"5€

§,-815%@ @ "a@®e,Tal+tx€83@«d %at|a@™4,4,%afaf 4, |48,83,Ca, caffaf—aftafiaas a, afasasy
sa-20120328-ssh

a8 1Y/4820128" 35806 28ce—¥a€@ ®Cisco

10S3,af-af"a, | 4,83,¢a,»3,af¥afafta,£3,Ca5%0af 3,13, 9af3f @af af%odf«a...~é—3@«3€ €@Ia»Y.
Security

Advisoryd @ Ed@«3 €343, E3@ | 3€,3@%AO™AE,3€,3,Caf%0af 8,03 035 Q« 3@ I€QPIO"IP®E,C.
10S3,%af-af"a, | 3,83,¢cafafaf1a,'a€ " a€@20123" 3" 3@ ®If@af af%odf«a...~é- 3@« @«a@34a,C
10S3,af-af"a, | 4,83, cafafasa,'a@Ee " "e%%od @ 3, Ed@ | 3 €, @%IQ™AE,

&E<EE... 509 ®A...~6-afEf3, 4@ a€Qx-a@B®IfFIFa, d@®AEECisco Event Response: Semi-
Annual Cisco IOS Software Security Advisory Bundled
Publication3€ @3€«3€,3,55@%3 & ™3¢,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP marl12.html



http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_mar12.html
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr49064
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0386
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0386

€028V e£V23" €

&, TaY/se€85@®a,a,<e£%23" @

60237 a@™a,«Cisco 10S3,%2afaf"a, | §,85,Ca€©%3€Ya€ Cisco IOS
XE3,v2af3f"3,!3,83,Caf@afa, af8afa, a®Ye i@ —i@ | 3€,3,<3,°3,"3,33f13f@3,03,'5€@ €QSSH:?

SSHEQ Ee %0853 @ «39 3 QL3 59,3, 39 EAQ0IQPTIHE, (2 QIQP™MI IO IHP €@
show ip ssha, 3af Zaf3af %08, 2" a@p—a @4a @ ™ak,

Router#show ip ssh

SSH Enabled - version 2.0

Authentication timeout: 120 secs; Authentication retries: 3

« 1.5:SSHaf—afaf & %af «af @aflha, Af83 15 ®3€; 20e%0dS'
« 1.99:SSHaf—afaf 4 3af «af @af1sd, 3F831 3@ @3 e €ra€83,'20e%03S 3@ « 3@ —3Q@YSSHAF—3
« 2.0:SSHaf—A&faf 4, 3af «af @af1ha, Af8a23 @ P3¢ ;3@ Erce%oiS'

SSH3, fif VAf @ 3@ A€QIO™IQ'3@ | @®IOSS, nafiafhd, @831 (" i85 @3,:3,9IQP'3P33@ &
show ip
ssh, 3af 28f3Ef %.3@ Ea Y2 (" 4 QR Q Q39593 3@ i€QIQQIQRIfTif@3,rE,'a@«3@ ¢,Talita

8, -8,18, %Ly @3 Q8¢ haf@ie9—ae | 3,3« Cisco I0S §,%af-af"a,!4,83,¢

af2afeaf1aa,'a, ¢’ @I P ™Ma I P«3Q AEQPaftafea nd,'a@«afs, a,niff a9 —ai@ ! show
version &,38fZ8f38f %08, d;AQEaQ | a€@a, a,'aftaf
af©aFSafsa,’ e ¢n°aQ—aOP%aO™aE, "Internetwork Operating System Software"4£€"Cisco
I0S Software" 3€,3,<3€,3€9 3€"3,E3,%03@«Ei2a%1%a@™35,<3,-3,'aftaf
SfQAarSafhae«3, 3Q£3@ | aftar€@a,na,'3€8 Cisco I0S



53,3533, 5,83,C3Q@EC hifQIO—3€ 59,5395 3,/C°°QIQ3IQOQIONIG™AEE,

3O OIORIUES, Q36«3 nafiaf143, 3O QIO Tr-3%8IQPRE-"3€«| (°5€+3,FI€QY356,50 !
"Version" 3@ Cisco IOS a,%.af-af"a, a," a,¢

3f2afaf1s, 3@ Qa9 TS| (°5@+3, EIQUIQO™IE,4»-3€®5,3,5,°

3ftaf€3,na,'3¢83€ 3€@show version

8,%8f78f38f %A@ EA"de " 3P —a9°a P AQL£aHVA,SAC€HIYIQBIIESAQ ER| " ¢r°a 3, EIQV?

> 3@ ®a%4a€@ 3E@Cisco
10S3,%af+af"a, | a,8a,¢cafafasa, 15.0(1)M1 é,’é®\?éiGé@—é€0§,ﬂéf3é,1é.fﬁf%éf«é@*é,&'é@ 13©
UNIVERSALK9-Ma@83€,3,<3,3,"3,°6£13"€38,' (3@ —3€@ | 39,3 @%IQ9™3IE,

<#root>

Router>

show versi on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed ©02-Dec-09 17:17 by prod_rel_team

l--- output truncated

Cisco

|OS3, Voaf+af "4, '8, 83, Cafafaf 18, B ®E VAP 9| @a%0ta@®E;18S &f..8 +3@ €@ r-j3@®URLAC
Paper: Cisco I0S and NX-OS Software Reference

GuUided€€©3,'3€9,¢..8090—3€ | 3QQIQ 3039 ,3€,
http://www.cisco.com/web/about/security/intelligence/ios-ref.html.

&, Té/cat8s, 49 «8,"49589,50°30,50 39 49 EC°2"9a0+4,EaQVRELA"§

Cisco |OS-XR3@ 3€ Q39 "3@®e,13%+x€55Q9B®AV:1EY(3, 30— 3O %I€>3,"3€,

&—4Q®3,3,'3, 013" PP PS5 Q,i0 | I€PIO"IO®E,Caf%af @, 13, 35O ®EV+EY:5, 89 —a
e©3¢ °

Secure ShelliVs SSHVA%05€p a€@af@affaf af afa,
affafea,nd,'a€ a@®a »a,afya ca@afrarcaras”


http://www.cisco.com/web/about/security/intelligence/ios-ref.html

5,03, 4,38, 27¥cY33, 2@ @i IQ™a, Af—3faF 5, 5f S PRI ™IE,

Cisco 0S4, v54f+4f 4, 4, §3, ¢5€ 53, 3€°Cisco 10S

XEa,V:af-3f"4,' 4,83, 4@ ®SSH3E, UafUIf @I PABRYEE.. 3@ «3Q F€QSSHAF@ YA, AF8EF32(SSHV2)e©
o »ed feE... 5@ A€QE-88 ™MIQ«C A ¥3Q3,FIQYAS afa 3@ @3, 8% 39—3@ | afaf@afaa, SStH
39"3Q®8,T8%+2E83Q®3 Q2L OC" 3@« QASYIQO™E A dEPR"»2'fe€. 3@ aftaf@5,03,"3¢
Gl°8 S8 4@ —a,2C" " 39+5,F3, 39 €9 T Y33, 39°DoScS ... AQECVOCYIO™AE @ ef/re€sa
Cisco 0S4, v54f+4f 4, 4 §3, ¢5€ 53, 3€°Cisco 10S

XE&,%2af-af"a,!3,83,Ca@®SSHA, pafhaf@a€ a,°af—a, -afsafa pafuafa,'a@sa@™a@Ea€@CCisco
[0Saftaf€a,nd,'a@®cRicOTaQ«E-CaHO™E,a,»3,af¥afafta, £a@B®AF™E, af af—afOa, afta £3,'a€@”
G "a@®e,Ta%+x€83,/3, 2L O¢" 3QO™3E,«< Q3@ AEQIRES... 3Q°TCP
33,!3,83,0af@afaf%oa, 3,835,038, 3@ Ea;...6 | @IQ8IQ™AE, 3 af@afuad, 'SSHAf afOaf-3,£3ffa, 3@ ¢

d@"a@®e,TaV+x€83€ a€@Cisco BugID

CSCtrd49064i14" ¢™»éE2af | 4f143,93°,¢" ' 1%%03@ 3@ —3@ | -t AE-3@+3,EGEQCommon
Vulnerabilities and Exposures(CVE)IDa@ “a@—a€ | CVE-2012-

038650&'51%025,5511/2“”0 3,%03, 3@ | 3€@,3@HAQ™AE,

D76 éC-

|0S
SSHA fif 8 €©3,'¢,i185' 39«39 839 9393 ,8 39 30 F€QC°ACFAT..3QPI EEf FHPRIPSI®CRE S

SSH éf@é.f%é,,a.f§é.f31
é@“é@@é,,’ré%iae@éo_ssHv2§0®§0('_5Q«é1/zJ_ré\"(g_éQT“"é,<é@?é,0§€®é,yzéf-éf§, 13,83,Ca€@®3,C3
ssh version

13, °afafv.af @af«a,2afaf-a,£3,®afy éfﬂéf%é,'5.f§&~1f3§,3§ﬁ§.f35.f%o§,'é0©(;"" AQPMI« QP "IQ P83 €x™
vtyd, ¢a, & »&, 18, af04,!

vtyd ¢4, 8 »818 af©418, é@O¢" a@—a@ | é€03e—¢g\"(¥éé®'ag_ié %383 3,33 3@ 3@'3QCE

Vtya@ 3@ ®af afOaf-a,£3ff3, 3" NEé™MQPIQOBREO3 i P«IPri@, i@ 3@ A€@http//www.cisco.com/en/L

& 3QPP®%AQP8IQ 3€9192.168.1.0/245f@affaf af-afaffa, d@ a€@ a,€3@B®IPA,Caf%odf-a,"'172.1¢

Router(config)# access-list 1 permit 192.168.1.0 ©0.0.0.255
Router(config)# access-list 1 permit host 172.16.1.2
Router(config)# line vty 0 4


http://www.cisco.com/en/US/docs/ios/12_2/ipaddr/command/reference/1rfip1.html#wp1017389

Router(config-line)# access-class 1 in

5 Bf ©3F A 5O™E,C Ro«DHICEIOOI QIO FEQE, 8,18,38f—SFOFFFAF 35, OFfUAS 5«3, GO LT
3, 0AfSAf+AfO4, 14f 404 AfQ@AFE 8,68, 4,»3,1 3,335 afafuif« a8, aF

af@affaf as asia, a,/c8»a«a@™a af afoaf-a,£affa, a,/af-afaffa, a@™a I QPRIQ 3%U€I€..39«IQ
aftaf@a,na,'a@«E€93,%03, 3@ | 5@ 30°3,%03€9°8€,5f 3fOf+a,£affa, 3,873 ¥aQ—3€QIf@affs

Cisco |10S 4@ E¢ haf@a@™a «aftafea,nad,'a@®3,ca, 3,»a," af°3,'af 3@ ®aviiis

| A€" 4/ € YAQSGe€a, 04, Af G€<0, %0SSHA,uafhafa,'d, e " +0€ G@—a@ha@™aE,

| a€" &, pAflAfeAfCH, LAf AfCA,  af @ASLEG, Caf%oGf-0, 0@ «E€a;iGQ@—0QHAYP™AE,

access-list 150 permt tcp TRUSTED HOSTS MASK | NFRASTRUCTURE _ADDRESSES MASK eq 22

1 ag“

A»—AQRIQP™IQ '@ | GQPREERUsd... fG€) G, %0d,n0f0fGfOG, af GfOG, Gf€arEa, caf%odsf-a,'a®>d€p | GQ@®SSHASE,+affaf d, eG4 @ | i€
access-list 150 deny tcp any | NFRASTRUCTURE _ADDRESSES MASK eq 22

(-
A»—AQRIQP™IQ '€ | @ BASf GOS0, £01fd, G€ EAfLOf€ 0, R0, 0, 6€56 @ZGQ™0, QP G d,'¢ +1€ GO —IQP%HAIQP™GE,
access-list 150 permt ip any any
interface serial2/0
ip access-group 150 in

af>af & caf afSafv.af afv&EZProtecting Your Core: Infrastructure Protection Access Control
Lits3@ 3@ 83@ a€@a,0afaf-af03,'af af0a, af@afca; €€-3,¢a, a,»3,'af%3,"af 3@ ®3&,-3,23f%03fO?

8, 8faf Afafvaf« Af—Aaf-afvAf: 4f @asa, a3,

5 3135 A Af VAAf « Af—Af A Vf3
&f @355, 353, %1 CoPPiY%A%0eOYefY:3, 8V " 5@™3, <59 " 3€030"3,E3, %039 ®e, Ta%+2€83,'c ©O3'E

o8 1V84, @~ Za@IPA,CaF%0af 8,14, , 46 VAP 8 QP @393, 1P, Caf%0af-5, 363, %03 @ ®Af 2f OS>
10S5f15f€3,13,' 39 «27¥CY35 98599 I19° Q0939530 39 59T16,3,550%I9™3E,

access-list 152 deny tcp TRUSTED ADDRESSES MASK any eq 22
access-list 152 pernit tcp any eq 22
!
cl ass-nap match-all COPP- KNOAN- | NWANTED
mat ch access-group 152
!
!
pol i cy-map COPP- | NPUT- PCLI CY
a, afca, ! COPP- KNOMN- | NWANTED
dr op
!
control -pl ane
servi ce-policy input COPP-INPUT-POLI CY

5 559 ®CoPPIQ®3%E P53 FEQpermits ¢4 3 454138 4@ «8,€3, 8,73, 8f—af3,naf 5F3,+3fFaF 54
map
dropaeOY ef V5«3, 3 L3 | dnfL, 565, E3O%IO ™3 EF€Qdenys, ¢4 7 Af S35 4,681 5O ™3, <A


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml

map dropae®Y efvA@ ®a1:+EY,; 3, 3@ —3@'a@4a€>3,"3€
COPPaOY ef 5@ ®e " a®S3Q “alz (" e-' 3@9B®e0’ (a9 «a9ri®, i@ | 3@ I€Q9x-{G@B®URLS @,
ac®xfx a@éa,2afaf aq, a,84a,¢c

8, V58f+af 4,5, 88, CA@ ®3, CAffaf—3&,°af~af 143 %03, enced 3@ ™3 ,<4 ‘3@ 3@ €@ http://www.cisco.comc
4@ ® Cisco Security Advisories and Responses

8,Caf%a, «d,naf-a,,a%EcY3a @ ®4,Caf%0af @4,08,94f°3,3€.C..88 @—3@ | 4€@a%UAR’E, 4O —3@'3,<4
a,)rafaf¥af1a, af8af°a,cC°° Qi@ —i@Q | QO QIO 30 30,5,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri’a"TACi¥%%o03, 3@ —3Q Q3@ a¥'(, 39— | 3€,3,afa5afTarSaF5, af—afaf €3, nafEAf 43 €«

Cisco 0SS 4,v%8faf"4,1a,84,¢

a-ja@®Cisco [0S, %af+af"a, | 4,83, caftafuaf-af«a@®a@,ejEa€@ d€€@Cisco
10S3,%af+af"a,!4,83,Caf"af-3,03a@«a %43;dQ—3@ | 3,3 Q%I ™EE %' aRSIQ RS af-3,0af2
Fixed

Release]d"—a@«e| ¢n°a@ -3, EaQ@i@™a€,20123" 3" 3@ RIf@af af%0df«a...~é— 3 Q«A @« @33
10S3,%af+af"a,!4,83,¢3,»3,af¥afaf13,£3,¢af%0af 4,13, 9af 53 f @af af%odf«a...~é—«3@«a @ «3 €343, (ES

Cisco | OS Software Checkeré,’al/zcg” ”QT“"a <a0 a€0g%o a®sa0®C|sco

Secu nty(SIO)anaf%é,@f«a0§é“©g" ‘é@§a00a@%a@“"a€,

afid,  afcafv.afeafaafva,
Affected 12.0-Based Releases

Affected 12.2-Based Releases

12.2 8, T&Y/stae£85Q 5 @ —
12.2B 8, T&/sta£85Q 3 @ —
12.2BC 8, T8/st £S5 @ —
12.2BW 8, T8Y/st £S5 @ —
12.2BX 8, T8/at o853 @ —
12.2BY 8, T8Y/st o853 @ —
12.2BZ &, t&/toE8a@°3 @ —

12.2CX 8, T&/ £S5 3@ —



http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x

12.2CY 8, T8/st o853 @ —
12.2CZ 8, t&/aeE859 3 @ —
12.2DA 8, t&/caeE859 3 @ —
12.2DD 8, t&/taec859 3 @ —
12.2DX 8, 1&/rto£83°3 @ —
12.2EU 8, T&Y/aa£85Q 5 @ —
12.2EW 8, T8/ a£85Q 5 @ —
12.2EWA 8, T&/stoeE85Q 5 @ —
12.2EX &, T&Vs+aE85€p,3,55€,000€5" Q3O ®E; 3@ AfA[%A[YA 115.0SE
12.2(55)EX 38»¥8% @ 3@ ®af 55143, 4«39 &, 13%+2€83€ 5€,3,53

12.2EY 12.2(58)EY 2 |
12.2E7 8, T8/at £S5 @ —
12.2FX 8, T8/st £S5 @ —
12.2FY 8, T8Y/st £S5 @ —
12.2FZ &, t&/toE8a@°3 @ —
12.2IRA 8, t&/coeE859 3 @ —
12.2IRB &, t&/caeE859 3 @ —
12.2IRC 8, t&/caec8589 3 @ —
12.2IRD 8, T8/ a£85Q 5 @ —
12.2IRE 8, T&Y/sta£85Q 5 @ —
12.2IRF 8, T&/sta£85Q 5 @ —
12.2IRG 8, T&Y/at £S5 @ —
12.2IRH 8, T8/st £S5 @ —
12.21XA 8, T8Y/st £S5 @ —
12.21XB 8, T8/at £S5 @ —
12.21XC 8, T8/st £S5 @ —
12.21XD 8, T8/st o853 @ —
12.2IXE 8, t&/oeE85@ 3 @ —
12.2IXF 8, t&/caeE859 3 @ —
12.2I1XG 8, t&/aec859 3 @ —
12.2IXH 8, t&/a-ceE859 3 @ —
12.2JA 8, T&/sta£85Q 5 @ —
12.2JK 8, T&/sa£85Q 5 @ —
12.2MB 8, T&/sta£85Q 5 @ —




12.2MC 8, T8/st o853 @ —
12.2MRA 8, t&/aeE859 3 @ —
12.2 MRB 8, 1&/t £S5 °3 @ —
12.2S 8, t&/taec859 3 @ —
12.2SB 8, 1&/rto£83°3 @ —
12.2SBC 8, T&Y/aa£85Q 5 @ —
12.2SCA 8, T8/ a£85Q 5 @ —
12.2SCB 8, T&/stoeE85Q 5 @ —
12.2SCC 8, T&/st £S5 @ —
12.2SCD 8, T8/at £S5 @ —
12.2SCE 8, T8/at £S5 @ —
12.2SCF 8, T8/st £S5 @ —
12.2SE &, T&Vs+aE85€p,3,55€,000€4" Q3O ®3,;®ef 3@ AfAf%A[YA 115.0SE
12.2(58) SE18»¥&%0 € 3 ®®éfaéfaéf%é,1éQ«éQ_é,,’ré%iae€§50_50,é,§é<I
12.2SEA 8, T&Y/aae£85Q 5 @ —
12.2SEB 8, T&/st £S5 @ —
12.2SEC 8, T8/st £S5 @ —
12.2SED 8, T8/at £S5 @ —
12.2SEE 8, T8/st £S5 @ —
12.2SEF &, t&/rtoE8a@°3 @ —
12.2SEG 8, t&/oeE859 3 @ —
12.2SG 8, t&/caeE859 3 @ —
12.2SGA 8, t&/aec859 3 @ —
12.2SL 8, T8/t a£85Q° 5 @ —
12.2SM 8, T&Y/sta£85Q° 5 @ —
12.2S0 8, T8/ a£85Q 5 @ —
12.2SQ &, 1&/so£83@ 3 @ —
12.2SRA 8, T&/a £S5 @ —
12.2SRB 8, T8/at £S5 @ —
12.2SRC 8, T8/at £S5 @ —
12.2SRD 8, T8/at £S5 @ —
12.2SRE 8, T8/st £S5 @ —
12.2STE 8, t&/oeE85@ 3 @ —
12.2SU 8, t&/caeE859 3 @ —




12.28V 8, T8/st o853 @ —
12.2SVA 8, t&/aeE859 3 @ —
12.2SVC 8, t&/caeE859 3 @ —
12.2SVD 8, t&/taec859 3 @ —
12.2SVE 8, 1&/rto£83°3 @ —
12.2SW 8, T&Y/aa£85Q 5 @ —
12.2SX 8, T8/ a£85Q 5 @ —
12.2SXA 8, T&/stoeE85Q 5 @ —
12.2SXB 8, T&/st £S5 @ —
12.2SXD 8, T8/at £S5 @ —
12.2SXE 8, T8/at £S5 @ —
12.2SXF 8, T8/st £S5 @ —
12.2SXH 8, T8Y/st £S5 @ —
12.25XI &, t&/rtoE8a@°3 @ —
12.2SXJ 8, t&/aeE859 3 @ —
12.2SY &, t&/caeE859 3 @ —
12.287 8, t&/aec859 3 @ —
12.2T 8, t&/to£83°3 @ —
12.2TPC 8, T&Y/sta£85Q 5 @ —
12.2XA 8, T&Y/sta£85Q 5 @ —
12.2XB 8, T&Y/at £S5 @ —
12.2XC 8, T8/st £S5 @ —
12.2XD 8, T8Y/st £S5 @ —
12.2XE 8, T8/at £S5 @ —
12.2XF 8, T8/st £S5 @ —
12.2XG 8, T8/st o853 @ —
12.2XH 8, t&/oeE85@ 3 @ —
12.2XI 8, t&/caeE859 3 @ —
12.2XJ 8, t&/aec859 3 @ —
12.2XK 8, 1&/rto£83°3 @ —
12.2XL 8, T&Y/sta£85Q 5 @ —
12.2XM 8, T&/taeE859 3 @ — |
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